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Executive Summary

Trend Micro™ Password Manager helps you manage all your online credentials in one
secure location, ensuring an easy and safe online experience, as well as a faster, more
secure, and convenient way to access web sites.

Among its key features, Trend Micro™ Password Manager on the Mac provides multi-user
support, a password strength indicator, a strong password generator, and a password
doctor, for changing weak passwords. Trend Micro™ Password Manager on iOS works on
both your iPhone and iPad. Password Manager also provides a Web Management Console,
allowing users access and management to their password database on any device, including
public computers, at any time.

Finally, Innovative technology in Password Manager incorporates continuous adaptation to
customer usage, improving the global list of safe web pages.

This product guide provides all you need to know to evaluate, install, and use Trend Micro™
Password Manager on Mac and iOS devices. Download its companion product guide for PC
and Android devices at http://esupport.trendmicro.com/en-us/home/pages/technical-
support/password-manager/home.aspx.
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Chapter 1: Introducing Trend Micro™ Password
Manager

This chapter introduces you to Trend Micro™ Password Manager. The topics discussed in
this chapter include:

e  Product Overview

e Key Features

e  What’s New?

e  System Requirements
e Target Market

e Availability and Pricing

e  Support contacts

Product Overview

In today’s digital world, people need to manage multiple online accounts, each using a login
with a username and password. Given the multitude of online sites they access, users often
deploy unsecure methods to remember their credentials. They may use the same usernames
and passwords on all their websites, thus opening themselves up to universal “cracking” of
their accounts. Or they may store them insecurely on paper or post-its, in a text file, or rely
on a browser’s not-so-secure “autofill” function, exposing them to identity theft. The
difficulty in managing all these credentials is compounded by the spread of mobile devices
such as smartphones or tablets. How can a user manage all of their online login usernames
and passwords, across all these devices, while making sure all of their transactions are
secure?

Trend Micro™ Password Manager helps you manage all of your login credentials, ensuring
an easy and safe online experience, while offering a faster, more secure, and convenient way
to access your web accounts. Using a single Master Password, Password Manager users have
instant access to all their login credentials, no matter where they’re located or what device
they’re using. Among its key features, Trend Micro™ Password Manager provides in-the-
cloud synchronization across multiple devices and operating systems, allowing users to
conduct secure online transactions while in the office, at home, or on the road. It shares
these features with Trend Micro™ Password Manager on Mac and iOS, which is covered in
this guide; as well as with Password Manager on Windows and Android devices, which are
covered in a separate guide.
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Table 1. Key Features of Trend Micro™ Password Manager

Feature

Description

URL and Password
Management

Automatically capture your websites and password login
credentials for easy bookmark sign-in and access.

Cloud Storage and
Synchronization

Credentials are available across all devices where
Password Manager is installed.

Multi-User Accounts

Password Manager supports multiple users on the same
Mac using different Trend Micro accounts.

Web Management Console

The Password Manager Web Management Console
provides universal access to your Password Manager
passwords. The Console is accessible using Safari, Mozilla
Firefox™ and Google Chrome browsers.

Password Doctor

Password Doctor in the Console diagnoses password
health and recommends changes when passwords are
weak or repeated across multiple sites.

Password Generator

Automatically generate strong passwords with custom
criteria for increased login security.

AES 256-bit Encryption

All your passwords are encrypted using AES 256-bit
Encryption

Secure Notes Management

Store and manage Secure Notes regarding your accounts,
logins, and procedures.

Profile for Auto-Form Filling

Create a Profile to enable auto-form filling when filling
out online forms.

Password Search Field

Search field in browser plug-in makes it easy to find
passwords in Password Manager.

Cross-platform Support

Windows, Mac, iOS, and Android smartphones and
tablets are fully supported.

Continuously Regenerated
Systems and Safety

Innovative technology continuously improves and
adapts, providing globally verified white-listed web
pages. Uses regenerating patterns and mapping
techniques that grow and improve from customer usage.

#9), TREND.
MICRDO
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What’s New?

Table 2. What's New in Password Manager?

For Mac: v3.8

New user interface and flow for better usability and experience.

Efficient synchronization between Password Manager components and portal.

Engine capability enhancements.

Web-based management console.

Offline viewing and/or editing for BHO and Management Console.

Browser Password Import (except for Safari).

Password Doctor

For iOS: v5.0

New Tab Bar Design for Passwords, Secure Notes, Tools, and Settings provides easier
access to all features.

Free Edition (Local Mode) supports up to 10 Passwords and unlimited Secure Notes
without creating a Trend Micro Account.

Log into websites using Safari or supported Native Apps.

Website search provides precise targeting of Sign-in webpages when creating
passwords.

View Saved Passwords in Seamless Browsing for improved Paste of usernames and
passwords.

Bank Account, Membership, Contacts, Credit Cards, Passport, and Free Form templates
for Secure Notes.
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System Requirements

Before you attempt to install Trend Micro Password Manager please ensure you meet the
following system requirements.

Table 3. Trend Micro™ Password Manager System Requirements

Windows Operating System CPU Memory Disk Space
Windows™ 7 with Service 1GHz or faster 2 GB or more More than 300 MB
Pack 1 or higher (32 bit and processor

64 bit) recommended

Windows™ 8/8.1 (32 bit and

64 bit)

Windows™ 10, RS1 ~ RS3 (32

bit and 64 bit)

Compatible Browsers

Microsoft™ Internet Explorer™ 11.0

The latest two versions of Mozilla Firefox™

Web browser The latest two versions of Google Chrome

The latest version of Microsoft Edge (via Trend Micro Security for
Microsoft Edge only)

Mac Operating System CPU Memory Disk Space

Mac OS X 10.12 (Sierra) Intel Core 2 Duo 2.0 2 GB or more More than 300 MB
or faster processor
Mac OS X 10.13 (High Sierra)

Mac OS X 10.14 (Mojave)
Compatible Browsers
Safari 11.0 and 12.0
Web browser The latest two versions of Mozilla Firefox™
The latest two versions of Google Chrome
Mobile Devices
i0S app i0S 11.0 to 12.0, 64-bit device required for latest version
Android app Android 5.1 t0 9.0

Incompatible Software

To identify software that you should remove from the computer before installing Password
Manager, please refer to the following Web site:

http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en US

o
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Internet Connection

Trend Micro™ Password Manager requires an Internet connection for activating online,
checking the expiration date, downloading updates, sending Trend Micro URL/web queries
and logs to the Console, logging into the management console, and browsing knowledge
base pages on the Trend Micro Web site. If you have a dial-up or other connection to the
Internet that charges fees per connection, by the amount of time connected or for the
amount of data downloaded, make sure your router or connection software does not
automatically start a connection to support the features listed above to avoid extra
connection fees. Follow your router's instructions to edit your router settings as required.

Recommended Environment

This Product Guide assumes that you are using Trend Micro™ Password Manager on a Mac,
iPad, or iPhone. All screenshots were shot using Mac OS 10.12 (Sierra) on a Mac mini, or
using i0S 11 on an iPhone. If you are using Trend Micro™ Password Manager on a Windows
computer, an Android phone or tablet, or an iPad, certain screens may appear differently
and some procedures may require additional steps.

Target Market

Trend Micro™ Password Manager is targeted to all consumers who require complete
security for their online digital accounts and transactions.

Global Availability

Password Manager is available at pwm.trendmicro.com and from the Windows Store,
Google Play, and the App Store (Apple).

Contacting Trend Micro

Trend Micro Incorporated

225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone: +1 (817) 569-8900

Toll-free: (888) 762-8763
www.trendmicro.com

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

10
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Free phone, email and chat support

Trend Micro also offers free phone, email, and chat support. For more information, see
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en _US

Premium Services

Trend Micro offers Premium Services for a wide variety of technical issues including
installation, virus and spyware removal, PC Tune-ups, and more. For more information, visit
www.trendmicro.com/support/home.

11
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Chapter 2: Getting Started with Trend Micro™
Password Manager on the Mac

This chapter gets you started with Trend Micro™ Password Manager on the Mac. In this
chapter you’re shown how to Download and Install a copy of Password Manager and to
create a Trend Micro account.

The example below uses the Safari browser; the installation is similar for Firefox and
Chrome.

Download and Install Trend Micro™ Password Manager
and Create an Account

12

To get started, you need to download and install a Free or Paid Version of Trend Micro™
Password Manager. The Free Version does not expire but is limited to five Passwords and
may be upgraded to a Paid version. The Paid Version provides unlimited passwords. These
instructions are geared primarily towards users with paid subscriptions to Password
Manager. Depending on the version you install or the browser you use, certain installation
screens or sequences may vary slightly.

Note: Trend Micro Internet Security users are invited to try a Free or Paid version of
Trend Micro™ Password Manager. Trend Micro Maximum Security users get a free
subscription and automatic installation of Password Manager included with their
installation of Trend Micro Security. Password Manager provides cross-platform
sync across Windows, Mac, iOS, and Android devices.

To download and install Trend Micro™ Password Manager:

1. Goto Password Manager Software to access the Trend Micro™ Password Manager web
page. The Password Manager web page appears.

Password Manager - -

Unlimited passwords

Software $14.95

et
Sirmple, secure password management 7N Suscrdon [N (298]

‘Manage up to 5 passwords. No expiration.
Manage up to 5 p p

Get it for free

Watch how Password Manager
works

Figure 1. Password Manager Webpage

2. Ifyou’reinstalling a Free Trial, click Get it for free. The Password Manager Download

dialog appears.

) TREND
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Password Manager Download

Computer

Figure 2. Password Manager Download

Click Mac and Password Manager downloads.

If you’re installing a Paid Version, click the link Buy Password Manager to save
unlimited passwords.

BIREND

@ wr oowsna @ rom

Password Manager - -

— Unlimited passwords
Software $14.95
‘ New for 20171
4 Subser
Simple, secure rd management a ot puen [N (28]
.Manage up to 5 passwords. No expiration.

Watch how Password Manager
works

tem Description Dedces  Subscription
Term

o
o BACKUP CD: PROTECT YOUR PURCHASE C e 4 Bkl

ORDER SUMMARY swToar $1495

e 4

Proypat pagsl

Figure 4. Pick Your Subscription
5. To buy Password Manager, fill in the Devices, Subscription Term, Billing and Payment
Information for the subscription you wish to purchase, then click Continue to complete

13
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the purchase and sign-up process in the remaining screens; then click the Download
button.

6. In either case, when the download completes, click the DMG installer in the Download
menu in the Dock.

Open in Finder Q
TrendMIcroPasswordManagar_MUl.dmg B

[ IOL2 @IS |

Figure 5. Password Manager DMG Installer

7. The Password Manager Installer opens.

Figure 6. Install Password Manager

8. Double-click Install Password Manager to begin installation of Password Manager. An
Install Password Manager dialog appears, indicating it’s an application downloaded
from the Internet and asking if you’re sure you want to open it.

“Install isan ion
up‘, from the Internet. Are you sure you want to open it?

Don’t warn me when opening applications on this disk image

? Cancel Show Web Page Open

Figure 7. Install Password Manager Safety Dialog

9. Click Open. A dialog appears, indicating that Password Manager wants access to control
the Finder. Click OK.

¢®) TREND
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“Install Password Manager” wants access
< . to control “Finder”. Allowing control will
ﬂ; provide access to documents and data in
“Finder", and to perform actions within that
app.

Don't Allow OK

Figure 8. Control Finder

10. A screen appears with a dropdown indicating This package will run a program to
determine if the software can be installed.

@ Install Trend Micro Password Manager ]
=R This package will run a program to er

N . determine if the software can be installed.

Introducti E To keep your computer secure, you should only run istall this
programs or install seftware from a trusted source. If
License 'you're not sure abeut this software's source, click
_ Cancel to stop the program and the installation.

Destinatig
Installatiol Cancel Continue
Installatiof
Summary

73 TReND.

Figure 9. Determining if Password Manager can be installed

11. The Welcome screen appears.

Welcome to the Trend Micro Password Manager Installer

You will be guided through the steps necessary to install this

« Introduction software.

@y‘iggg Continue
Figure 10. Welcome to the Trend Micro™ Password Manager Installer

12. Click Continue. A Privacy and Data Collection Disclosure appears.

o
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] & Install Trend Micro Password Manager ]

Important Information

Introduction

® Read Me Privacy and Personal Data Collection Disclosure

Certain features available in Trend Micro products collect and send
feedback regarding product usage and detection information to Trend
Micro. Some of this data is considered personal in certain jurisdictions
and under certain regulations. If you do not want Trend Micro to collect
personal data, you must ensure that you disable the related features.

The following link outlines the types of data that Trend Micro Password
Manager collects and provides detailed instructions on how to disable the
specilic features thal feedback the information.

trendmicr /d l discl

Data collected by Trend Micro is subject to the conditions stated in the
Trend Micro Privacy Policy:

hitps:/iwww.trendmicro.comien olicy-
product.html

Print... Save... Go Back Continue

Figure 11. Privacy and Data Collection Disclosure

13. Read the disclosure for the types of personal data Trend Micro collects. If you agree
with it, click Continue. The Software License Agreement appears.

.
Software License Agreement

English s
Introduction

Trend Micro End User License Agreement
Trend Mioro Producta/Services

Varson Engient souniy

Purpose: Paid Use and Persanal Use Subsaription License
Date: June 201

License
Destination Select

Installation Type

IMPORTANT: THE FOLLOWING AGREEMENT. INGLUDING TREND MICRO
Installation PRIVACY POLICY AND SECURITY POLICY, WHICH ARE INCORPORATED
HEREIN BY THIS REFERENCE AND WHICH CAN BE ACCESSED AT
Summary WWW.TRENDMICRO.COM (COLLECTIVELY, THE "AGREEMENT) SETS
FORTH THE TERMS AND CONDITIONS UNDER WHICH TREND MICRO
INCORPORATED OR AN AFFILIATE ('TREND MICRO') IS WILLING TO
LICENSE THE TREND MICRO PASSWORD MANAGER PRODUCT AND
SERVICES (THE "TREND MICRO PRODUGTS/SERVICES®) AND
ACCOMPANYING “DOCUMENTATION TO "YOU" AS AN INDIVIDUAL LSER OR

AGREEMENT FOR YOUR RECORDS AND SAVE A COPY ELECTRONICALLY.

You must read and accept this Agreement bafora you instal or use the Trand Micro
ucts/Servies. If you are an individual, then you must have atsined the age of
majorty in the stats, provincs e country where You e ta erter ints this Agrsemont.

Print... Save... Go Back Continue

Figure 12. Software License Agreement

14. Read the Software License Agreement. If you agree to the terms of the agreement, click
Continue. A popup appears, asking if you agree to the license agreement.

006 w Install Trend Micro Password Manager a

To continue installing the software you must agree to the terms
of the software license agreement.

o Int|
olia  Click Agree to continue o click Disagree to cancel the installation
and quit the Installer.
® De¢
Ins| (rm— —
& Read License | Disagree | [ Agree |
® Ins| e e )
A THEREIN BY THIS REFERENCE AND WHICH CAN BE ACCESSED AT
® Summary IICRO. (COLLECTIVELY, “AGREEMENT") SET
FORTH THE TERMS AND CONDITIONS UNDER WHICH TREND MICRO
ILIATE (T ICRO") IS WILLING T

i

LICENSE THE TREND MICRO PASSWORD MANAGER PRODUCT AND
SERVICES (THE ‘TREND MICRO PRODUCTS/SERVICES®) AND
ACCOMPANYING "DOCUMENTATION" TO "YOU* AS AN INDIVIDUAL USER
OR AN AUTHORIZED REPRESENTATIVE OF AN ENTITY. BY ACCEPTING
THIS AGREEMENT, YOU ARE ENTERING INTO A BINDING LEGAL
CONTRACT WITH TREND MICRO. THE TERMS AND CONDITIONS OF
THE AGREEMENT THEN APPLY TO YOUR USE OF THE TREND MICRO
PRODUCTS/SERVICES AND RELATED SUBSCRIPTION SERVICES.

PLEASE PRINT THIS AGREEMENT FOR YOUR RECORDS AND SAVE A
COPY ELECTRONICALLY.

Print.. | [ Save.. | GoBack | [ Continue |

Figure 13. Agreeing to the License Agreement

15. Click Agree. The Installation Type screen appears.

16
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16.

17.

18.
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Standard Install on “Macintosh HD”
Introduction This will take 94.2 MB of space on your computer.

License. Click Install to perform a standard installation of this software
on the disk “Macintosh HD".
Destination Select

Installation Type
Installation

Summary

Change Install Location...

@II}EEE Go Back Install

Figure 14. Standard Install on “Macintosh”

Click Change Install Location if you wish to change the default destination for the
installed program. Trend Micro recommends that you leave the default location as is.

In the Standard Install screen, click Install. The Mac OS Username and Password dialog
appears.

(6D )
[ ] -

| Installer is trying to install new software. Type
your password to allow this.

Introduction | &

i Username: | SERVERB-MAC2 |
Destination’ Password:
|
Installation
tion Cancel
Change Install Location
%) IReND Go Back

Figure 15. MacOS Credentials

Enter your Username and Password and click Install Software. The Installation begins
and an Installation Progress screen informs you of the progress of the installation, then
informs you if the installation was successful.

17
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[ ] & Install Trend Micro Password Manager -
The installation was completed successfully.

 Introduction

* License
Destination Select
Installation Type
Installation The installation was successful.
Punary The software was installed.
3 Rene [ Ceee ]

Figure 16. The installation was successful.

19. Click the Close box. A screen appears inviting you to Secure Your Passwords and Enjoy
Peace of Mind.

() Password Manager

Figure 17. Secure Passwords and Enjoy Peace of Mind

20. Click Start Now. A dialog appears, indicating an Account is Required.

L
Figure 18. Account Required

21. Click OK. A screen appears for you to Create a Trend Micro Account, or to Sign In Now
with an account you already have.
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(')Pa’s;wovd Manager

==l

) 1mee

Figure 19. Create a Trend Micro Account

22. If you're creating an account, enter your Email Address, a preferred Password, Confirm
Password, provide your First Name and Last Name, and choose your Location. The
checkbox Receive the latest news and offers from Trend Micro is checked by default.
Click Next.

23. If you already have a Trend Micro Account, click Sign in now. A window appears for you
to signin.

[0 Yoo
Password Manager

3y mene

Figure 20. Sign Into Your Trend Micro Account

24. Enter the email address and password you used to create your account and click Next.
A window appears for you to Select Your Version.

19
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() Password Manager

Figure 21. Select Your Version

25. Either Use the Free Version or Provide your Premium Activation Code (sent in your
Trend Micro Welcome email or in your retail box) and click Next. A screen appears for
you to Protect Your Passwords.

¥

(') P;;gwwd Manage

) meve

Figure 22. Protect Your Passwords

26. Click Next. A screen appears for you to Create Your Master Password.

(')Paﬁvbord Manager

e

Figure 23. Create Your Master Password
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27. Enter your preferred Master Password, then Confirm Password, provide a hint, and
click Create. A screen appears to Install the Password Manager Browser Extension.

() Password Manager o

O

Get Brawser Extension

3
Figure 24. Install the Password Manager Browser Extension

28. Click Get Browser Extensions to install the extension for your default web browser, in
this case, the extension for Safari. A page appears for you to download the extension.

) Password arag

Password Manager Extension for Safari

Figure 25. Password Manager Extension for Safari

29. Click Download Extension. The Password Manager Support page appears.

Figure 26. Go to Safari Gallery Extension Website

30. Click the link Safari Gallery Extension. The Safari Extensions webpage appears.
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Figure 27. Safari Extensions

31. Click Install Now. A popup appears, asking “Are you sure you want to install the

extension “Trend Micro Password Manager?”

- Are you sure you want to install the
extension “Trend Micro Password
Manager"?
Install extensions only from sources you trust.
Extensions can modify the appearance and behavior
of Satar, and access your private information at
websies

Install

Figure 28. Are You Sure?

v1.0

32. Click Install. The Password Manager extension for Safari installs, and a page appears

saying Installation Complete.

() Password Manager

<

Figure 29. Installation Complete

33. The Password Manager icon appears in your browser menu.

@ Safari File Edit View History Bookmarks Window Help

en® < i ”/

Figure 30. Password Manager Icon

34. Click the Password Manager icon in the browser menu bar and Password Manager asks

you to Provide your Master Password.
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@

9]

Password Manager

Provide your Master Password

Master Password

Figure 31. Password Manager Popup — Enter Master Password

35. Type in your Master Password and hit Enter on your keyboard or click the Unlock icon.

% QO

TR RO

' () Password Manager

| AllPasswords ~ = Q [+]

Figure 32. Password Manager Open

36. You may now begin entering passwords by logging into your accounts. When you’re
signed into Password Manager, it automatically saves your login credentials.
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Chapter 3: Using the Password Manager Browser
Extension

This chapter provides an overview of the Trend Micro™ Password Manager browser
extension, using the Safari browser. Usage with Mozilla FireFox™ and Google Chrome are
nearly identical. Topics discussed in this chapter include:

e  Using Password Manager in Your Browser
e  Saving Account Sign-in Credentials

e Management Console

e Password Generator

e  Switching to Other Users

e Folders
e Sort
e Search

e  Manually Adding a New Password

e Tools

Using Password Manager in Your Browser

24

When Trend Micro™ Password Manager is installed, an extension appears in your Web
browser that allows you log in to Password Manager and begin using it. Note that multiple
users can use Password Manager on the same computer, even in the same Mac login
account. Password Manager is tagged to the Trend Micro Account the user logs in to.

To begin using Password Manager with your browser:

1. Launch your Web browser and locate the Password Manager icon. Depending on your
browser, it may be located on the left or right-hand side of its menu bar. In Safari, it's to
the left of the Search field.

® Safari File Edit View History Bookmarks Window Help

e0® < ] L
Figure 33. Password Manager Browser Plug-In Icon

2. Click the Password Manager icon. If you're not logged into your Trend Micro Account,
the Password Manager drop-down menu indicates Unable to Help with Your
Passwords.

#9), TREND,
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Note: This step determines which account is “active” in the Password Manager plug-in.
If you log out of your account, the extension is available for other users and
accounts.

2% @

() Password Manager

Figure 34. Sign In Now

3. Click Sign In Now to sign into your Trend Micro Account. A popup window appears for you to Sign
Into Your Trend Micro Account.

V)

wero
sword Manager

Figure 35. Sign Into Your Trend Micro account

4. Enter the email address and password you used to create your account and click Next. A
Welcome Back screen appears.

25

=—
-3
om
o2

(o]



Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide v1.0

TRENDMICRO = X
(')P[a(sgword Manager

Open Password Manager

Figure 36. Welcome Back

5. Click Open Password Manager. Your browser loads and a Password Manager screen
appears, asking you to Provide your Master Password.

Password Manager

ter Password

ir Ma:

Master Password

Figure 37. Provide Your Master Password

6. Enter your Master Password and click Unlock (Padlock Link). The Password Manager
Web Management Console opens and also signs in the browser extension. You may
now begin saving passwords. See the next section.

Saving Account Sign-in Credentials

Trend Micro™ Password Manager works as you browse to save sign-in credentials for your
internet accounts, so that you don’t have to remember them in the future.

To save an online account sign-in credentials:

1. Browse to a website that hosts one of your online accounts; for example,
www.google.com. The general Google Sign In page appears.

W
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4.

Google

Phillppines

Figure 38. Google Sign In (1)

Google

One account. All of Google.

Sign in with your Google Account

Email

Password

I™ Stay signedin
Figure 39. Google Sign In (2)

Enter your Gmail Username and Password and click Sign In. Password Manager saves
the login credentials and presents a popup saying Save the password and automatically
sign in into this website next time?

o P —— : o4

Google
Save the password and
autoenacally sign o thes
Don't get locked out of your account websie next tima?

>

Figure 40. Save Now

Click the Save Now button to store the online account login credentials in Password
Manager. A pop-up appears, indicating password is successfully saved.

[°] & ocounts googecom A ]

Google

One account. All of Google

Figure 41. Password Saved

For testing purposes, do one of two things:
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Scroll down the list, then click the right Google Accounts button in the popup to
automatically sign in. (If there is more than one Google Account, a dropdown selection
is available.)

Q accaustn googe com ¢ 5]0

- I C) Fasswora ponsoer *
Google
Chease the account o sign in
with

One account. All of Google

sign i

Figure 42. Drop-down Selection
OR

Click the Spyglass icon, then type the name of the account (e.g., “Google” in the Search
field to easily find specific passwords.

(0]

() Password Manager :
[al | 2

Q) accountsgoogiecom

Q vehoocon

® iveco

® ~ m

Q accounts.google.col

a accounts.g )

Figure 43. Spyglass > Search
5. This will automatically filter the list and only show Google accounts.

6. Mouse over the list of accounts and more specifics about that account are visible. You
can then click the correct account to log in.

7. You can also rename an account to make it more distinguishable by mousing over the
name on the right side of the listing until three dots appear; then click to bring up the
drop-down menu.
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10.

11.

12.

(0]

[ 0 TREND MICRO.
| () Password Manager
: ngogle\ Cancel

J Google
\

A Google+ - Miguel Galan

| g Google+ iqu al |
: g accounts.google.com - . |
= {
| g WikeVor] - ViewDstale

Rename

| g Googlet|  Edit Details

| Delete

H g Sign in - Guoyre-Accours

o—— o5

Figure 44. Rename Account

Select Rename in the menu. This selects the name of that account. Type in a new name
to make it more distinguishable from the rest.

You can also View or Edit Details, or Delete the account.

If you select View Details, a popup window shows details about the Account and
Password.

TRENDMICRO
(') Password Manager X

O This note will close in 116 seconds.

-
“ accounts.google.com - ‘

Account q

Pesswond © d

Figure 45. View Details

Click the Copy icons to copy your Account or Password details to the Clipboard; or click
the Eye icon to view your Password.

If you select Edit Details, the password opens in the Web Management Console, so you
can edit it.
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Sign in - Google Accounts o
accounts googie com
a
............... ]
O

Figure 46. Edit Account Details

Management Console

Password Manager provides a web Management Console for complete configuration and
management of Password Manager. When you’re signed into Password Manager in the
browser extension, Single-Sign On gives you direct access to the Management Console
without having to sign in again.

To access the Management Console:

() Password Manager
All Passwords ~ = Q [+]
S
S J
o
S
J
r
@ Management Console ﬁ) @

Figure 47. Management Console (Bottom)

1. Click the Password Manager icon in your browser, and when the plug-in loads, click
Management Console to open it. The Management Console opens.
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() Password Manager

Figure 48. Password Manager Web Management Console

2. The Management Console provides a view on all your passwords, which ones are unsafe
and should be edited in Password Doctor, along with all the familiar Tools you’ve been
trained to use. For more details, go to Chapter 4: Using the Password Manager Web
Management Console.

Password Generator

When creating a new online account, you may often be tempted to use a familiar, easy-to-
remember password that you’ve used previously with other accounts. This weakens account
security, potentially exposing you to data theft, since once the familiar password is cracked
it’s a key to many of your online accounts. Trend Micro™ Password Manager’s Password
Generator helps users generate and save strong, unique custom passwords for each of your
online accounts, thus strengthening the security of all your personal online data.

To generate a strong password:

1. Inthe Password Manager window, click the Password Generator icon.
[0}

uuuuuuuu

AlPasswords ™ = a @
Q accounts.google.com

yahoo.com

Y

L] ve.com

ogin.dive.com
L
Q accounts.google.com

Q accounts.google.com

@ Management Console &) @

Figure 49. Password Generator
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2. The Password Generator window appears with an automatically-generated password.
0]

(‘) Password Manager
Al Passwords ~ = Qa ©

g accounts.google.com

a yahoo.com
J live.com

Password Generator

'WOSTGB8h! V]

Figure 50. Password Generator > Show Advanced Options

3. Click the Circular Arrow to generate another password, Copy Password to copy the
password, or click Show advanced options to get more character options for your
password.

() Password Manager

All Passwords ™ =

a ©
g accounts.google.com

J yahoo.com

iR livecom
Password Generator
x%C5yFDx O

Length @ 8
M az [ az [ 09 [ @ssn

Figure 51. Password Generator Options

4. Select your preferred option: Length of Password (between 4-20 characters) by typing
the number or using the Slider; then the Characters to be used (Letters, Numbers, and
Symbols).

5. Again, click the Circular Arrow to regenerate the password; then Copy Password to
copy the password into the Clipboard.

6. Paste it into the password field as you create a new account; then log out and into the
account to capture the password into Password Manager.
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Switching to Other Users

Password Manager lets you lock Password Manager and sign out of your Trend Micro
account, so other users using the same computer can sign into their account and use
Password Manager with their own passwords.

To lock Password Manager and sign out of your Trend Micro Account:

9]

() Password Manager E

Al Passwords ™ = Q (] |

g accounts.google.com

J yahoo.com

a live.com
J login.live.com

—

Figure 52. Lock Password Manager

v1.0

1. |If you're signed in to Password Manager, click the Lock icon (Padlock Link) in the lower
right-hand corner of the plug-in window to lock it. The Master Password entry pop-up

appears.

(9]

o®

o

Password Manager

Provide your Master Password

Figure 53. Provide your Master Password
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2.

3.

34

Click the User icon in the top right-hand corner of the plug-in window and select Sign
Out.

0]

)
EXmy

@

Password Manager

Provide your Master Password

Master Password

Forgot your Master Password

Figure 54. Sign out

This signs you out of your account and allows another user to sign into their account.
The Trend Micro Account Sign In window appears.

(') Password Ma nager -

Figure 55. Sign Into Your Trend Micro Account

B rrene

If the user already has a Trend Micro Account for Password Manager, provide the Email
Address and Password and click Next; then type in the Master Password to complete
signing into Password Manager with another account.

If the user does not have a Trend Micro Account, click Create Account link. The Account
Creation window appears.
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(') i'-"‘avs‘s”@nrd Manager

3 rmene

Figure 56. Create a Trend Micro Account

v1.0

6. Fill in the required fields. By default Receive the latest news and offers from Trend

Micro is checked and you may opt to uncheck this.

7. Click Next and provide the necessary details in the succeeding windows to complete

account creation. As explained previously, they’ll then create their own Master

Password and sign into their account.

Folders

The Password Manager plug-in provides a Folder feature to help organize your accounts.

Your list of Folders can be anything you like; e.g., Email Accounts, Banks, etc.

To add an account to a Folder:

1. Click the Password Manager icon in your browser to open it, then click the Search icon

to search for an account you wish to add to a Folder; for example, Wells Fargo.

0 Password Manager
All Passwords Q [+]
a google
Q wellsfargo
View Details
Rename
Edit Details &

Delete

Figure 57. Edit Details

2. Click the Edit icon on the right in the account panel and choose Edit Details. The Edit

Details screen appears.
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36

a

o]

—

Figure 58. Folder Dropdown

Click the Folder drop-down menu and select Create a New Folder. A window appears
for you to name the folder.

Create a New Folder

Figure 59. Create a New Folder

Type the name of the Folder you wish to add (e.g., Banks) in the field provided, then
click OK.

>

g

a

Figure 60. Banks Folder

Wells Fargo is now added to the Banks folder. Click the close X to close the popup
window.

Selected the Banks Folder in the drop-down Filter menu.

END
CRO

/)R



Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide

‘ (') Password Manager

Al Passwords ™ a o
+ Al Passwords 2
Banks 1®
g e

Figure 61. Folder Menu

7. Only Banks are shown in the Passwords list.

(') Password Manager

Banks ™ Q [+]

@ wellsfargo

Figure 62. Banks

v1.0
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Sort

You can sort your accounts to speed access. Recently Used brings those accounts to the top

and Name sorts your accounts alphabetically.

To sort your accounts:

() Password Manager

All Passwords ™ = a e
a7

-

LY |

o

o

A

J

Figure 63. Sort

v1.0

1. Select the Sort icon and choose between a Recently Used or Name sort. Your accounts

are sorted accordingly.

Search

38

You can do a search in the Password Manager plug-in to find a particular account and then

signin.

To search for a specific account:

() Password Manager

All Passwords ~ = IE' [+]

® Management Console ﬁi) @

Ie@s.us..uu

Figure 64. Search
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1. Click the Search icon, then type some characters of the name of the account you’re
looking for; e.g., “wells” for Wells Fargo.”

() Password Manager

Q wells Cancel

] wellsiargo.com

Figure 65. Account

2.  When the account appears, click the panel for the account. Password Manager
automatically loads the page and signs you into the account. In some cases, you may
need to click the Sign On / Login button on the webpage.

Manually Adding a New Password

You can manually add a new account in Password Manager. Though this is not the
recommended method, since Password Manager automatically captures your account ID
and passwords when you first sign into an account, manually adding accounts may be
preferable for certain sign in pages. This example is for your practice.

To manually add a new account:

1. Inyour browser, navigate to a login webpage you wish to add; e.g., your Microsoft email
account at hotmail.com. The login webpage loads.

B2 Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Forgot username

Figure 66. Microsoft Sign in page

2. Inthe Password Manager plug-in, click the Add (+) button.
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(') Password Manager

All Passwords ~ = Q

Ieeﬁeeve

® Management consoe  Aam) (@)
Figure 67. Add Account

This loads an Account Details Add web popup window, letting you add an account.

@ Test Hotmail

sasasase

login ive.comilogin s7wa=wsignin1, 08rpsmy=138ct=15511266

@ Leam

ﬂ el

Figure 68. Account Details

Give the account a label, type the account name; e.g.,

firstname lastname@hotmail.com, then your password, and click Save. Your account is
added to Password Manager.
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i () Password Manager

L Test Hotmail th

Figure 69. Test Hotmail Added

5. Click the Password Manager icon in your browser, then click the panel for the newly
added account; e.g., Test Hotmail. The page is loaded into your browser and you’re
automatically signed into your account.

6. Inthe future, just navigate to the account webpage and if you’re signed into Password
Manager, a popup appears over your browser.

Figure 70. Auto-sign-in Popup

7. Pick the account in the drop-down list you want to use to sign in, then click Sign In in the

Password Manager popup. Password Manager automatically signs you into your
account.

¢®, TREND.
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Tools

The Trend Micro Password Manager plug-in provides Tools for a variety of tasks:

QL

() Password Manager

Get for Mobile
All Passwords ™
Import Passwords

v , wellsfargo, My Account
Settings

a LogMeln A
Get Help

ﬁ Amazon.ci Give Feedback

a Chase

Q simplehuman

f’ aol
j login

Figure 71. Tools
Get for Mobile
To get Password Manager for Mobile:

1. Select Tools > Get for Mobile. The Download page appears.

{ Download

Computer

Figure 72. Download Password Manager

2. Inthe Mobile panel, either scan the QR Code or click the relevant button to download
Password Manager for Mobile for the specific device. The iTunes Preview or Google
Play page appears.

3. Follow the instructions to download Password Manager for your mobile device.

4. Inthe Computer panel, you may also click the Windows or Mac button to download the
installer for those platforms directly to your computer.
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5. Use a USB device to transfer the installer to the computer where you wish to install
Password Manager.

Import Passwords from Your Browser

You cannot import Safari passwords, but you can import passwords saved in Chrome or
Firefox.

To import browser passwords into Password Manager:

1. Select Tools > Import Passwords. An Import Passwords popup window appears,
showing the number of passwords saved in your browser(s).

() Password Manager ®

passwords

Import Browser Passwords

Password Manager found some passwords

saved by Firefox. Import them into Password

Manager to start protecting them now.
Remove passwords from Firefox after
importing them. (@

Not now

Figure 73. Import Passwords (Chrome or Firefox)

2. Check Remove passwords from Firefox after importing them to remove the passwords
once the import is complete. Trend Micro recommends this. Passwords stored in your
browser open you up to theft of your account data.

3. Click Import Passwords to import your passwords into Password Manager and to delete
them from your browser(s).

My Account

To access your Trend Micro Account:

1. Select Tools > My Account. The Trend Micro Account webpage appears, with the
Password Manager popup.
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% Account e
SENNTOVOUR :
s e
0.~ e

WA A Trend Micro Accoun, You are
< " 5 -

Figure 74. Trend Micro Account

2. Click Sign In to sign into your account.

Settings

To change your Settings:

1. Select Tools > Settings. The Settings window appears, then click the Subscription
Information tab.

rmation ~ Masler Password  Data  Except

Subscription Information

Figure 75. Subscription Information

2. Review your information. If you have already purchased a new Activation Code, type it
in the fields provided and click Activate.

3. Click the Master Password tab to make changes.

Master Password

Figure 76. Master Password

4. Choose how often Password Manager should ask for your Master Password—when your
browser is inactive for X amount of time. Deselect the function if you wish Password
Manager to stay open indefinitely once you’ve signed in.
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5. Tochange your Master Password, click Change Your Master Password. The Change

screen appears.

Change Your Master Password

ANex you change your Masier Passwrord, you need 1 manualy update Password Manager everyahere
o of your 53ved 933 Wi B8 Kt

urrent Master Password o continue.

Figure 77. Change Your Master Password

6. Enter your current Master Password and click OK.

- x
Create a New Master Password

Master Password

Fiaaee provoe i mformater
Confim Master Password

Hint
]

Figure 78. Create a New Master Password
Enter your new Master Password and confirm it, then provide yourself a hint and click

OK.

7.

Master Password Changed

#

Figure 79. Master Password Changed

8. Your Master Password is Changed. Click OK to close the window.
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Get Help

46

To Get Help:

1.

Support Topics v Related Product Support v Video Guides

LE

Frequently Asked Questions (FAQs) about Password Manager

This article answers your questions about Password Manager.

Click any of the questions below.

Wnat Is Password Manager And Its Key Features?
Is Password Manager Compatible With Windows 107

Is Password Manager Compatible With Microsoft Edge?

Wil The Free Version Expire?

How Much Does The Paid Version Cost And How Long Does The Subscription Last?

Wnat is The Difference Between The Free And Paid Version?

| Have A Paid Version. If | Do Not Renew, Will My Passwords And Secure Notes Be Deleted?
How Many Devices Can | Install Password Manager On?

Does Password Manager Support The 64-Bit Version Of internet Explorer? What Are The Password Manager Supported Browsers
(Desktop/Mobile)?

Does Password Manager Conflict With Other Antivirus Products? What Programs Do | Need To Remove Before Installing It?
Wny Do | Have To Separately Download Password Manager in Google Chrome Web Store?

How Often Does Password Manager Sync?

Figure 80. Password Manager Support

Search Q

e

@ Password Manager Support . e Sn’g:: D;f:l’e Account

1

v1.0

Select Tools > Get Help. This opens the Password Manager Support page, where you can
read various Support Topics, Related Product Support, view Video Guides, get answers
to Frequently Asked Question (FAQs) and even download this Product Guide.
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Give Feedback
To give feedback:

1. Select Tools > Give Feedback. The Give Feedback window appears.

Trend Micro Password Manager

Share Your Thoughts

oK

Figure 81. Choose your feedback type

Trend Micro Password Manager

Share Your Thoughts

Figure 82. Enter Your Comments

2. Confirm your email address, choose your feedback type, enter your comments, and
check “Yes, Trend Micro may contact me” if you wish, then click OK. Your feedback is
sent to Trend Micro.
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Chapter 4: Using the Password Manager Web
Management Console

v1.0

48

Trend Micro™ Password Manager provides a Web Management Console to help you manage
all your credentials and settings. Topics discussed in this chapter include:

Signing in to the Password Manger Web Management Console

Creating Folders
Editing Passwords

Password Doctor

Creating a Profile to Auto-Fill Online Forms

Creating Secure Notes

Editing Settings

Subscription Information
Change Your Master Password
Data

Exception List

Other > Automatic Sign-In
Downloading for Other Devices
Give Feedback

Get Help

Signing Out of Your Trend Micro Account
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Signing in to the Password Manager Web Management
Console
You have two options for signing into the Web Management Console:

1. Ifyou’re on a public computer where the Password Manager extension is not installed,
you can sign into the Web Management Console directly from your browser.

2. Ifyou’re on a private computer where the Password Manager extension is installed, you
can access the Web Management Consoler directly from the popup.

OPTION 1: To Sign In From the Browser on a Public Mac

1. Launch the web browser installed on the Mac (e.g., Safari, Firefox, or Google Chrome),
type pwm.trendmicro.com and hit Enter. The Password Manager Web Management
Console appears.

() Password Manager =

The Only Password
You'll Ever Need ‘ o

Manages website passwords and login
IDs in one secure location

Figure 83. Password Manager Web Page
2. Click the Sign In button located in the upper-right corner of the page. The Sign In page

appears.
(’) ﬁSE‘s?uord Manager
Why Password Manager is Better SignIn
= Always Available it
&
[=tepngonicon 7]
X Cloud-Based Safety
]

E Automatic Protection
Sign n

Figure 84. Sign In with Your Trend Micro Account

3. Type your Trend Micro Account username and password and click Sign In. Password
Manager presents the Master Password unlock page.
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(') 55§;word Manager

“

Provide Your Master Password

[S]

Figure 85. Provide Your Master Password

4. Enter your Master Password and click Unlock (the Padlock Icon). The Password Manager

Web Management Console opens.

() Password Manager

=Qae

)6 © O

Figure 86. Password Manager Web Management Console

OPTION 2: To Sign In Using the Password Manager Extension:

1. Click the Password Manager icon in your browser. If you're not signed into your Trend

Micro Account, the Password Manager popup will indicate “Unable to Help with Your
Passwords” and provide a link to Sign In Now.
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% G

() Password Manager @ |

i

Unable to Help with Your ‘
Passwords
Trend Micro cannot help you save ‘
passwords and automatically sign into i
websites until you take a moment to sign !
into your Trend Micro Account.

—Signin Now

]
Figure 87. Sign In Now

Click Sign In Now. A window appears for you to Sign Into Your Trend Micro Account.

Figure 88. Sign Into Your Trend Micro Account

Enter the email address and password you used to create your Trend Micro Account,
and click Next. A window appears for you to Open Password Manager.
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‘ (') Fga‘sgveord Manager

+ 9.

|
|
i 3 meve

Figure 89. Open Password Manager

4. Since you’re now signed into your Trend Micro Account, you have two options:

Option A:

5. Click Open Password Manager in the window displayed above. A webpage opens for
you to sign into Password Manager with your Master Password.

Password Manager

Provide your Master Password

Master Password

Figure 90. Web Sign-in Page

6. Enter your Master Password and click the Unlock icon. This signs you into the Web
Management Console.
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() Password Manager fog o | @ @

=ae

)6 © © |

Figure 91. Web Management Console

Option B:

7. Click the Password Manager Extension icon in your browser. The Password Manager
Extension Popup appears.

i

| @@
|

@

Password Manager

Provide your Master Password

[

Figure 92. Popup to Provide Your Master Password

8. Enter your Master Password in the Extension popup and click the Unlock icon. This signs

you into the Password Manager Extension.
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® wanagementConsole B (@)

9. Click the Management Console link in the popup menu. The Web Management Console
appears.

() Password Manager

) e © © |

Figure 93. Web Management Console

Note: Once you've signed into Password Manager with your Master Password, either
directly from its webpage or the popup, you have instant access to the Web
Management Console via the Single Sign-On Management Console link in the
popup.

10. The Management Console provides direct Web access to manage all your online
accounts login credentials. The page includes a Password Strength Indicator, a Form
Filler, Secure Notes, and general Settings.

11. The Password Strength Indicator indicates the percentage of your passwords that are
considered unsafe, along with the exact number of passwords involved.

W
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Creating Folders

The Password Manager Web Management Console lets you create folders to help organize
your passwords.

To create a Folder:

@ Password Manager -
? &
<
3 .@ 0
Al Passwonds ~ Qe
L] —_———
(2] —

Figure 94. All Passwords > Organize Folders

1. Select Organize Folders in the All Passwords drop-down menu. A window appears for
you to Create a New Folder.

Organize Folders

@ coeste e s

Figure 95. Organize Folders > Create a New Folder

2. Click the Plus (+) icon to Create a New Folder. A window appears for you to give the
folder a name.

Organize Folders

szl

@ coemaneurone

Figure 96. New Folder: Email Accounts

3. Type the name of the new folder; e.g., “Email Accounts”; then click the X button to close
the Organize Folders window. This returns you to the main page.

4. Click an account you wish to add to the new folder. The account screen appears.
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yanoo.com

e — .

............... a]}

Figure 97. Folder > Email Accounts

5. Inthe Folder drop-down menu, select the folder where you’ll place the account, e.g.,
“Email Accounts”; then click the X button to close the account window.

() Password Manager =
? /
. E
3 @ 0
A Passwords * ae
o >
L] ——

Figure 98. All Passwords > Email Accounts

6. Select Email Accounts from the All Passwords drop-down menu.

() Password Manager =

Figure 99. Email Accounts
7. Password Manager shows only the accounts that have been added to the folder.

8. Repeat the process for additional accounts you wish to add to the folder, or to add new
folders.
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Editing Passwords

Password Manager lets you edit your passwords using both automatic and manual methods.
Trend Micro recommends that you use the automatic method to edit your passwords.

To automatically edit a Password:

1. Using Password Manager’s web Management Console, sign in to the chosen online
account.

2. Using the password editor of the online account, modify the password.

3. Sign out of the online account then sign in again with the new credentials. This updates
the password within the Password Manager for the specific online account.

7)) TRENOMicRO
() Password Manager X

Password Updated

Figure 100. Password Updated

4. Test the changed password by using Password Manager to sign back into the account.

To manually edit a Password:

Warning: Manually editing a Password Manager password without first changing it in the
actual online account will make it unusable for signing into your account. That
said, one reason you might want to manually edit a password beforehand would
be to allow Password Manager to examine the new password’s strength before
you actually change it in your online account.

1. To manually edit a password, click the online account in the list that you want to modify.

Passwords Form Filling Secure Notes
~ "

Al Passwords

Q: testuserpwma@gmail cor 2

Figure 101. Password List

2. The edit page for the specific online account appears.
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Figure 102. Edit Password

v1.0

3. Change the value in the Password field to update your password; then click X [Exit].
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Password Doctor

Trend Micro Password Manager provides a Password Doctor to help you determine which of
your passwords are weak; it also helps you to change them.

To use Password Doctor:

() Password Manager

Figure 103. Open Password Doctor

1. Click Open Password Doctor below the icon for Unsafe Passwords. Password Doctor
opens, presenting two summary panels: Improve your weak passwords and Use
different passwords. After a few seconds, both panels open, listing the specific
passwords that need changing.

{ Password Doctor

Figure 104. Passwords That Need Improvement

2. Scroll down to a password that needs changing, then click View Details. In this case,
Password Doctor shows the same password is being used for two different sites,
providing an easy key for a hacker to get into both accounts.

{ Password Doctor

Figure 105. The Same Password Used for Two Accounts

3. Click Improve Now to log you into the account, so you can change your password. The
page appears.
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G F3ESona manager X

HI*

D Box Motes & herel

Figure 106. Sign In to Account to Change Password
4. Click Sign In to sign into your account.

5. Onceyou're in your account, find the Settings page where you can change your
password, change it, then sign out.

6. Sign in again manually with the new password. Password Manager updates your
password for that account.

Creating a Profile to Auto-Fill Online Forms

Trend Micro™ Password Manager lets a user create a Profile that will help automatically fill
online Forms. Note that some websites use non-standard names for fields. In these cases, the
Auto-Fill function for online forms may not work properly.

To Create a Profile:

1. Click the Form Filling icon in the Password Manager Web Management Console. The
Profile Information Form appears below the link.

? L a
worck rmFng secure Nok

ave time when filling in forms

Q
Figure 107. Form Filling

2. Click the Basic Information link to begin entering your details. A pop-up window
appears.
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B O

Basic Information

Gender Mae

Figure 108. Basic Information
3. Enter the user Title, Name, Gender, Birthday, Company, and Job Title, then click X [Exit].

4. Click the Phone and Email link to begin entering your details, a pop-up window appears.

[ &

Phone and Email

Figure 109. Phone and Email

5. Enter the user various phone numbers, Fax, Email Address, and Website, then click X
[Exit].

6. Click the Mailing Address link to begin entering your details, a pop-up Window appears.

. O

Mailing Address

ineq Staes

Figure 110. Mailing Address

7. Enter the user Addresses, City/Town, State/Province, Zip/Postal Code, and Country
Location, then click X [Exit].
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8. Click the Credit Card link to begin entering your details. A pop-up window appears.

B, =

Credit Card

Figure 111. Credit Card

9. Enter your Credit Card Type, Name on card, Credit Card Number, Expiration Date, and
Security Code, then click X [Exit].

10. Password Manager automatically saves your entries. Test the auto-fill function by
signing up for a new online account.

P PayPal

Enter your information searre @

Testuser

() Ciick here to automatically fill in

Figure 112. Auto-Fill

11. When you enter data into form fields corresponding to the data in your Profile, a drop-
down will appear saying, Click here to automatically fill in. Click the message to auto fill
the field with the data stored in your Profile.
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Creating Secure Notes

Trend Micro™ Password Manager lets you store information securely in the form of Secure
Notes.

To create Secure Notes:

1. Loginto the Password Manager web Management Console and click the Secure Notes
icon.

? / &

Passwords FormFiling Secure Notes

Safeguard Your Important Information

Figure 113. Secure Notes
2. Click + Add to Create a New Note. The New Note page appears.

Name your note

Type your Important information here

Figure 114. Name Your Note

3. Inthe Name your note Title field, type the title of your Secure Note. Select the Type
your important information here... field and begin entering your notes.

4. Click the Done button to save the new note.

o
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Editing Settings
Trend Micro™ Password Manager provides a variety of settings to control how Password

Manager operates.

Subscription Information

To view and edit the Subscription Information:

1. Select Settings in the Password Manager Web Management Console menu. The
Subscription Information page appears by default.

() Password Manage

Figure 115. Settings

2. The Subscription Information section shows the Days Remaining in your subscription,
the Account Email Address, the date when the subscription Expires, and a Renew Now
button for you to purchase a renewal of your subscription. The Activation Code section
lets you enter a new activation code to renew your subscription.

< Settings

Subscription Information

| T — T
| T —E
==

Figure 116. Subscription Information

Change Your Master Password
To change your Master Password:

1. Select Settings in the Password Manager web Management Console menu; then click
the Master Password tab in the main menu.

() Password Mana0

Figure 117. Settings
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Figure 118. Master Password

2. Click the Change your Master Password button to modify the Master Password. A
dialog appears, asking you to Provide your current Master Password to Continue.

Change Your Master Password

Ater you change your Master Password, you need o manually update Password Manager everywhers
you have installed it None of your saved data will be lost

I Provide your current Master Password to continue I

[ o |
Figure 119. Change Your Master Password

3. Enter the current Master Password and click Ok. The page to Create a New Master
Password appears.

Create a New Master Password

Master Password

T

Confirm Master Password

Hint

Figure 120. Create a New Master Password

4. Enter the new preferred Master Password, Confirm Master Password, provide a Hint to
help you to remember it when logging in, and click Ok. This resets the Master Password.
(NOTE: The password must be at least 8 characters).

5. Increase your security by checking Ask for my Master Password when my browser is
inactive for [xx] minutes/hours. Use the drop-down menu to change the length of time
the browser is inactive before you’ll be asked to reenter your Master Password.
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Data

Trend Micro™ Password Manager provides Data tools to automatically synchronize and back
up your data to the cloud, to export your credentials to a CSV file, import credentials from
another password manager (LastPass), and import passwords from your web browser.

To manage Data:

1. Select Settings in the Password Manager Web Management Console menu, then click
the Data tab from the menu. The Data screen appears.

{ Settings

Master Password Exception List

Data

Figure 121. Data

To export data from Password Manager:

1. First, Data lets you export your Password Manager data which includes passwords, sign-
in credentials, and secure notes to a CSV file. The CSV file is stored in a compressed ZIP
file when it’s exported.

{ Settings

Data

Figure 122. Export

2. To begin the export, click the Export button. A popup appears for you to provide your
Master Password.

f®) TREND.



Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide v1.0

| [0 Yoo - X
Password Manager

¥

Export Password Manager Data

Figure 123. Provide Your Master Password

3. Typein your Master Password and hit Enter. An Export Password Manager Data popup
window appears.

om0 - x|
') Password Manager

Export Password Manager Data
You can export all of your passwords, form filling data, and secure notes.

(@) Backup for Password Manager use

L

'y

Backup for your own use

ould I choose?

Figure 124. Backup for Password Manager Use
4. You have two options to export your data:

e  Backup for Password Manager Use. Use this backup when you plan to import the
data back to Password Manager. This backup requires creating a password to
encrypt exported data.

e  Backup for Your Own Use. The exported data for this backup cannot be imported
back to Password Manager. This backup is for your own use. Data is not encrypted
and is shown in plain text.

5. For the first option, enter a password to encrypt the file. Use a mixture of at least 8
different letters, numbers, or symbols and try not to use common words that are easy
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to guess; then click Next. A Folder dialog appears, so you can put the file where you
want it.

o (< s Em = Password Manager Ex...
Hame - Dote Maditied sz Kine

Applications.

Remote Dise

My Book

Figure 125. Folder

6. Navigate into the folder you wish, or click New Folder to create a new folder to put your
export in, e.g., “Password Manager Export,” then click OK.

7. Your data is exported and a page appears showing Export Complete.

() Password Manager -

Figure 126. Export Complete
8. Click Done to complete the process.

9. For the second option, select Backup for your own use. Caution: Encryption is not
available for this type of backup, so please guard your exported file.
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() Bassword Manager
Export Password Manager Data
Backup for Password Manager use

(®) Backup for your own use
© Caution Encryption i nat

| e
Figure 127. Export Password Manager Data

10. Click Next. A Folder dialog appears.
M [< zEfon =. Password Manager Ex.. 3 a

Nomo ~  Date Mositied Size  Kino

Applications

Remote Disc

My Baok &

New Felder Cancel Seleet

Figure 128. Folder

11. Navigate to the folder where you wish to put the file, or click New Folder to create a
new one and click OK. Your data is exported to a CSV file. You should guard your
exported file because it contains your unencrypted passwords.

- X

(') Password Manager

3 1Rene
Figure 129. Export Complete

12. Click Done to complete the process.
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To import data into Password Manager:

{ Settings

Subscription Information  Master Exception List ~ Other

Data

Export

Figure 130. Settings > Data

1. Click the Data link in the menu tab, then click Import. A popup appears for you to enter
your Master Password.

(, TRENDMICRO - X
Password Manager

A

o

Import Password Manager Data

de your Master Password to continue;

Figure 131. Provide Your Master Password

2. Type in your Master Password and hit Enter. A page appears to Import Data into
Password Manager.

END
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TRENDMICRO - %
(') Password Manager

Import Data into Password Manager

Select from the following:

® Import from Password Manager

Import from LastPass

%) 1REND |
Figure 132. Import Password Manager Data
3.  You have two options:
e Import from Password Manager
e Import from LastPass

4. For the first option, click Next. A window appears for you to choose your Password
Manager data file.

| (' TREND MICRO - X
Password Manager

Import from Password Manager

Choose your Password Manager data file
Select File

Need help creating a Password Manager data file?

Back

Figure 133. Choose Password Manager data file

5. Click Select File to navigate to the location where the exported Password Manager file is
stored.
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n] = o = PWM Export c bl a
Name ~  Date Modtiea

Favarites
Applcations PasswordManages_ForPwh_20160818201314.pwm Today, 8:13 PM

Remote Disc
My Book B

Figure 134. CSV File
6. Select the PWM file and click Open. The file is added to the Import window page.

| [0 Yo - x

)Password Manager

Import from Password Manager

Choose your Password Manager data file:

Select File
C\Users\Mi Documents\Pas: d Manager Export\PasswordManager_ForPwM_20160915101001pwm
Need help creating a Password Manager data file?
73 rRene

Figure 135. PWM File Added

7. Click Import Now button to begin the import process. A popup window appears, asking
you to Type the Password to Continue.

Type the Password to Continue

This fle is encrypted, please provide the password

Figure 136. Type the Password to Continue

8. Since the encrypted file is secured with a password, enter the password and click Next.
Your passwords are imported and an Import Complete window appears.
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| revomcRo - x
(D Password Manager

Import Complete

vour files have been imported into Password Manager.

Figure 137. Import Complete

9. Click Done to complete the process.

To import data from LastPass:

NOTE: To complete this option, you must have previously exported your credentials from
LastPass to a CSV file and transferred it to the device where you’ll conduct the
import.

1. As before, in the Data tab, click Import, and enter your Master Password. The Import
Data into Password Manager windows appears. Select Import from LastPass.

(')SSQEWBM Manager e
Import Data into Password Manager

Select from the following

Import from Password Manager

@ Import from LastPass

9, TREND

Figure 138. Import from LastPass

2. Click Next. The Import from LastPass window appears.

o
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() Password Manager

mport from LastPass

[ HET
Figure 139. Import from LastPass

3. Click Select File. A Folder Browser dialog appears.

o (< g BPm =. LastPass Export b LBK=]
Favorites Hame: ~ | Dato Modified Sz Kine
Applications LastPass Exporiesy. Today, 1:42 PM 42KB  Co

Remote Disc

My Book

Figure 140. LastPass CSV File

4. Navigate the folder where you put your LastPass CSV file, select it and click Open. The
Import from LastPass > Import Now window appears.

() Bassword Manager -

mport from LastPass

Figure 141. Import from LastPass

5. Click Import Now. Password Manager imports your LastPass CSV file and shows Import
Complete.
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() Bassword Manager

&

mport Complete

Figure 142. Import Complete

6. Click Done to complete the process.

Exception List
Password Manager allows you to add URLs to an Exception List, for two exceptions to its
normal behavior:

e Never ask to save passwords
o  Never ask to open in Secure Browser

To add or edit the Exception List:

() Password Manager
_

Figure 143. Settings

1. Select Settings in the Password Manager Web Management Console menu.

< Settings

Subscription Information ~ Master Password  Data | E

Exception List

Website

Figure 144. Exception List

2. Click the Exception List tab from the main menu. The Exception List opens.
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3. There are two sets of lists in the Exception List page: Password Exception and Secure
Browser Exception (relevant for a PC, where Secure Browser can be used).

Subscription Information  Master Password Data  Exception List  Other

Exception List

Website ©

www facebook com

Figure 145. Password Exceptions

Subscription Information Master Password Data Exception List Other

Website

www bankofamerica com

Figure 146. Secure Browser Exceptions

4. For the Password Exception list click + Add and a pop-up page Add Website appear.
Type in a website that you wish to exclude from password capturing, and click Ok.

Add Website

www.facebook com| ‘

=

Figure 147. Add Website

5. For the Secure Browser Exception, open a web browser; go to a site that is recognized
by the Secure Browser. A prompt appears to let you choose if you want the site to Open
in Secure Browser or to add it to the exception list (Click Never for this site). You also
have the option to click Not Now.

W
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Bank of America — Ban
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arsonal Small Business
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Password Manager
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N = Safeguard Your Web Banking
e Banking |:

Jse the Password Manager Secure

Credit Cards Loans Investments {33

Browser to keep all your banking
transactions safe from anyone trying to

e ———
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Figure 148. Open in Secure Browser (PC Example)

ts « Pay bills anytime

To confirm site is added in Secure Browser Exception list, go to Settings > Exception
List.

Other

Trend Micro Password Manager has an Automatic Sign-In function that lets you always sign
into websites without asking; it also provides automatic feedback to Trend Micro when
logins fail because of complicated multi-layer logins, so Trend Micro can update its login

rules. No personal data is shared. You can opt out of this feedback by changing the setting.
To modify Auto Sign-in:

1.

Select Settings in the Password Manager Web Management Console menu.
{ Settings

Subscription Information ~ Master Password  Data  Exception List
Other

Figure 149. Other

Click the Other tab from the main menu.

By default, Automatic Sign In is unchecked. Check the checkbox Always sign into
websites without asking to enable this feature.
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To configure Feedback setting:

1. Select Other from the Settings menu.

Subscription Information ~ Master Password  Data  Exception List  Other

Other

Figure 150. Feedback

2. This option is checked by default. If you do not wish to provide anonymous feedback,
uncheck it.

Downloading for Other Devices

You can download Password Manager for other devices.

() Password Manager -HICM:
sotogs
? L Trend Micro Account
Passwords form Filing Secur
~ san

Figure 151. Download for Other Devices

To download Password Manager for other devices:

1. Select the Identity dropdown menu and choose Download; or click Get for Mobile in
the main page. The Download page appears.

{ Download
I N
o >

Mobile Computer

Figure 152. Download Password Manager
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2. From your iOS or Android device, use a QR Code scanner to scan the QR code shown, or
click the relevant download button to take you to the App Store or Google Play to
download Password Manager to your mobile device.

3.  From your Windows or Mac, click the relevant Windows or Mac button to download and
install Password Manager for your platform. You can also copy the installation file to a
USB stick for installing to another Windows or Mac.

Give Feedback

Trend Micro provides an easy way for you to provide feedback to Trend Micro about
Password Manager.

() Password Manager (e ot s ® o
? / "
Passwords Form Filling Secure Notes
~
To give feedback:

1. Click the Feedback icon at the top of the Password Manager Web Management Console
page. A feedback form loads into your browser.

Trend Micro Password Manager

Share Your Thoughts

Figure 153. Feedback Form

ck to see ye - -
Click to see your choices...

Figure 154. Feedback Type
Select your Feedback Type from the dropdown menu.
Enter your comments.

Check Yes, Trend Micro may contact me.

vk wnN

Click OK to send your feedback.
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6. Trend Micro may not be able to respond to you personally, but we do review every
comment and consider your suggestions for future releases.

Get Help

To get Help:

() Password Manager S

t

Passwords Form Filling Secure Notes
~

(I
e

Figure 155. ? (Help)

1. If you need help, click the ? icon. The Password Manager Support page appears.

) Password Manager Support v | () S e

Frequently Asked Questions (FAQs) about Password Manager

Wihat iz Pazsword Manager And its Key Featares?

1anager Compativie With Windows 107

Patible With Microsoft Edge?

000000 °

n Cost Ang How Long Doss Tha Subseription Last?

Figure 156. Password Manager Support

2. Scroll down and click the various down arrows to open a FAQ.

Signing Out of Your Trend Micro Account

You can sign out of your Password Manager Trend Micro Account directly from your any
submenu in the Web Management Console (as well as from the browser plug-in).

To Sign Out of Your Password Manager Trend Micro Account:

1. Click the Account drop-down the menu and select Sign Out. This signs you out of the
account both in the Web Management Console and in the Password Manager plug-in.

(') Password Manager I:
? / :

Figure 157. Sign Out

To use Password Manager again, you must sign in both in your Trend Micro Account (using
your account credentials) and in the Password Manager plug-in (using your Master
Password).

50 #9) TREND,
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Chapter 5: Getting Started with Trend Micro™
Password Manager on iOS

This chapter explores Trend Micro™ Password Manager for iOS. Though the example uses an
iPhone, instructions for the iPad or iPod are identical. Topics discussed in this chapter
include:

3
=
-3
om
22

Download and Install Password Manager
Start Trial Now | Use Local Mode

Buy Password Manager | Create a New Account
Use an Existing Account

Test Website

Adding Passwords with QuickStart
Adding Passwords from Scratch
Managing Passwords

Secure Notes

Password Generator

Password Doctor

AutofFill Passwords

Seamless Browsing

More Devices

Personal Details

Settings

81
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Download and Install Password Manager

To download and install Password Manager:

1.

82

Tap the App Store app
on your iOS device and
when it launches,
search for Trend
Micro™ Password
Manager. Trend Micro
Password Manager
appears.

Tap Free to download
and install Password
Manager. The Get or
Cloud Download
button appears
(depending on your
previous Trend Micro
downloads).

Tap the download icon
to begin the
download. If you're
not signed into the
iTunes store, you're
prompted for your
Apple ID password.

Enter your Apple ID
password. Once you
do, Password Manager
downloads and
installs.

wil T-Mobile Wi-Fi & 3:35 PM L4 W)

Q. Trend micro password m... € Cancel

c') Password Manager & Secu...

The Only

| S
¥ ' )
et e o s
Reeptmsecre

@

Password Manager

@ 4 = B Q

Today Games Apps Updates Search

Figure 158. App Store > Trend
Micro Password Manager

v1.0

Sign In to iTunes Store
Enter the Apple ID password for

Cancel

@ WY I (R [ G A N 1 R

Al 1S DA iE 1G] [H R0 i

4 ZXCVBNM @

7123 space return

Figure 159. Sign In to iTunes
Store
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5. When the install is
complete, tap Open.
Password Manager
opens and the Privacy
and Personal Data
Collection Disclosure
appears.

6. Read the terms of the
disclosure. If you
agree to them, click
Accept and Continue.
The Help Make
Improvements screen
appears.

7. Check the checkboxes
if you agree to sharing
anonymous usage and
crash data and click
Continue.

8. The Welcome to
Password Manager
screen appears.

9. You now have three
options:

Start Trial Now. This
enables a Local edition
on your iOS device, for
use of up to 10
Passwords and
unlimited Notes.

Buy Now. You can
start with a Trial and
then make an in-app
purchase using the
Buy Now link.

Sign In with your
Trend Micro /
Password Manager
Account, to use an
existing license.

/My

-

™

il T-Mobile Wi-Fi & 3:36 PM w0

Q. Trend micro password m... € Cancel

Password Manager &...
The Only Password You'll N, OPEN

('
Nl # ¥ x4

¥

Password Manager

(T}
Y
10

g Q

Updates Soarch

Figure 160. Open

Help Make Improvements

You have the option to share anonymous
usage and crash data with Trend Micro to
help improve this app by marking the
checkboxes below. Deciding not to mark
the checkboxes will not affect the
capabilities or effectiveness of Trend

I agree to share anonymous crash data to
help improve this app

1 agree to share anonymous usage data to
help improve this app

Continue

Figure 162. Help Make
Improvements

v1.0

Privacy and Personal Data
Collection Disclosure

Certain features available in Trend Micro
Password Manager collect and send
feedback data regarding product usage
and detection information to Trend Micro.
Some of the data may be considered
personal data in certain jurisdictions and

under certain regulations.

By installing Trend Micro Password
Manager, the following data will be
provided to Trend Micro so that we can

Accept and Continue

Figure 161. Privacy and
Personal Data Collection
Disclosure

il T-Mabile Wi-Fi = 1:58 PM < -

)

PALLLL LY [ e—

»Si 4

tof d

Password Manager helps you keep your passwords
and information safe.

Env. cBeta

Start Trial Now

Have a Trend Micro Account?

Sign In

Figure 163. Welcome to
Password Manager
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Usage Options

Option 1: Start Trial Now | Use Local Mode
Option 1: Start Trial Now (Local Mode):

84

v1.0

Start Trial Now (Local Mode) lets you use Password Manager for free without creating a
Trend Micro Account. You can save up to ten passwords in Password Manager for iOS in
Local Mode. If you purchase Password Manager, the passwords saved in your local instance
will be merged into your paid account.

1.

To use Password
Manager in Local
Mode, tap Start Trial
Now in the Welcome
screen. The License
Agreement appears.

Read the License
Agreement. If you
accept, tap Accept. A
popup appears, saying
“Password Manager”
Would Like to Send
You Notifications.

If you agree, tap
Allow; otherwise,
Don’t Allow.

@ 4pp Stare o1l F 11:08 AM -
License Agreement

Password Manager helps you keep your
passwords and information safe.

By using this app, you accept the terms
of the Trend Micro License Agreement.

Figure 164. License Agreement

“Password Manager"” Would
Like to Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

Figure 165. Notifications
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wii| T-Mobile Wi-Fi & 213 PM L

4. Password Manager

provides a screen for
you to Create Master
Password. Tap Show
Passwords to help you
get it right as you type.

Enter a Master
Password that’s easy
for you to remember,
but hard for others to
crack, then Confirm it.
Use at least eight
characters and a
combination of letters,
numbers, and
symbols.

In the third field, you
may optionally Create
a Hint, in case you
forget your Master
Password. If you
don’t, a popup
appears for you to
Skip or Create Hint.

For now, we’ll Skip
and tap Create Now.
You can use your
Touch ID to sign in (if
it’s enabled) by
tapping Unlock with
Touch ID, then use
your finger or thumb
on the Home button
to Unlock.

<

Create Master Password

Create a strong Master Password below.
Make sure that you remember your Master

Password because you cannot retrieve your data

without it.

@ show Passwords

Figure 166. Create Master
Password

+111 T-Mobile Wi-Fi & 2:13PM

Use Touch ID to Unlock
Password Manager

You can change this anytime in Settings.

Unlock With Touch ID

Not Now

Figure 168. Add Your First
Password

Do you want to create
a hint?

A hint can be helpful if you forget
your Master Password.

Figure 167. Skip or Create
Hint

Touch ID for "Password
Manager”
Put your finger or thumb on the Home
button right naw to unlock Password

Manager, or tap Cancel to go back and
provide your Master Password instead.

Cancel

Figure 169. Touch ID for
Password Manager
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86

10.

Password Manager is
unlocked and two
demo screens appear,
showing you how to
see password details
and make changes,
and how to sign into
the Test Website.

Click Next and Done to
proceed.

See the Test Website
section following the
other two account
options to begin using
Password Manager.

Tap this information icon to see
password details and make changes.

Figure 170. Demo Screen 1

Test Website (Tap to sign in)
test_user

Tap here to sign into the website

automatically.

v1.0

Figure 171. Demo Screen 2

=
om

2
o

E



Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide v1.0

Option 2: Buy Password Manager | Create a New Account
Option 2: To Buy Password Manager and Create a New Trend Micro Account

After you’ve used Password Manager in Local Mode, perhaps nearing your 10-password
limit, you may choose to buy Password Manager. When you do, you’ll create a new Trend
Micro Account, if you don’t already have one.

1. These instructions
assume you’ve already
set up your Apple
Account to purchase

. Test Website (Tap to sign in) :
items on the App O o ueer ®
Store.
2. To buy Trend Micro S
Password Manager, Evenif a device is lost, you can st
. access your passwords by logging
tap the Buy Now link into Password Manager with a
different device.
in the All Passwords
screen. A popup
appears.
3. Tap Buy Now button i i
to take you to the
Apple App Store. ;:ir:tdt:v?:;csz;nancally sync across all o
o B X QP
Secure Notes Tools Settings.
Figure 172. Buy Now Link Figure 173. BUy Now Button

No Service = 1:41PM -

4, Review the Terms of
the Subscription.

Create Account

Thank you for purchasing Password Manager. To
start protecting more passwords, please fill out the
form below.

5. Ifyou agree, tap
Confirm. Your
purchase completes
and a screen appears
for you to create your
Trend Micro Account. App Store Cancel United States -

user2017a@email.com

FirstName

LastName

PASSWORD MANAGER & Next

SECURE NOTE
SUBSCRIPTION

6. Inthe Create Account
screen, enter an Email

(') 1-YEAR UNLIMITED PASSWORDS
e

Address, First Name, RATING 175
Last Name, then select AODNT | ——
your Country from the orice Sis

dropdown menu, and
click Next.
Figure 175. Email, First/Last

Figure 174. Confirm Name, Country

¢®) TREND ”
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7. Confirm your email
address, enter a
password for the
account, confirm it,
retain or uncheck
Receive the latest
news..., and click
Create Account.

8. Congratulations.
You’re now ready to
add more passwords
and sync them across
all of your devices.

v1.0

No Service & 141PM -

Create Account
Caonfirm your email address
user2017a@email com /'
Create a password
seessees
ssessees

Please use at least 8 characters,

/| Receive the latest news and offers from Trend
Micro

Create Account

Figure 176. Create Account

Option 3: Use an Existing Account
Option 3: To Use an Existing Trend Micro Account:

1. Continuing from the
installation
instructions, tap the
Sign In button The
License Agreement
screen appears.

2. Read the terms of the
License Agreement. If

you agree, tap Accept.

A popup appears,
saying “Password
Manager” Would Like
to Send You
Notifications.

88

wil T-Mobile Wi-Fi & 158 PM T

ol T-Mobile Wi-Fi 3:51PM L3

License Agreement

+
Password Manager helps you keep your

e ‘ :
= passwords and information safe.

3, —
6 4
3 o

By using this app, you accept the terms
of the Trend Micro License Agreement.

Welcome to Password Manager

Password Manager helps you keep your passwords
and information safe.

Env. cBeta

Start Trial Now
Have a Trend Micro Account?

Figure 178. License
Agreement

Sign In

Figure 177. Sign into my Trend
Micro Account

END
CRO

/)R



Tap Don’t Allow or
Allow, as you wish.
The Sign in screen
appears.

Enter the email
address and password
you used to create
your Trend Micro
Account for Password
Manager and tap Sign
In. The Master
Password screen
appears.

Provide your Master
Password and tap Go.
You may also use your
Touch ID unlock
Password Manager. A
popup appears, telling
you What'’s New.

Tap OK. The All
Passwords screen
appears.

Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide

"Password Manager” Would
Like to Send You Notifications
Natifications may include alerts,

snunds, andicon badges. These can
be configured in Settings.

Don't Allow Allow

Figure 179. Notifications
Popup

o111 T-Mobile Wi-Fi T 3:54 PM

@

"

b

Password Manager

Provide your Master Password (2)

J

Figure 181. Provide Your

v1.0

w1l T-Mobile Wi-Fi &

< Sign In

3:52 PM (-

Sign into your Trend Micro Account to start using
Password Manager and sync all of your saved
passwords.

Forgol your password?

Figure 180. Sign In

What's New

« In the new design, you can switch
between features with a single tap.

« Beginning with i0S 12, Password
Manager supports Autofill. Go to Tools
for details.

Secure Notes Tools

Figure 182. What’s New

Master Password | Touch ID
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7. The All Passwords list
provides all your
passwords at a glance.

8. You're now ready to
use Password
Manager with your
existing Trend Micro /
Password Manager
account on your iOS
device. See the
sections below for
more details.

Test Website
To try the Test Website:

1. Tap Password
Manager and sign in
with your Master
Password or Touch
ID.

2. The All Passwords
screen appears, with
the Test Website
visible in the list.

3. Simply tap Test
Website to sign into
it.

4. Password Manager
loads the Seamless
Browsing screen and
signs you into the
Test Website.

920

v1.0

All Passwords

=4

Passwords

B A o

Secure Notes Tools Settings.

Figure 183. All Passwords

w11 T-Mobile Wi-Fi &

All Passwords = (3}

2:15PM -

Close

ﬁ Test Website (Tap to sign in) P

test_user

e

Easily sign into accounts saved in Password
Manager

Want to automatically sync across all of

your devices?
=a Ey P
Secure Notes Tools

Passwords

Buy Now

o < > z

Settings

View Saved Passwords

Figure 184. All Passwords |
Test Website

Figure 185. Signing In 1

) TREND,
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5. Once you’re signed in,
Password Manager
thanks you for trying
the Test Website.

6. Tab View Saved
Passwords to see
how the popup can
help you accurately
sign into your
accounts by tapping
Paste Account Name
and Paste Password,
if needed.

7. Generally, Password
Manager will simply
sign you into your
accounts
automatically.

8. Tap the X box to close
the View Saved
Passwords popup,
then Close to close
the Test Website.

9. This returns you to
the All Passwords
screen, where you
can begin to add
passwords.

(o]

=—
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om
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w1l T-Mobile Wi-Fi = 2:15 PM (-

(' TREND MICRO
Password Manager

Account Name

test_user

Password

View Saved Passwords

Figure 186. Signing In 2

»1| T-Mobile Wi-Fi = 2:15 PM -

test_user

Paste Account Name Paste Password

test_user

(' TREND MICRO
Password Manager

Thank you for trying the
Password Manager test
website

Tap Close to return to Password
Manager, and add your passwords to

< z View Saved Passwords

Figure 188. Thank You

v1.0

w1l T-Mobile Wi-Fi = 2:15 PM (-

i This is the Pas

Manager test website

c, TREND MICRO
Password Manager

v

Thank you for trying the
Password Manager test
website

Tap Close to return to Password
Manager, and add your passwords to
easily sign into your favorite websites.

< K4

View Saved Passwards

Figure 187. Signed In to Test
Website

All Passwords

-/

(]
A = ame i)
Test Website (Tap to sign in)

test_user

Want to automatically sync across all of

your devices? e ‘
=a Ey A ?

Passwords Secure Notes Tools

Figure 189. All Passwords
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Adding Passwords with QuickStart

Password Manager provides some Quick Start websites to help you get started.

92

To add a password using Quick Start:

1.

In the All Passwords
screen, tap + (Add). The
Add Password screen
appears, with the Quick
Start menu displayed.

Tap a Quick Start
website to add it to
your list; e.g., Trend
Micro. The Add New
Password screen
appears.

Enter your Account
Name (e.g., email
address) and Password
into the fields provided,
then tap Save. The
Password Details
screen appears.

In the Password Details
screen, tap the Sign In
link to sign in.

The Trend Micro
Account page appears
and Password Manager
automatically feeds
your Account Name
(email) and Password
into the sign-in fields
and signs you in.

Click Close to close the
account.

w1l T-Mobile Wi-Fi 5

Add Password Cancel

Q

- L

n Facebook
a Amazon

.. Qutlook

[

Y.

Yahoo

PayPal

0‘ Trend Micro
n Twitter

Figure 190. Quick Start

wil T-Mobile Wi-Fi &

4 Password Details Edit

Trend Micro
r

Account Name

]

© J

Website Address
trendmicro.com

Sign In

=8 ] * o

Passward! Secure Notes Toal: Settings

Figure 192. Open Website
and Sign In

3:27 PM o

329 PM -

v1.0
wil T-Mobile Wi-Fi F 3:29PM -
Cancel Add New Password Save
3 Trend Micro
Account Name
Password
sssssssess ©®
https:/faccount.trendmicro.com/

L || | ?
gwerrtyuiop
asdf gh j kI
4 z x cvbnm@

Figure 191. Trend Micro

Quick Start

!l T-Mobile WicFi & 3:28PM -
O |Close

@ Product = O

@ Trend Micro Backup and Restare E i

Trend Micro Password Manager
B May 14, 2019

Figure 193. Trend Micro
Account



Back in the All
Passwords screen,
Trend Micro has been
added to your list of
accounts.

Simply tap the account
in the list to sign in
using a single action.

Tap the “i” icon to go to
Password Details,
where you can tap Edit
to edit the Account
Name and Password,
copy either to the
Clipboard, or view your
Password by tapping
the “Eye” icon, or click
the Sign In link to sign
into the account.

In the All Passwords
screen, tap the + (Add)
sign to add a Password.
The Password Manager
browser loads.

In the Search field,
enter a search term for
the account you wish to
add and tap the plus (+)
sign: e.g., Add
Password for Xfinity.

9
==
-A
om
2
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All Passwords

Trend Micro

"y
b

o B X &

Settings

Figure 194. Tap Account in
All Passwords to Sign In

Adding Passwords from Scratch

To add a password from scratch:

All Passwords

o I (A

Figure 196. All Passwords
List

w11 T-Mobile Wi-Fi &

329PM -

< Password Details Edit

1
Trend Micro
-

Strong Password

Account Name
. a

Password ® 0

Website Address

i Sign I
trendmicro.com gn in

= B £ &
Figure 195. Password
Details

2:03 PM -

Add Password

1! T-Mabile Wi-Fi 2

Cancel

@) Xfinity|

+  Add Password for Xfinity

Done

"Xfinity"
qgwe r tyuiop
asdf ghj kI
&z x ¢ vbnm &

Figure 197. Add Password

v1.0
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Enter the Account
Name (e.g., email
address) and Password
for the account.

If you don’t know the
exact sign in page for
the account, tap Not
Sure of the website
address?

Password Manager
loads the browser and
returns a result for the
Xfinity Search. In this
case, you’d tap Sign in
to Xfinity in the result.
The sign in page loads.

A popup dialog
appears, suggesting
Use This Sign In Page.

If this is the correct
page, tap the dialog to
input the proper URL
into the Add New
Password screen, and
the correct Website
Address will be shown
in the field.

Tap Save to save the
credentials.

il T-Mabile Wi-FI 5 206 PM -

| Add New Password

©®
Not sure of the website address?
Folder
Move to folder
the you if
qwer r tyuil op

& z x ¢ vbnm @&

123 @ N !/ .com return

Figure 198. Add New
Password

il T-Mabile Wi-Fi & 2:07 PM -

Add New Password Close

ge when you are on

: finity.
xfinity

Username, email, or mobile

Password

Stay signed in (&)

Forgot username or password?

<

Figure 200. Use This Sign
in Page

v1.0

it T-Mobile Wi-Fi % 2:07 PM 1

Add New Password Close

To add the v
of Xfinity.

e, go to the sign in page

Xfinity login x [e¥

AL BOOKS  NEWS  SHOPPING  IMAGES

Sign in to Xfinity
Xfinity » login » ...

Get the mest out of Xfinity from Comeast by signing
in to your account. Enjoy and manage TV, high-
speed Internet, ..

Manage My Account by XFINITY®

Xfinity » manage-my-aceount

Don't want to sign in? Quick bill pay. mbp.
Customize and manage your account, your way.
Gheck your sccount balance ...

Figure 199. Tap Sign in to

Xfinity Result

wil T-Mobile Wi-Fi & 2:07 PM -
Cancel Add New Password Save
!; Xfinity]

Account Name

®
Generate new password
© Add new password
Website Address
https://login.xfinity.com/login
gwer tyuiop

asdf gh j kI

H$ z X ¢ v bnm &

123 @ 0 space return

Figure 201. Add New
Password
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il T-Mabile Wi-FI 2:07 PM - w1l T-Mobile Wi-Fi & 2:08 PM -

9. Tosigninto the
account, simply tap
Sign In in the Password ity
Details screen. The
Xfinity account will also  sccount eme
appear in the All -
Passwords list. Cesmnere ® 0

< Password Details Edit

xfinity

a

10. In the future, simply tap
the Xfinity panel in the
All Passwords list to
automatically sign you
in.

\ A SRR AN e |
@ B Ok o <o o [

Socurs Note: Taols Settings

Figure 202. Password Figu_re 203. Signed in to
Details Xfinity

Managing Passwords

Password Manager lets you sort your list of passwords and create folders to organize them.
To manage your Passwords:

1. Tap the Sorticon to
sort your list of
passwords by Name or
Recently Used. Recantly Used Xfinity

All Passwords

All Passwords

v Name

2. Use the Search Filter
to find specific
passwords; e.g.,
Xfinity.

3. Tap the ”i” & Done
(information) icon of a “Xfinity"
specific email to open : gwertyuiop
it for managing. Xinity alsldltlalnljlk][!
B zIxiclvib|n|m} s

=d Ey 4 ol 238 © ¢ space return

Figure 204. All Passwords > Figure 205. Search Filter for
Name, Recently Used Sorts “Xfinity”

(o]
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The Password Details
screen provides data
on the Strength of the
Password, the
Account Name and
the Password, and the
Website Address. Use
the Copy icons in each
panel to copy these to
the Clipboard; tap the
“Eye” icon to view the
password; or tap Edit
to manually change
the Password Details.

Tap Edit, then the
Move to Folder panel
to put the accountin a
Folder.

Either Choose a Folder
in which to put it, or
tap Create a New
Folder to create one.

Give the new folder a
name; e.g., Television
Service, and tap
Create Folder. The
new folder is added to
the Folder list, and the
account is
automatically checked
forit.

T-Mobile Wi-Fi F 2:a2PM -
< Password Details Edit
a Xfinity
Good Password O]
Account Name
a
Password
ceseanenes @ d
Website Address
Sign In

xfinity.com

=a Ey ~ o

Passwords Secure Notes Tools Sett

Figure 206. Password Details

ngs

il T-Mobile Wi-Fi & 2:43PM -
< Choose a Folder
[C1Books s U
1 Email Vel

(® Create a New Folder

= =] A o
Figure 208. Create a New
Folder

Settings

v1.0
wil T-Mobile Wi-Fi & 2:43 PM -
Cancel Edit Password
& Xinity
Account Name
Password — —-—
fog

sesssecsese

Generate new password

@ Add new password
Website Address
https:/flogin.xfinity.com/login

Mot sure of the website address?

Folder
Mave to folder

Mote

=8 Ey ~ o

Passwards Secure Notes Tools

Settings

Figure 207. Edit Password >

Move to Folder

Type New Folder Name

Television Service

Create Folder

“Service"

Services

Servicemen

Figure 209. Create Folder
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8.

10.

Tap Save to save it in
that Folder.

Now, when you wish
to filter your list,
simply tap the drop-
down All Passwords
menu, tap Television
Service, and the list of
addresses in the
Television Service
folder are filtered
from the All
Passwords list.

Go to the Edit screen
for any account to add
it to a Folder in the
Folder list.

Wil T-Mobile Wi-Fi &

< Choose a Folder

2:45PM

[[] Books
3 Email
v [ Television Service

(®) Create a New Folder

=4

Passwords

=

Sacure Notes

A

Tools

Figure 210. Password Added

to Television Service

All Passwords

All Passwords
1 Books
[ Email
v [C] Television Service
@ nﬁ
N

The You

{}D

Settings

+

Done

QIWIE|R|T|YJUjI|O|P

Figure 212. Television
Service Filter

il T-Mobile Wi-Fi 2:48 PM

Cancel Edit Password

& Xfinity
Account Name

Password =—————
sesssecsese

Generate new password

@ Add new password
Website Address
https:/flogin.xfinity.com/login

Mot sure of the website address?

Folder
Television Service

Mote

=4

Passwards Secure Notes

A

Tools

v1.0

Save

0{1

Settings

Figure 211. Folder Shown:

Television Service

Television Service

33 Xfinity

The You

QIWIEIR|TIYJU]LI

Done

Figure 213. Xfinity Filtered

from All Passwords List
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Secure Notes

To create Secure Notes:

w1l T-Mobile Wi-Fi & 3:24PM -

1. Tap Secure Notes in
the Toolbar. A set of
three Demo screens Q

appears.
pp Eg Bank Accounts 2

B i! Membership Cards 0

Secure Notes

2. Tap Skip or Next to
view the Demo
screens.

s Whendonethe ST e o
Secure Notes page Y5 kesping L ssfe: 53 Passpors "
appears, with forms
for Bank Accounts,
Membership Cards,

Contacts, Credit s

Cards, Passports, and b “

an unstructured one
= Ey ¥ o =4 Ey o
for Other Notes. X Q

, Contacts 0

“” Other Notes 3

Figure 214. Tools Menu > Figure 215. Secure Notes

4. For example, tap Bank PhArni

Accounts to begin
entering a bank
account. The Bank
Accounts list appears.

w1l T-Mabile Wi-Fi % 3:41PM

5. Tap the Add (+) . ( 7 Bank;\cccunts = + ’ Cancel Add New Note
button. The Add New
Note page appears. Q =3

Choose a Calorv

6. Name your Bank & chase
Account, enter your g Wells Fargo
details in the form,
and tap Save. The
Secure Note is saved pecauneyee
and added to the Bank

Account Number

Account Name

Accounts list. PN o
7. Repeat entry for the SWIFT Code
other structured s
Secure Note types, as
well as the free-form Branch Nare
Other Notes. Sl o C N
Figure 216. Add New Note Figure 217. Add New Note

¢®) TREND
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As with Passwords,
when you’re in a list of
Secure Notes, you can
Search and Sort your
list by Name and Last
Modified.

Tap Edit Note to edit a
note. Also, while
you’re editing a free-
form Other Note, tap
the Trashcan to delete
it; orin a structured
note, scroll to the
bottom and tap Delete
Note.

Select any content by
pressing your finger
down on the text, then
use the Selection tool
handles to Copy it to
the Clipboard. You can
then Paste it into
fields, etc.

w1l T-Mobile ¥ @ 4:25 PM = wil T-Mobile Wi-Fi = 3:45PM -
Other Notes = + Cancel Edit Note
Name BAN Code

¥ Last Modified
anch Name

il

il .

Delete Note

= 3
=8 Ey + ol
Passwords Secure Notes Tools Settings

Figure 218. Sort by Name Figure 220. Delete Note
or Last Modified

wil T-Mobile wi-F 350 PM -
< Nate Details inj

A Title
1 ‘ Strong passwords

03k%VkeY#S4

Figure 219. Selection Tool

929



Trend Micro™ Password Manager —

Tools

Password Generator
To generate a strong password:

1. Tap the Tools icon in
the Toolbar. The More

Tools menu appears.

Tap Password
Generator. The
Password Generator

pop-up appears.

Select your preferred
settings: Length of
Password (Between 4-
20 characters) and the
Characters to be used
(Upper and Lower-case
Letters, Numbers, and
Symbols).

Tap Copy to copy the
strong password to the
Clipboard.

It’s useful to save
passwords generated
by Password Generator
into Other Notes for
future use, particularly
when you’re changing a
weak password to a
stronger one, when
using the Password
Doctor. (See the
following section.)

100
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11 T-Mobile Wi-Fi & 3:29 PM

More Tools

Password Generator
reate strong p rds in se

/i

» Password Doctor

k or duplicate passward:

Password Generator

*  AutoFill Passwords

xcgns#SINS

. Seamless Browsing
it

More Devices
Jse Passward Manage

Personal Details
Store your information

L .
Figure 221. Password
Generator

Figure 223. Password
Generator Settings

!l T-Mobile Wi-Fi &

<

2:43PM

oy

Note Details

Title
Strong passwords

03k%VkeYH#S4
ZW@3Hh8O0L!IAF

#DmIKC3!yv97

=

Passwords

B b
Seeua toen

Tools

0&}

Setiings

Figure 222. Store Strong
Passwords in Secure Notes
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Password Doctor

v1.0

Password Manager provides a Password Doctor to help you detect and fix Weak (easily
cracked) or Reused passwords (the same password used across multiple accounts). You can
use this in conjunction with Password Generator. Generate a number of strong passwords
and save them in Secure Notes (see section above). Then, as you use Password Doctor to
diagnose and change weak or reused passwords, copy/paste the strong passwords to make

the changes.

To use Password Doctor to change weak or reused passwords:

1. To prepare fora
password change, first
copy a strong password
you’ve saved in Secure
Notes / Strong
Passwords to the
Clipboard.

2. Do it by double-tapping
and selecting a
password with the
Selection tool, then tap
the Copy icon to copy it
to the Clipboard.

3. Tap Done, then Tools >
Password Doctor.

J
==
-
oM
2
]

o1l T-Mobile Wi-Fi < 3:21PM L w1 T-Mobile Wi-Fi ¥ 3:22PM -
< Note Details inf More Tools
A Title
u” Strong Passwords /= Password Generator
o o
Z0a@2RO@P
eQPS#nJ\pS!hri
*  AutoFill Passwords
9]
Seamless Browsing
Done E More Devices
The You If

Personal Details

QWERTYU I OFP

A'SDFGHJ KL

123 9 space return =a Ey P o

Figure 224. Copy a Strong
Password to the Clipboard

Figure 225. Password Doctor
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102

Password Doctor scans
your passwords for
Weak or Reused
passwords and returns
the result.

Tap a password you
wish to change in the
Weak passwords list. A
popup appears,
describing the problem
with the password.

Tap Improve Now.
Password Manager
automatically signs you
into your account

In this demo account,
the Change Password
link is clearly given. In
most accounts, you'll
need to locate the page
where you can change
your password, then
tap Change Password.

When the password
change screen appears,
insert the cursor in the
Old Password field, tap
View Saved Passwords,
then tap Paste
Password to paste the
old password into the
field.

411 T-Mobile Wi-Fi & 3118 PM

Password Doctor

Weak @ Reused €@

mprove your wesk passwords

W ptnlesstest
P ]

m o [

Figure 226. Password
Doctor

ol T-Mabile Wi-Fi = 3:03 PM -
O Close

Account: =

Password:

Change Password

View Saved Passwords

Figure 228. Change
Password

v1.0

+111 T-Mobile Wi-Fi & 3:02 PM

Figure 227. Improve Now

w1l T-Mobile Wi-Fi &= 3:53 PM -

Please change your p

pid Passwo

< -z
v Done
qQqwer r tyui op

Figure 229. Sign In with
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10.

11.

12.

13.

L)

Tap your finger in the
New Password field,
then tap the Paste
bubble to paste the
strong new password
you copied to the
Clipboard into the field.

Repeat the Paste
bubble action in the
Confirm Password
field, then tap Submit
to save the change.

Sign out of the account
and Close the Password
Doctor screen.

Search for the account
in the All Passwords
screen, then tap the
icon to open the
Password Details
screen.

“wsn
1

Tap Edit in Password
Details to edit the
password.

=
-3
om
22

(o]

o1l T-Mabile Wi-Fi &

&

123

gw e r|t

3:54 PM -

Paste Password

Paste Account Name

Please change your

S

< > o
NV Done
gwertywuilop

as dif gh | kI

space

Password

ptnlesstest

Done

“Ptn" Ornament Ornaments

yljulilolp

alsjdjflglhlilk]!

Bz x|c|vib|n|m &

23 © ¢

space return

Figure 232. Search for
Account

wil T-Mobile Wi-Fi & 3:54 PM

account
Paste Account Name

w......

< > o
AN Done
qgwer r tyuil op

asdf gh j kI

.M23 space

v1.0

Paste Password

z x cvbnm @& & z x ¢cvbnm @&

Figure 230. Paste Strong

Figure 231. Paste Strong

Password Again

il T-Mobile Wi-Fi 3566 PM -
< Password Details Edit
ptnlesstest
Password Too Short )
Account Name
]
Passworc
@ 0
Website Address .
Sign In
= 9 &
Ey A o

=
Figure 233. Password
Details

Sat

tings
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14. In the Password field,
select the old
password, then again
Paste the strong new
password from the
Clipboard into the field
and tap Save.

15. Tap the Sign In link to
test the new sign in
credentials; or simply
tap the account in the
All Password list. You'll
be signed into your
account with the new
strong password.

16. Perform the save
process for Reused
Passwords, changing
any passwords used
across multiple
accounts to a unique
strong password for
each account.

104

ol T-Mobile Wi-Fi & 4:22PM -
Cancel Edit Password Save
3 ptnlesstest
Account Name
®

enerate new

© Add new |
Website Address
D Em
Mot sure of the website address?

12 3 45 6 7 8 9 0

-l s ) s & @ "

AR RN

#e= . ? ]

ABC space return

Figure 234. Paste Strong
New Password

wil T-Moblle Wi-Fi ®  4:23PM -
< Password Details Edit
f ptnlesstest
Strong Password ®
Account Name
account DJ
Password
® 0

sssssssecsssss

Website Address
Sign In

Tools

Figure 236. Tap Sign In

wil T-Mobile wi-Fi 2 4:22 PM -

Cancel Edit Password Save
r ptnlesstest
Account Name
Password — — — —
®

rate new

@ Add new
Website Address

mE
Not sure of the website address?

12 3 456 7890
-l s ) 8 & @ "

ABC space

Figure 235. Save Strong New
Password

All Passwords

ptnlesstest

Done
“Ptn" Ornament Ornaments
qiwle|rjtlyjulijolp

dlflalnlilk]

x|{clvib|nim &

123 @ ¢ return

space

Figure 237. Tap Account
Panel

v1.0
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AutoFill Passwords

Password Manager provides its own secure browser, but Password Manager also lets you log
into your accounts while using Safari or supported Apps. To do so, set up AutoFill Passwords.

To AutoFill Passwords in Safari:

1.

3.

J

==
-4
om
2
Clw

Back in the Tools
menu, tap AutoFill
Password. An
instruction screen
appears, telling you
how to enable
AutoFill Passwords
for Safari and
supported apps.

Tap OK, then
proceed to enable
the function.

Tap Passwords &
Accounts, then

AutoFill Passwords.

w111 T-Mobile Wi-Fi & 2:41PM

More Tools

+» Password Generator

.. Password Doctor

v1.0

L} o1l T-Mabile Wi-Fi F 2:34 PM L1

Close

Using AutoFill Passwords

Settings

AutoFill Passwords

oX

Seamless Browsing

E More Devices

Personal Details

o T, .

Figure 238. AutoFill
Passwords
il T-Mobile Wi-Fi & 2:35PM

Settings

1. Goto: Settings > Passwords & Accounts >
AutoFill Passwords

2. When AutoFill Passwards is on, a list of apps will
appear. Tap an app to turn on AutoFill Passwords
for that app

- I

Figure 239. Using AutoFill
Passwords
- wil T-Mobile Wi-Fi & 2:35PM -

¢ Setlings Passwords & Accounts

’ ﬂ Passwords & Accounts

‘ B Website & App Passwords

) wail

| Contacts
Calendar
Notes
Reminders
Phone
Messages

FaceTime

000«

Safari

Home

Qv

Figure 240. Passwords &

Accounts

‘ AutoFill Passwords

ACCOUNTS
iCloud
Clou
Hotmail
Gmail
Home

Whoscall

Add Account

Fetch New Data Pust

Figure 241. AutoFill Passwords
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If AutoFill Passwords
is off, toggle it on,
then tap Password
Manager to enable
the function.

Password Manager
will ask for your
Master Password or
your Touch ID. Use
Touch ID or your
Master Password to
enable the function.

A screen appears
saying Your
Passwords Are
Ready.

Tap Close to close
the Settings screen.

Tap iCloud Keychain
to uncheck and
disable it, since
you’ve chosen
Password Manager

to autofill passwords.

Close the Settings
screen using your
Home button.

Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide

il T-Mobile Wi-Fi & 11:09 AM 7 -
( Accounts  AutoFill Passwords
AutoFill Passwords D
ALLOW FILLING FROM:
B iCloud Keychain v
g Password Manager v
Close Password Manager
()
Figure 242. AutoFill
Passwords > Password
Manager
Wil T-Mobile Wi-Fi & 2:35PM -

Close Password Manager

N

Your Passwords Are Ready

Now your passwords can be filled in
automatically.

Figure 244. Your Passwords
Are Ready

Ve

Touch ID for “Password
Manager”
Put your finger or thumb on the Home
button right now to unlock Password

Manager, or tap Cancel to go back and
provide your Master Password instead.

Cancel

Figure 243. Touch ID Sign for
Password Manager

wil T-Mabile Wi-Fi % 11:09 AM -
¢ Accounts AutoFill Passwords
AutoFill Passwords ()
ALLOW FILLING FROM:
n iCloud Keychain
SL Password Manager v

Figure 245. Uncheck iCloud
Keychain

= -
om
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10. Tap Safari to open
the browser.

11. Type the URLof a
website account you
wish to sign in to
(and that you know
you have already
entered in Password
Manager; for
example,
www.netflix.com.
The website opens.

12. Tap the SignIn
button to sign into
your account.

13. Password Manager
prompts you with a
button Use

“Password” to log in.

Tap the button.

14. Password Manager
loads and provides
either the Touch ID
or Master Password
entry screen for you
tosigninto
Password Manager.

15. Once you do,
Password Manager
feeds your
credentials into the
Sign In fields.

16. Tap Sign In to sign
into your account.

il T-Mobile Wi-Fi = 1:22 AM

& netflix.com

Unlimited movies, TV
shows, and more.

Watch anywhere. Cancel anytime.

Most Popular

WATCH FREE FOR 30 DAYS

< o

Figure 246. Safari > Netflix
URL

Cancel Password Manager

9

[signnn

Touch ID for “Password
Manager”

Put your finger or thumb on the Home
button right now to unlock Password
Manager, or tap Cancel to go back and
provide your Master Password instead.

Cancel
Unlock with Touch ID.

Figure 248. Touch ID or
Master Password

Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide vl.

wil T-Mobile Wi-Fi 11:22 AM

S |

& netflix.com

Figure 247. Sign In to Netflix

wil T-Mobile Wi-Fi &

@& netflix.com c

Sign In

Email or phone number
Password
ssssssesensse

Sign In

¢ h om o

Figure 249. Sign In Netflix

0

11:22 AM -
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il T-Mobile Wi-Fi & 1:22 AM -

17. In this examp|e, once —

you’ve signed in, the
main screen in your
Netflix account
displays. =
play me MEDICL % &
. ﬁ; I

UMBRELLA
ACADEMY

NEw Episo0Es

TREE#BLOOD |

< R 11) i

Figure 250. Netflix Home Page

To AutoFill Passwords in Supported Apps:

1. Open a Supported o1 T-Mobile Wi-Fi & 12:04 PM
app, such as [ £]
Facebook.

2. Inthis example, tap
Log Into Another
Account. The Log In
screen appears.

Forgot Password?

Back

3. Tapintothe
username entry field;
Password Manager
presents a preferred

Create New Account

- www.facebook.com — Password Manag ?

login account. ajwlejrjtjyjujijolp
4. Tapitto enter the s alsldirlofhlitkl!
username and Log Into Another Account i Z X c Vb nm g
password into the oA 1238 © soace @ . | Newt
fields or tap the o
Figure 251. Password Figure 252. Learn More

Password Manager
Key for a selection
list.
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5. Tapasaved
password among
your accounts. The
Master Password
screen appears.

6. Enter your Master
Password or Touch
ID.

7. Once you've entered
your Master
Password or Touch
ID, Password
Manager enters your
credentials into the
username and
password fields.

8. Tap LogIn to loginto
Facebook. Password
Manager logs you in.

v1.0

11:53 AM

Choose a saved password to use

for www.facebook.com — Password Manager

for www facebook.com — Password Manager

Touch ID for “Password
Manager”
Put your finger or thumb on the Home

for www.facebook.com — Password Manager button right now to unlock Password

Manager, or tap Cancel to go back and
= provide your Master Password instead.

for www facebook.com — Password Manager
Cancel
for www.facebook.com — Password Manager

for www facebook.com — Password Manager

Password Manager...

[ Cancel

Figure 253. Password
Manager Account List

Figure 254. Touch ID

© 11:64 AM

11:54 AM

+ What's on your mind?
BiLive [&# Photo Q Check In
|
Stories See Archive >
" Bn

Fargot Password?

Back

I Create New Account I

Left Action
“www.facebook.com — Password Manag ? Yesterday at 517 PM - @

Stay informed.

- KNOW YOUR PARASITES:

Figure 255. Password
Manager Signs You In

Figure 256. Facebook Home
Page
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Seamless Browsing

Password Manager’s Seamless Browsing lets you easily and seamlessly apply your stored
passwords to sign into your accounts.

110

To browse and sign in with Password Manager:

1.

In the More Tools
menu, tap Seamless
Browsing.

When the Seamless
Browser loads, search
for a website account
to sign in. For example,
hotmail.com. The
Outlook login page
appears.

Tap Sign In. The Sign In
page appears.

Your Passwords for
your Hotmail/Outlook
account appearin a
left-right scrolling
dialog box at the top.

Scroll to the right or
left to find the right
account, then enter
your cursor in the
username field (i.e.,
enter your email) and
tap Paste Account
Name.

When the username is
pasted into the field,
scroll down if need be
and tap Next.

11 T-Mobile Wi-Fi & 118 PM -

More Tools

/== Password Generator
=

R Password Doctor

AutoFill Passwords
9}

Seamless Browsing

E More Devices

Personal Details

Figure 257. Seamless
Browsing

»11! T-Mobile Wi-Fi & 1:41PM -

) Password for Sign In -

Paste Account Name

Paste Password

B Microsoft
Signin

Email, phone, or Skype

No account? Create one!

Carnat usarnama

< K4

View Saved Passwords

Done
qgwertywuiop
asdf gh j kI

cvbnm@

H 7 X
123 @ O

space

Figure 259. Username

v1.0

il T-Mobile Wi-Fi & 1:41PM -

https://outlook.live.com/owa/ O Close

o

Outlook

[R—_——

[ ¢ App Store

Want a new account? Create free account

(D I

View Saved Passwords

Figure 258. Hotmail / Outlook

+11 T-Mobile Wi-Fi & 1:42 PM -

G) Password for Sign In -

Paste Account Name

Paste Password

< mmiley@hotmail.com
Enter password
password

(L] Keep me signed in

< 2

View Saved Passwords

Done

§ Passwords
gwerr tyuiop
a s df gh j kI

X ¢ v bnm &

H oz

2123 space

Figure 260. Password
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wil T-Mobile Wi-Fi 2 142 PM

7. Place your cursor into
the Password field, tap
Paste Password, then
scroll down and tap
Sign In.

O\_ Inbox

# Filter

8. Password Manager |
signs you into your
Hotmail/Outlook
account. -

9. Note that for some
accounts, depending .
on the site behavior,
both username and
password are fed in
simultaneously when
signing you in.

Inbox

More Devices

To get Password Manager on More Devices:

1. Tap More Devices
in the More Tools
menu. A popup
appears for you to

More Tools

/= Password Generator
' Create strong passwords in seconds

get Password @\“ Password Doctor
Look for weak or duplicate passwords
Manager.
*  AutoFill Passwords
B i
2. Tap Share the sa% ) Signin instantly with Safari and apps
Download Link. Seamless Browsing
/ Ea accounts saved in
[

ger

& https://outiook.live.com/mail/inbox & |Close

Figure 261. Hotmail / Outlook

o111 T-Mobile Wi-Fi & 118 PM L

+7 More Devices
OF

Use Password Manager on multiple platforms

x@ Personal Details

Store your information securely

=R = P (o

Passwords Secure Notes Tools Settings

Figure 262. Get for PC or Mac

k2

To download and install Password Manager, visit
the following on your PC or Mac:

https://goo.gl/06Ch5G

Share the Download Link

Figure 263. Share the Download
Link
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3. Ascreen appears,
providing various
sharing options; for
example, Mail.

4. Send the link for
Password Manager
to your
recipient(s).

5. Onceyou've
received the link
on the device
where you wish to
install Password
Manager, tap the
link.

6. The Password
Manager
Download page
appears.

7. Tapthe
appropriate button
or use the QR Code
on your mobile
device to initiate
the download.

112

G0 0O

Facebook Mail

AddtoNotes  Message

O 0 - -

Passward

Manager Copy Save to Files e

Cancel

Figure 264. Share Via

o1 T-Mobile Wi-Fi & ¢ 1:59 PM -
( Inbox v
From: M c
To: Hide

Get Password Manager for Your PC
or Mac
Today at 1:59 PM

To download and install Password Manager,
visit the following on your PC or Mac:
https://g00.9l/06Ch5G

Sent from my iPhone

P B @ o« o

Figure 266. Receive Link

v1.0

wil T-Mobile Wi-Fi = 1:59 PM -

Cancel Get Password Manager for... Send

To @

Ce/Bec, From:

Subject: Get Password Manager for Your PC
or Mac

To download and install Password Manager,
visit the following on your PC or Mac:
https://goo.gl/oBCh5G

Sent from my iPhone

& z x cvbnm &

123 @ space @ . return

Figure 265. Send Link
A Mail w1l T 2:00 PM -

& pwm.trendmicro.com &

() Password Manager

Password Manager
Download

Phones and Tablets

Click the appropriate link below or scan
the QR code with your device to find the
Password Manager app.

iPhone or iPad

Android

hh m O

Figure 267. Password Manager
Download
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8. Ona mobile
device, you're
taken to the
respective App
Store, where you
can download and
install Password
Manager.

9. You may download
Password Manager
directly to your PC
or Mac.

Personal Details

Trend Micro™ Password Manager — Mac 3.8 and iOS 5.0 - Product Guide

Safari a1l = 2:09 PM LA
{ Today
Password Manager
C' & Secure Note
The Only Pa | IN
e © ]
4.6 % % % Kk % 17+
What's New Version History
Version 5.0.1065 22h ago

*Support Password AutoFill on iOS 12
Fill your passwords directly within Safari

and apps more

Preview
- k 4

Password Manage
all of your passwo
keeps them secur

® 3 Q
Figure 268. App Store >
Password Manager

v1.0

When you create your Personal Details, turn on Automatic Form Filling in Settings to enable
auto-fill of online forms using a dropdown menu in the proper fields.

To enter Personal Details:

1. Inthe More Tools
menu, click Personal
Details. A screen
appears for you to
enter data in four
separate categories:

Basic Information
Phone and Email
Mailing Address
Credit Card

2. Tap Basic Information

to begin entering your

Basic Information
details.

v

TREND
MICRO

o111 T-Mobile Wi-Fi & 1:18 PM -

More Tools

« Password Generator
. Password Doctor
" AutoFill Passwords

Seamless Browsing

E More Devices

Personal Details

L. N

Figure 269. Personal Details

11l T-Mobile Wi-Fi & 2:18 PM -

Personal Details Close
Basic Information

&7 Save simple personal details like your
name and birthday, plus much more

Phone and Email
@ Save your telephone numbers and
email addresses

Mailing Address
= Save your complete address to make
shipping online purchases easier

3, Credit Card
d Save the details of your credit card to
simplify your online shopping

Figure 270. Personal Details
Types
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No Service F @3 2:356 PM - No Service & @9 2:356 PM -
3' Rf‘peat Stilp 2 tolenter < Basic Information < Phone and Email
Phone and Email,
Mailing Address and e a Defoult phene
Credit Card
. . Given name Home phone
information.
Basic Information and Sumame Work phone
Phone and Email
forms shown. Gender Cell phone
|
4. Now, when you're
) Birthday Fax

create a new online - - | -
account, your personal Company Email address
details will be ——
automatically entered Job e Website
into online forms
when needed.

Figure 271. Basic Figure 272. Phone and Email

Information

Settings

The scrollable Settings screen in the Password Manager Console lets you manage the
settings for Password Manager on iOS.

To edit your Settings:

. . wil T-Mabile Wi-Fi & 2:24 PM - wil T-Mobile Wi-Fi % 2:24PM [
1. Tap Settings 1|-|:] the settings Settings
main menu. The
. Security Level
Settings page appears. ~ ACCOUNTEsUBSERIPTION ooy meve
Account N
ACCOUNT & ‘ ) L Unlock with Touch ID U
SUBSCRIPTION o Change Master Password
2. Account. The account Premium Version
you're logged into. Renew Now
- " ur Premiut NFORMATION
3. Version.Showsifyou TS st
Go to settings.
have the Free or Sync Dt
Premium version, Last Sync: Feb 20, 2018 at 2:18:38 PM
along with expiry date. SECURITY
4. Renew Now. Tap to Lock Password Manager NOw o nEouT 8 e
Password Manage
renew subscription. About
Security Level
5. Sign out. Tap Sign Out =8 Ey 4 o =8 Ey ¥ of

to sign out of your

account. Figure 273. Settings 1 Figure 274. Settings 2

A9, TREND.
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SECURITY

6. Lock Password
Manager Now. Tap to
lock the app now.

7. Security Level. Toggle
the Security Level
between Normal and
High.

8. Unlock with Touch ID.
Toggle On to use
Touch ID to sign in to
Password Manager.
When Off, your
Master Password is
required.

9. Change Master
Password. Tap to
change your Master
Password.

INFORMATION

10. Notifications. Tap
Notifications to enable
Password Manager to
access Siri & Search,
as well as Banner,
Sounds, and Badges
Notifications.

11. Sync Data. Tap todo a
manual sync to update
your data.

Ndd
==
-4
om
2

(o]

#2000 T-Mobile ¥
< Security Level
Normal

/" Ask for my Master Password only after the Password
Manager app has been stoppe

High
Ask for my Master Password each time | use
Password Manager.

Figure 275. Security Level

w11 T-Mobile Wi-Fi
Settings

Security Level

Normal

Unlock with Touch ID

©

Change Master Password

INFORMATION

Notifications Oon
Change notifications settings on the system settings page
Go to settings.

Sync Data
Last Sync: Feb 20, 2019 at 2:18:39 PM
ABOUT & HELP
About
M B - 2
“

Passwords Secure Notes Tools. Settings

Figure 277. Notifications 1

10:43 AM b -

2:24 PM -

v1.0

#0000 T-Mobile = 7:37 PM -

< Change Master Password

Figure 276. Change Master
Password

@ Password Mana... v 5 2:36 PM (=)

< Settings  Password Manager

ALLOW PASSWORD MANAGER TO ACCESS
n Siri & Search
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ABOUT & HELP

12. About. Tap to view the
Product Version as
well as License,
Privacy, Data
Collection, and Third
Party License
Information.
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13.

14.

15.

16.

17.

Help. Tap to load the
Password Manager
Support page.

Give Feedback. Send
Feedback to Trend
Micro about Password
Manager.

Send Troubleshooting
Logs to Trend Micro.
Premium users can tap
here to send logs to
Trend Micro to assist
in troubleshooting
problems.

Share Crash Data with
Trend Micro. Toggle
On to automatically
share crash data with
Trend Micro.

Help Improve this
App. Toggle On to
send anonymous data
to Trend Micro to help
improve the product.
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About Trend Micro

Trend Micro, a global leader in security software and solutions, strives to make the world
safe for exchanging digital information. For the past 30 years, its employees have been
inspired to protect individuals, families, businesses and governments as they look to harness
the potential of emerging technologies and new ways of sharing information.

In today’s organizations, information has become the most strategic asset; embodying
competitive advantage and powering operational excellence. With the explosion of mobile,
social and cloud technologies, protecting this information has become more challenging than
ever. Organizations need smart protection of information, with technology that is simple to
deploy and manage, and security that fits an evolving ecosystem. Trend Micro solutions
enable a smart protection strategy for organizations. Smart. Simple. Security that fits.

Trend Micro provides layered content security for mobile devices, endpoints, gateways,
servers and the cloud. Leveraging these solutions, organizations can protect their end users,
their evolving data center and cloud resources, and their information threatened by
sophisticated targeted attacks.

All of our solutions are powered by cloud-based global threat intelligence, the Trend Micro™
Smart Protection Network™, and are supported by over 1,500 threat experts around the
globe. For additional information, visit www.trendmicro.com.
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