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Executive Summary

Trend Micro™ Password Manager helps you manage all your online credentials in one
secure location, ensuring an easy and safe online experience, as well as a faster, more
secure, and convenient way to access web sites.

Among its key features, Trend Micro™ Password Manager provides in-the-cloud
synchronization across multiple devices and operating systems, including Windows 10 and
Mac desktops and laptops, as wells as iOS and Android smartphones and tablets, allowing
users to conduct secure online transactions while in the office, at home, or on the road.

Trend Micro™ Password Manager for PC provides some leading functions including AES 256-
bit Encryption, which protects your identity and credit card information by encrypting your
passwords, preventing theft and fraud. Password Manager also provides a “hardened”
Secure Browser on the PC, giving an extra layer of security when performing online
transactions on banking and other financial web sites.

Password Manager also provides a Web Management Portal, allowing users access and
management to their password database on any device, including public computers,
providing secure access to accounts at any time.

Finally, Innovative technology in Password Manager incorporates continuous adaptation to
customer usage, improving the global list of safe access to web pages and accounts.

This product guide provides all you need to know to evaluate, install, and use Trend Micro™
Password Manager on Windows-based PCs and Android devices.

Download the companion product guide for Mac and iOS devices at
http://esupport.trendmicro.com/en-us/home/pages/technical-support/password-
manager/home.aspx.
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Chapter 1: Introducing Trend Micro™ Password
Manager

This chapter introduces you to Trend Micro™ Password Manager. The topics discussed in
this chapter include:

e  Product Overview

e Key Features

e  What’s New in Password Manager?
e  System Requirements

e Target Market

e Availability and Pricing

e  Support contacts

Product Overview

In today’s digital world, people need to manage multiple online accounts, each using a login
with a username and password. Given the multitude of online sites they access, users often
deploy unsecure methods to remember their credentials. They may use the same usernames
and passwords on all their websites, thus opening themselves up to universal “cracking” of
their accounts. Or they may store them insecurely on paper or post-its, in a text file, or rely
on a browser’s not-so-secure “autofill” function, exposing them to identity theft. The
difficulty in managing all these credentials is compounded by the spread of mobile devices
such as smartphones or tablets. How can a user manage all of their online login usernames
and passwords, across all these devices, while making sure all of their transactions are
secure?

Trend Micro™ Password Manager helps you manage all of your login credentials, ensuring
an easy and safe online experience, while offering a faster, more secure, and convenient way
to access your web accounts. Using a single Master Password, Password Manager users have
instant access to all their login credentials, no matter where they’re located or what device
they’re using. Password Manager also provides a Secure Browser on the PC,* which helps
ensure data security while performing online transactions on banking or financial websites.
Among its key features, Trend Micro™ Password Manager provides in-the-cloud
synchronization across multiple devices and operating systems, allowing users to conduct
secure online transactions while in the office, at home, or on the road. It shares these
features with Trend Micro™ Password Manager on Android, which is also covered in this
guide; as well as with Password Manager on Mac and iOS devices, which are covered in a
separate guide.

*Pay Guard replaces Secure Browser when Password Manager users install Trend Micro Maximum Security.
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Key Features

Table 1. Key Features of Trend Micro™ Password Manager

Feature

Description

URL and Password
Management

PC: Automatically captures your websites and password
login credentials for easy bookmark sign-in and access.

Cloud Storage and
Synchronization

Credentials are available across all devices where
Password Manager is installed.

Multi-User Accounts

Password Manager supports multiple users on the same
device using different Trend Micro accounts.

Web Management Portal

The Password Manager Web Management Portal
provides universal access to your Password Manager
passwords. The portal is accessible using Internet
Explorer, Microsoft Edge, Mozilla Firefox™, and Google
Chrome browsers.

Password Doctor

Password Doctor in the portal and the Android app
diagnoses password health and recommends changes
when passwords are weak or repeated across multiple
sites.

Password Generator

Automatically generate strong passwords with custom
criteria for increased login security.

AES 256-bit Encryption

All your passwords are encrypted using AES 256-bit
Encryption.

Secure Browser

Use the Secure Browser on Windows to ensure complete
security and privacy for online financial transactions.

Secure Notes Management

Store and manage Secure Notes regarding your accounts,
logins, and procedures. Structured and free-form
templates provide easy data entry.

Profile for Auto-Form Filling

Create a Profile to enable auto-form filling of online
forms.

Password Search Field

Search field in browser plug-in makes it easy to find
passwords in Password Manager.

Cross-platform Support

Windows, Mac, iOS, and Android smartphones and
tablets are fully supported.

Continuously Regenerated
Systems and Safety

Innovative technology continuously improves and
adapts, providing globally verified white-listed web
pages. Uses regenerating patterns and mapping
techniques that grow and improve from customer usage.

#9), TREND,
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What’s New

Table 2. What's New in Password Manager

Password Manager for Windows v3.8

Password Manager is included in Trend Micro Security for Microsoft Edge.

Browser Extension performance improvement.

Replaced by Pay Guard for Trend Micro Security users.

Passcard Memo pop-over.

Option to turn off Form Filling.

Passcard and Passcard Memo Sorting

» Show available passwords for current website on top of list.

Password counter for current website on Google Chrome.

Browser Helper Object installation prerequisites warning.

Enhancement in manually adding passwords.
» Clicking Add button directly opens the “Add Password” dialog box directly.
» URL will be pre-filled with the current website URL.

Select Last-Used password for multiple login accounts.

Platinum integration for User Behavior Monitoring

Fix for “unable to help with your passwords” error message

Password Manager for Android v5.0

New Tab Bar Design for Passwords, Secure Notes, Tools, and Settings provides easier
access to all features.

Free Edition (Local Mode) supports up to 10 Passwords and unlimited Secure Notes
without creating a Trend Micro account.

Improved Quick Start list to Add Passwords.

Website search provides precise targeting of Sign-in webpages when creating passwords.

Add shortcut to Android home screen for easy website login.

View Saved Passwords in Seamless Browsing for improved Paste of usernames and
passwords.

Bank Account, Membership, Contacts, Credit Cards, Passport, and Free Form templates
for Secure Notes.
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System Requirements

v1.0

Before you attempt to install Trend Micro™ Password Manager please ensure you meet the

following system requirements.

Table 3. Trend Micro™ Password Manager System Requirements

Windows Operating System

Windows™ 7 with Service
Pack 1 or higher (32 bit and
64 bit)

Windows™ 8/8.1 (32 bit and
64 bit)

Windows™ 10 S/10 (32 bit
and 64 bit)

Compatible Browsers

Web browser

Mac Operating System*
Mac OS X 10.12 (Sierra)

Mac OS X 10.13 (High Sierra)
Mac OS X 10.14 (Mojave)

Compatible Browsers

Web browser

Mobile Devices

Android app
i0S app

CPU Memory Disk Space

1GHz or faster 2 GB or more More than 300 MB
processor

recommended

Microsoft™ Internet Explorer™ 11.0
The latest two versions of Mozilla Firefox™

The latest two versions of Google Chrome

The latest version of Microsoft Edge (in Trend Micro Security for
Microsoft Edge only)
CPU

Intel Core 2 Duo 2.0
GHz or faster

Memory Disk Space

2 GB or more More than 300 MB

Safari 11.0 and 12.0
The latest two versions of Mozilla Firefox™

The latest two versions of Google Chrome

Android 5.1 t0 9.0
iOS 11.0 to 12.0, 64-bit device required for latest version

Incompatible Software

To identify software that you should remove from the computer before installing Password
Manager, please refer to the following Web site:

http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en _US

Internet Connection

Trend Micro™ Password Manager requires an Internet connection for activating online,
checking the expiration date, downloading updates, sending Trend Micro URL/web queries
and logs to the portal, logging into the management console, and browsing knowledge-

)
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based pages on the Trend Micro Web site. If you have a dial-up or other connection to the
Internet that charges fees per connection, or by the amount of time connected or for the
amount of data downloaded, make sure your router or connection software does not
automatically start a connection to support the features listed above, or you will incur
additional connection fees. Follow your router's instructions to edit your router settings as
required.

Recommended Environment

This Product Guide assumes that you are using Trend Micro™ Password Manager under
Windows 10, 8/8.1, or 7; or on an Android device. All screenshots were shot using Windows
10 and Android 5.1 (for smartphones). If you are using a different operating system, or using
an Android tablet, certain screens may be slightly different and some procedures may
require additional steps.

Target Market

Trend Micro™ Password Manager is targeted to all consumers who require complete
security for their online digital accounts and transactions.

Global Availability

Trend Micro™ Password Manager for the PC is available at pwm.trendmicro.com, from the
Windows Store and Amazon. Trend Micro™ Password Manager for Android is available from
the Password Manager website above and Google Play.

Contacting Trend Micro

Trend Micro Incorporated

225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone: +1 (817) 569-8900

Toll-free: (888) 762-8763
www.trendmicro.com

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

Free phone, email and chat support

A current subscription of Trend Micro™ Password Manager includes free phone, email, and
chat support. For more information, contact eSupport at:
www.trendmicro.com/support/home.
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Premium Services

Trend Micro offers Premium Services for a wide variety of technical issues including
installation, virus and spyware removal, PC Tune-ups, and more. For more information, visit
www.trendmicro.com/support/home.

11
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Chapter 2: Getting Started with Trend Micro™
Password Manager on the PC

This chapter gets you started with Trend Micro™ Password Manager on the PC. In this
chapter you’re shown how to download and install a Free or Paid edition of Password
Manager, or to do the same with the Paid edition bundled with Trend Micro Maximum
Security. Users of the Paid edition of Trend Micro Maximum Security may also activate the
Trend Micro Security for Microsoft Edge browser extension, which includes an edition of
Trend Micro Password Manager.

Getting Started with the Stand-Alone Edition

12

To get started on your Windows device using the stand-alone edition for Internet Explorer,
Google Chrome, or Mozilla Firefox, you need to download and install a Free or Paid edition
of Trend Micro™ Password Manager. The Free edition does not expire, but is limited to five
Passwords, while providing unlimited Secure Notes. The Paid edition provides unlimited
passwords and notes. If you upgrade from Free to Paid, your passwords and notes will be
transferred to the unlimited account, and you’ll also enable the cloud sync function for
anytime, anywhere access to your passwords across all your devices.

To download and install a stand-alone version of Trend Micro™ Password Manager:

1. Go to Password Manager Software to access the Trend Micro™ Password Manager
webpage. The Password Manager Software webpage appears.

B)TREND  nnes> © oo ovios @ 1on

- PasSwordiManageip,,  FETETS
) Unlimited passwords

Software Lo

New for 20171

; Subsc
Simple, secure password management suscpuon [ 28]

'Manage up to 5 passwords. No expiration.

Watch how Password Manager
works

Figure 1. Password Manager Software Webpage
Option 1:

2. Ifyou’reinstalling the Free edition of Trend Micro Password Manager, click Get it for
free to begin the download process. The Password Manager Download page appears.


https://www.trendmicro.com/en_us/forHome/products/password-manager.html
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Password Manager Download

Phones and Tablets

Click the appropriate link below or scan the
QR code with your device to find the
Password Manager app.

iPhone or iPad

Android

Computer

Click the appropriate link below to
download Password Manager for your
computer

Q

Windows

Figure 2. Password Manager Download

v1.0

3. Click Windows for your PC and a dialog window appears for you to download and save
the installer for Password Manager.

Option 2:

BYIREND e > [

Products  FreeTools  loT Secus

@ o comiss @ tm

Intelligence  Support  Store

:
f - . r
- Password Manager RIS
. Unlimited passwords

Software

Simple, secure password management ™ _ B

‘Manage up to 5 passwords. No expiration.

Get it for free

$14.95

New for 20171

subscripion [N [2VR]

Auto-renewal detals In cart

Watch how Password Manager
works

Figure 3. Buy Password Manager to Save Unlimited Passwords

4. If you're installing a Paid edition, click the link Buy Now button to purchase the product,

then follow the prompts and enter your data to complete the purchase process.

13
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item Description Devices Subscription
Term

) I Lo

o BACKUP CD: PROTECT YOUR PURCHASE
. % ORDER SUMMARY Sub-Total $14.95

Billing Information (al fields required Payment Information (il fields require:

P PayPal  paypal

A1)

d 2

8 =

Figure 4. Pick Your Subscription

5. To buy Password Manager, fill in the Devices, Subscription Term, Billing and Payment
Information for the subscription you wish to purchase, then click Continue to complete
the purchase and sign-up process in the remaining screens; then click the Download

button.
Installation:

6. In both cases, when the download is complete, the Run or Save popup appears in your
browser. (Internet Explorer is shown; other browsers have a slightly different process.)

Do you want to run or save TrendMicroPasswordManager_MULexe (3.28 MB) from trialtrendmicro.com? Run Save v Concel | %

Figure 5. Download - Run Popup

7. Click Run to begin the installation or double-click the
TrendMicroPasswordManager_MuUIl.exe file. The User Account Control popup appears.

User Accourt Contol x
Do you want to allow this app to make
changes to your device?

£ Trend Micro Password Manager

Verified publisher: Trend Micre, Inc.
File origin: Haed drive on this computer

Show more detaits

E

Figure 6. User Account Control

8. Click Yes to begin the install. In IE, the Downloader appears during the download/install
process.

: #9) TREND.
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@meve Downloader

Now downloading Trend Micro Password lanager instaler

Connection status: Connected

Estimated time left: 00 minutes 00 seconds.

tor c

Transfer rate: 729 0f 72.9 MB transferred at 2265 KB/second

[ pause ][ mesune |[cancel

Figure 7. Downloader

9. When the install process begins, you're presented with the Privacy and Personal Data
Collection Disclosure.

(') 5§$§v@om Manager

3y mene ‘

Figure 8. Privacy and Personal Data Collection Disclosure
10. Read the disclosure to understand the ways Trend Micro collects some personal data to

enhance your protection, then click Next. The installer then presents you with the
License Agreement.

(D Password Manager

Agree and instal

rene

Figure 9. License Agreement

11. Note the checkbox Help make Password Manager better is checked by default. This
provides anonymous technical data to Trend Micro to help improve the product. If you
choose not to participate in this feedback, uncheck the checkbox.

#®) TREND, ts
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12. Read the License Agreement. If you agree, click Agree and Install to begin installation.
An Installing... progress window appears, showing the progress of the install.

(') ﬁ;‘sgwond Manager

3 1rene

Figure 10. Installing

13. Once installation is complete, a Start Now window appears, offering to Secure Your
Passwords and Enjoy Peace of Mind.

| (') Password Manager

Figure 11. Start Now
14. Click Start Now. A popup appears, saying Account Required.

=
Figure 12. Account Required

15. Click OK. A window appears so you can Create a Trend Micro Account.

16

==
-4
om
»Z
] w)



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide v1.0

(')Pai;wovd Manager

==l

) 1mee

Figure 13. Create a Trend Micro Account
Option 1: Create a Trend Micro Account

16. Enter your Email Address, a preferred Password, Confirm Password, provide your First
Name and Last Name, and choose your Location. The checkbox Receive the latest news
and offers from Trend Micro is checked by default. Click Next.

Option 2: Use an already-existing Trend Micro Account.

17. If you already have a Trend Micro Account, click Sign in now. The windows to Sign Into
Your Trend Micro Account appears.

Sign Into Your Trend Micro Account

Figure 14. Sign Into Your Trend Micro Account

18. Enter the email address and password you used to create your Trend Micro Account,
then click Next.

19. If you have not previously installed Password Manager, a window appears for you to
Select Your Version.

17
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Select Your Version
If you have purchased the Premium version for Password Manager, provide the Activation Code

below.

(®) Use the free version @)

Provide your Premium version Activation Code: (D

Figure 15. Select Your Version

20. Select Use the Free Version or Provide your Premium version Activation Code and click
Next. A screen appears for you to Protect Your Passwords.

@ - X

o

Protect Your Passwords

You are signed into your Tren

Figure 16. Protect Your Passwords

21. Click Next. A screen appears for you to Create Your Master Password.

@ - X

Create Your Master Password

que and unf

the o

Create

Figure 17. Create your Master Password

22. Enter your preferred Master Password, then Confirm Password and click Create. A
screen appears to Install the Password Manager Browser Extension.

M
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Dy clicking Get Browser Btension

Get Browser Extension

[ i

Figure 18. Install the Password Manager Browser Extension

23. Click Get Browser Extensions to install the extension in your default web browser.

24. Your browser closes, installs the extension, and reboots. You're then prompted to

enable the extension.

v1.0

Note: This pertains to your default browser. You need to launch your other web
browsers (e.g., Firefox or Chrome) to install the extension for them.

- o x
22)|BE nttps://www.microsoft.com en-us/uelcomeiel 1/ - @] search. FERC R C)

[ ama G

Welcome to the web

You should try

The newest browser f
Windows 10

Dot |

who brought

The ‘Password Manager ToolBar add-on from Trend Micro, Inc." is ready
- builds on the |

| foruse

Figure 19. Enable Extension

25. In Internet Explorer, click the Enable button at the bottom to enable the extension. (To

enable the extension in other browsers, go to their respective Settings.)

26. Congratulations! Trend Micro™ Password Manager is successfully installed in your

browser and you may begin using it.

¢®) TREND
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S

Password Manager

Figure 20. Password Manager Browser Extension

Getting Started with the Edition Bundled with Trend Micro
Maximum Security

Users of Trend Micro Internet Security are invited to try a Free or Paid version of Trend
Micro™ Password Manager from within the Trend Micro Security Console.

Users of Trend Micro Maximum Security get a 1-year subscription of Password Manager
automatically bundled and installed with their purchase of Trend Micro Security 2019.

Access to both editions is provided from an icon in the Data screen of the Trend Micro
Security Console.

To enable the Bundled Version of Password Manager in Trend Micro Maximum Security:

Note: The instructions below assume you registered Trend Micro Security when you
installed it and that you’ve created a Trend Micro Account and the program is
logged into it. The instructions below also assume that you’ve changed your
default Windows 10 browser from Edge to Internet Explorer, Chrome, or Firefox—
the browsers supported by the standard edition of Password Manager.

1. Open the Trend Micro Security Console by double-clicking its icon on the Desktop, or by
selecting Open the Main Console in the System Tray. The Main Console appears.

) Maximumsecurity Dirtiac: @~ @~ | =%
& (S 130
Device Privacy Data Family
SCAN v
& o
V) Pr
T) Protect Another Device

Figure 21. Trend Micro Security Console

2. Click the Data icon. The Data screen appears.

20
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TRENDMICRO o
’ : | Feedback (v @+ = X
%) MaximumSecurity @ v- @
< | Data
= FolderShield on e
@ Prevents ransomware from taking your files hostage by adding
extra security to selected folders,
Secure Erase on -
m Erase sensitive files so that nobody can recover them.
. Password Manager =
Easily sign into websites without having to remember multiple
passwords, Works across multiple devices,
Cloud Storage Scanner
Open

p— Scan your cloud storage file to keep them safe,

Vault off Configure
[( Use a password- protected folder to prevent others from seeing
your sensitve files.

Figure 22. Data > Password Manager > Open

3. Click Open in the Password Manager panel. The Password Manager Introduction
screen appears.

Password Manager D |- x

Introduction
Q

%) 1mene ox

Figure 23. Password Manager Introduction

4. You may check “Do not show this introduction again” if you choose. Click OK to close
the introduction. A window appears, suggesting you can “Secure Your Passwords and
Enjoy Peace of Mind.”

(D Fassword Vanager

Figure 24. Secure Your Passwords and Enjoy Peace of Mind

5. Click Start Now. A window appears for you to Create Your Master Password.
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8.

Figure 25. Create Your Master Password

Type in a mixture of at least 8 different letters, numbers, or symbols and try not to use
common words that are easy to guess; then provide yourself with a master password
hint and click Create. A window appears for you to Install the Password Manager
Browser Extension in your default browser.

(‘) P’;gmrd Manager .

3y ene
Figure 26. Get Browser Extension

Click Get Browser Extension. Your default browser loads and downloads the Password
Manager extension. When the extension is ready for use, a popup appears letting you
enable the extension. The example below shows the popup for Internet Explorer.

- 8
T p————— - o s o-
© pemarmericrcom B s Exors Wkome < |G

£
Welcome to the web & Internet Explorer

You should try Microsoft Edge
The nex Mi

[ —— Chosmadg e | Detenstie |

Figure 27. Choose Add-ons Popup

Click Choose add-ons. A popup appears for you to enable the add-on.
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Choose Add-ons X

Choose the add-ons you would like to enable

Add-ons provide edra functionality to Intemet Explorer, but
can also increase the time it takes to browse. You can also
enable or disable add-ons in the Manage Add-ons dialog.

Password Manager ToolBar
Trend Micro, Inc. Enable

Trend Micro Security Toolbar
Trend Micro, Inc. Enable

Enable All Done

Figure 28. Choose Add-ons

9. Click Enable to enable Password Manager Toolbar, or Enable All, then Done to include
Trend Micro Security Toolbar.

[« IR r—— CEr T perrr—"r—
(@) Tenivics Too ~

¥ <

Password Manager Installation Complete

Waster

£k the Password Manager icon in your browser to start using Password

Figure 29. Installation Complete

10. Back in the Trend Micro Password Manager tab of your browser, click the Password
Manager icon to open the Login screen and enter your Master Password. The Password
Manager extension opens.

23
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T Installation Complete
D=

Click the Password Manager icon in your browser 1o start using Password
M;

Figure 30. Password Manager Open

11. Note that you can scan the QR Code from your mobile device to download and install
Password Manager on it.

12. To use another browser with Password Manager, simply load the browser. Password
Manager will prompt you to install the extension for that browser.

(') !”as“sﬁ::rd Manager X

Figure 31. Password Manager Google Chrome Extension

13. Click Get Extension. The Install Extension screen appears; in this example, for Chrome.

c . )

() Password Manager

Password Manager Extension for Chrome

G Install Extension

Q= o

) Pumswordutnisee

Figure 32. Install Extension

14. Click Install Extension, then Add extension in the popup that ensues.
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Add “Trend Micro Password
Manager'? \
.

Al

Figure 33. Add Extension

15. You’re now ready to start using Password Manager! Just sign into any website, and
Password Manager will save your password, so you never need to type it again.

Getting Started with Trend Micro Security for Microsoft
Edge, Using a Seat of Your Trend Micro Maximum Security
Subscription

The browser extension Trend Microsoft Security for Microsoft Edge provides Web Threat
Protection, Ad Blocking, as well as Password Manager for Microsoft Edge users. Trend Micro
Security for Microsoft Edge is installed from the Microsoft Store. A special edition is available
through Best Buy.

You first need to purchase Trend Micro Maximum Security and activate an Activation Code,
using a seat in your 5 or 10 seat subscription, to enable Password Manager in Trend Micro
Security for Microsoft Edge.

Activate the Trend Micro Maximum Security Activation Code to
Install Trend Micro Security for Microsoft Edge
To Activate Your Code for Trend Micro Security for Microsoft Edge:

1. Locate your Activation Code in your purchase email or in your retail box for Trend Micro
Maximum Security. As a reminder, this is a 20-character alphanumeric string shown as
five hyphenated sets of four characters each, as shown: XXXX-XXXX-XXXX-XXXX-XXXX.
You used this Activation Code when you installed and registered Trend Micro Maximum
Security in your Trend Micro Account. You'll use it now to register Trend Micro Security
for Microsoft Edge.

2. Click https://mobilesecurity.trendmicro.com/utility/activation/enter_ak to go to the
Product Activation portal.
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@ BﬁéductAchx.rahom

Enter Activation Code

@ 1 have read and agree to theTrend Micro License
Agresmen

Next

Figure 34. Product Activation Portal

Enter your Activation Code in the portal, check I have read and agree to the Trend
Micro License Agreement, and click Next. The Sign In page appears.

,J ﬁéductActwahon

00O

Signin

with your Trend Micro Account

Figure 35. Sign In with your Trend Micro Account

The Product Activation portal automatically inputs the username (email address) you
used when you activated this code for your subscription to Trend Micro Maximum
Security. To complete the Trend Micro Security for Microsoft Edge activation, enter your
password and click Next.

’J P}oductA(timTiom

Install and Activate

Figure 36. Install and Activate

The Product Activation portal shows the Install and Activate screen, with a QR Code
you can use for Trend Micro Mobile Security activations. Just close this screen. You may
now Install and Activate Trend Micro Security for Microsoft Edge.

M
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Install Trend Micro Security for Microsoft Edge
To install Trend Micro Security for Microsoft Edge:

1. Click the Microsoft Store icon in the Windows Toolbar. The Microsoft Store displays.

Figure 37. Microsoft Store Icon

TV Books  Edge Extensions

Extensions for Microsoft Edge

ser. Get these handy extensions specially designed for Microsoft
Edge.

Newest showai 10

- 0.

>
QR Code for Nano Adblocker
Microsoft Edge

099 Free

08

Norton Safe Web Trend Micro Security

Keypton
Authenticator

Free free Freo Free Fro Free Froe”

Figure 38. Microsoft Store

2. Select Edge Extensions in the main menu bar at the top. A list of extensions available for

Microsoft Edge displays.

3. Browse to locate Trend Micro Security or do a search for it in the Search field. When
you see the Trend Micro Security icon in the listings, click it to open the install page.
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€ Home Apps Games Devies Movies&TV Books  Edgexensions Oseach Rt

Smom TREND MICRO™

& Security ‘ for Microsoft Edge

Trend Micro Security fre

Trend ikro .+ Secarty » PC Protecion I

KEEERE & Share

Add to cart
Trend Micro Securty for Microsoft Edge makes browsing safer and more
‘enjoyable. Our innovative cloud based security provides an extra layer of e
advanced protection against modem web threats such as phishing, banking O\t
More + Offrs in-app purchases.
This & an extension for Mcrosoft Ege

Overview  System Requicements  Reviews

Figure 39. Trend Micro Security for Microsoft Edge

Click Get to begin the installation. Trend Micro Security for Microsoft Edge downloads
and installs on your computer.

& Home Apps Games Devices Movies& TV Books Edge Extensions Psearch & -

Smon TREND MICRO™

& Security @or Microsoft Edge

© i ———

Trend Micro Security + Ot s s

iz n exteracn for Microscht Edge
Trend Micro Inc. + Security > PC Protection e S e Mo

& Share < Wish list

ERAEK

Trend Micro Security for Microsoft Edge makes browsing safer and more
enjoyable. Our innovative cloud based security provides an extra layer of
advanced protection against modern web threats such as phishing, banking
More

ﬂ EVERYONE
EsTe

Figure 40. Installation Complete
When the installation is complete, click Launch.

Microsoft Edge launches and a popup to enable the Trend Micro Security extension
appears in the upper right-hand corner of the browser.
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= Loe

a Trend Micro Security just got added and it
can...
& Read and change content on websites you
visit
®  See the websites you visit
* Store personal browsing data on your device
More

D Allow for InPrivate browsing

Figure 41. Microsoft Edge Extension Permission

7. Check Allow for InPrivate browsing if you wish and click Turn it on. A Start Your
Protection screen appears in the browser.

& Security

Start Your Protection

Click the icon in the top right comer of this window 1o stant using Trend Micro Security
and enjoy the:

Figure 42. Start Your Protection

8. Click the Trend Micro Security icon in the upper right-hand corner of Microsoft Edge. A
Privacy & Personal Data Collection Disclosure appears.

* ¥ L B ®

e McRD

& Security

Privacy & Personal Data Collection
Disclosure

Certain features availabie in Trend Micro products .~
collect and send feedback regarding product

usage and detection information to Trend Miero.

Some of this data is considered personal in certain
jurisdiciions and under certain regulations. If you

0 not want Trend Micro o collect personal data,

you must ensure that you disable the related

features

The following link outlines the types of data that
Trend Micro Security collects and provides
detailed instructions on how to disable the specific
features that foedback the information

Data Collection Notice:

Figure 43. Privacy & Personal Data Collection Disclosure

9. Read the Privacy & Personal Data Collection Disclosure. If you agree to it, click
Continue. A Welcome screen appears.
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= TREND RO

| & security

Welcome to Trend Micro Security

The Trend Micro Security extension for Microsoft Edge
helps protect you from web threats and improves your
online browsing experience.

By using this extension, you accept the following ferms
of the Trend Micro License Agreement

Accept and Start

Figure 44. Welcome to Trend Micro Security

10. Click Accept and Start. A Sign In / Start Free Trial screen appears.

* k= L B ¥

= TrEnD RO

& security

Welcome to Trend Micro Security

Sign In

Start Free Trial

Figure 45. Sign In

v1.0

11. Click Sign In. A Sign In screen appears for you to sign into your Trend Micro Account.

. -
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* | = LB §

= TrEND MCRO)

& Security

£ Trend Micro Account
Sign into Your Trend Micro Account

Email address

Forgot your password?

%) TREND

Figure 46. Sign Into Your Trend Micro Account

Enter the email address and password you used to install and register your Trend Micro
Maximum Security subscription and click Sign In. A screen appears for you to transfer a
seat from your available subscriptions to this computer.

12.

X

OE LB g -

= 1RO

& Security

Use Available Subscription

A subscription is available in your Trend Micro Account
Do you want to use it for this device?

Cancel Next

Figure 47. Use Available Subscription
13. Click Next. A screen appears for you to transfer a seat of the license to this device.
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f ok LB g

= reEnD RO

& Security

Tap the license that you want to transfer to
this device:

Trend Micro Maximum Security
Serial Number

+ ' Notyet installed
" Expiration Date: 2019/12/6

Cancel

Figure 48. Not Yet Installed

14. Click Not yet Installed to transfer a seat of the license. A Confirm License Transfer

screen appears.

7 mmm tENpwcRg

. & Security

Confirm License Transfer

our purchased protection will be immediately activated
on this device. Do you want o continue?

Figure 49. Confirm License Transfer

v1.0

15. Click Yes to confirm the transfer. A seat of your Trend Micro Maximum Security license
is transferred and Trend Micro Security for Microsoft Edge is now fully activated on this

device, enabling Password Manager.

32

=—
om
o 2
olw)



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide v1.0

16.

17.

= X
% % L e g
B Seciriy @

E\ Web Threat Protection
=u Safe page

D Ad Block
w No ads blocked on this website

N Password Manager
No available passwords

Expires on 06/12/2019

Figure 50. Password Manager Activated

Now, when you first sign into an account and manually enter your username and
password, Password Manager will capture your credentials for that account using the

Trend Micro Security for Microsoft Edge extension.

B Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Sign-in options

= Microsoft
¢
Enter password

Passward

O keep me signed in
Foegot my password

Sign in with Windos

Figure 51. Hotmail Sign In Process

= TREND MACRD. x

& Security

Save the password and
automatically sign into this
website next time?

Not now | Never for this site

Subsequently, when you sign into your accounts, Password Manager will feed your
credentials into that account’s sign-in page.

o= LB

= TREND MICRO
Security X

Sign in with:

Figure 52. Password Manager Sign In Popup

18. When the Password manager popup appears, simply click Sign In to sign into your

account.
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Managing Passwords in TMS for Microsoft Edge

Once you add a number of passwords to Password Manager, you can manage them using
Password Manager in Trend Micro Security for Microsoft Edge. You'll first see that you have
multiple passwords available for a specific website right in the drop-down menu.

To manage your passwords using TMS for Microsoft Edge:

x

ELoE g o
@

- e McRo

| & Security

El Web Threat Protection
_:a Safe page

A Ad Block
ﬂ 14 ads blocked on this website

' Password Manager
3 available passwords

Expires on 26/07/2019

Figure 53. Available Passwords for Page

1. Click on Password Manager to see the total number of saved passwords.

* k= LB

m— e aecig

i e
& Security @i
(@)

< Password Manager

Total number of saved passwords:

195

Manage Passwords

Figure 54. Total Number of Saved Passwords

2. Click Manage Passwords to access the Password Manager Portal.
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R | © mevdvacro prswordh x |4 o x

O @ A tpsypwmirendmicacom * LB §

() Password Manager

The Only Password
You'll Ever Need

Manages website passwords and login IDs in G i
one secure location.

Get Password Manager for Free

Figure 55, Password Manager Portal

3. The first time you access the portal, you’re asked to Sign In to your Trend Micro
account. Click Sign In.

® a M whoo | © mondwacro rssmorss x [ v - o x

€ o @ s ipwmendmiaacomsgn x E L6 G

() Password Manager

Why Password Manager is Better Sign In
with your Trend Micro account
Always Available
Your passwords are available everywhere you are.

Cloud-Based Safety
'::- Your encrypted passwords are stored online - not on

the computer.
Rememb
Automatic Protection -
Sign In
ﬂ Locks your device if you ever need to step away in a S

hurry.

Figure 56. Sign In

4. Enter the username and password for your Trend Micro Account and click Sign In again.
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Password Manager
Provide Your Master Password
|
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Figure 57. Enter Your Master Password.

v1.0

5. Now provide your Master Password and click the Sign In (Lock) icon to sign into the

Management Console.

311

All Passwords *

9
@

W)

8 —

T —

s

unsafe passwords,

® a [ oo | © Trond Micro Password» % |4 v - o x
< O @ 105 W TENGMKIO.COM/ < IS assc o] * L e @
B Yoo D Wehoo Med ¥r B3 Facebosk % L2 M Community X ConTPM Jarvis (L) Con TPM Share v
(') Password Manager (o) Gettr @ o8
? / 5
l”awds Form Filling Secure Notes

Figure 58. Management Console

6. You can manage all your passwords using the Management Console. See the
Management Console section in this product guide to learn how to use the features it

provides.
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Chapter 3: Using the Standard Password Manager

Browser Extension

v1.0

This chapter provides an overview of the Standard Trend Micro™ Password Manager
browser extension available for Internet Explorer, Google Chrome, and Mozilla Firefox.
Topics discussed in this chapter include:

Saving Account Credentials Using the Browser Extension
Management Console

Password Generator

Switching to Other Users

Folders

Sort

Search

New Password

Tools

Saving Account Sign-in Credentials Using the Browser
Extension

Trend Micro™ Password Manager’s web browser extension allows you to log in to Password
Manager and capture your online credentials for any account.

To begin using Password Manager in your browser:

1.

Launch your web browser and check for the Password Manager icon. Depending on the

browser you’re using, it may be located on the left or right-hand side of the browser

menu bar.

O n
i omet o = LI
Q

Password Manage

uld fly in the morning,and,n
berets | @

Figure 59. Password Manager

Click the Password Manager icon. The Password Manager popup window appears.
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3. Enter your Master Password in the field provided and click the Padlock icon to unlock
Password Manager.

4. Browse to a website (e.g., www.gmail.com) that requires login credentials; in this case,
Google/GMail.

Google

signin

Eogpeh Uried B+

Figure 60. Google / Gmalil

5. Enter your Gmail Address, click Next, enter your Password, and Sign In. Password

Manager captures the login credentials and a popup appears for you to save the
password.

Google S| [O Lo

Save the password and
automatcaly sign into this
website next tme?

- T

s32am

%20

O
@

Figure 61. Save the Password

6. Click Save Now. Once your password is saved, a link is added inside the plug-in (e.g.,
www.google.com).
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e 1M hitps://mail.google.com/mail

™ e
x ()
() Password Manager
All Passwords = a ©

J google

Figure 62. Account Saved

Moving forward, simply click the Password Manager icon in the browser, search or
scroll to find the desired password, and then click the link. This will redirect you to the
website you have chosen and Password Manager will automatically insert your
credentials. You then simply click the Sign In button to sign in.

Otherwise, simply go to the website and if Password Manager is unlocked, it will
automatically prompt if you want to sign in using the saved credentials. If you have
more than one account, you'll get a picklist to pick the right account.

- 8 x

G Geal -]
= @
) Fasstea ansoee x
Google Sgn nwin

Hi

o v (B

Figure 63. Sign In

If Password Manager is locked, it first prompts you to type in your Master Password;
then it automatically logs you in to the website.

10. Simply repeat the capture process for any accounts you wish to add.
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Management Console

Password Manager provides a Web Management Console for complete configuration and
management of Password Manager.

To Access the Management Console:

2.

40

() Password Manager
All Passwords ~ = Q ©
)

&

o
o)
9
Figure 64. Management Console (Bottom)

Click the Password Manager icon in your browser, and when the plug-in loads, click
Management Console at the bottom to open it. The Password Manager Web
Management Console opens.

(') Password Mar ager =

355\ 219

© 000 0]

Figure 65. Password Manager Web Management Console

The Management Console provides a view on all your passwords, showing which ones
are unsafe and should be edited in Password Doctor. For more details, go to Chapter 5:
Using the Password Manager Web Management Console.
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Password Generator

When you create a new online account you’re often tempted to use a familiar, easy-to-
remember password that you’ve previously used with multiple accounts. This weakens your
security, potentially exposing you to data theft, since once the familiar password is cracked
it’s a key to many of your online accounts. Trend Micro™ Password Manager’s Password
Generator helps you to generate and save strong custom passwords for each of your online
accounts, thus strengthening the security of all your personal online data.

To generate a strong Password:

1. Open your browser and click the Password Manager icon. The Password Manager
popup appears for you to enter your Master Password.

K heep msn.com/?ocid=iehp&pc=EUPP_
x () Trend Micro Toolbar +

x @

o

Password Manager

Provide your Master Password

Figure 66. Password Manager

2. Type in your Master Password and click the Unlock icon. The Password Manager
Accounts List appears.

41

J
= =]
-A
om
o 2
0T



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

42

4.

|| =
() Password Manager Rl
Al Passwords ~ = Qa ©

a accounls.google.com

Password
generator

| o—— =5

Figure 67. Password Generator

v1.0

Click the Password Generator icon. A popup appears, showing the Password Generator.

() Password Manager )

All Passvords ~ = Qa ©

a accounts.google.com

Password Generator

HASPJuy2 O
Show advanced options
i Copy Password |

[ o—— 56

Figure 68. Password Generator

Accept the password that has been generated, or click the Rotating Arrow for another
password, or click Show advanced options for other options.
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:J accounts.google.com

Password Generator
HA$PJuy2 V]

Length @
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Copy Password

[0 — 50

Figure 69. Password Generator > Other Options

5. Determine the password criteria you wish to fulfill, such as password length (8-20
characters) by entering the number of characters you want or by using the Length slider,
and whether you want to include capital letters, lower-case letters, numbers, and
symbols in your password.

6. When you’ve selected your criteria, click the Rotating Arrow and a strong password will
be generated. If you don’t like the password provided, click the Rotating Arrow again.

7. Once you have a password you like, click Copy Password, then Ctrl + C to copy it to the
clipboard. Just to be safe, you can also paste it in a text document, which you can delete
later; or you can copy it into a Secure Note in the Web Management Console (see
Secure Notes in Chapter 5).

8. When you register for your new online account, paste this password into the password
field; or use it to change your current account password to a stronger password.

9. Once you login to your online account with this password, pasting it from the
Clipboard, Password Manager will capture it for you and you can save it as a named
Password Manager account, as described in the previous section Saving Account
Credentials.

Switching to Other Users

Password Manager lets you lock Password Manager and sign out of your Trend Micro
account, so other users using the same computer can sign into their account and use
Password Manager with their own passwords.

To lock Password Manager and sign out of your Trend Micro Account:
1. Youshould already be logged into Password Manager to test this option.

2. Click the Password Manager icon in your browser to open the Password Manager plug-
in.

9, TREND. @
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() Password Manager s )

Al Passwords ~ = a ©

g accounts.google.com

Locks Password Manager and stops automatic
sign in until you provide your Master Password
(® Management Consoe  fw) @

Figure 70. Lock Icon

3. Click the Lock icon in the lower right-hand corner. Password Manager locks and
presents you with the Master Password screen.

e G https://accounts.google.com/Servicelogin?hl
% (8) Trend Micro Toolbar ~

x20)

®®

Password Manager

Provide your Master Password
Master Password

Password Hint:

Forgot your Master Password?

Figure 71. Lock Password Manager

4. Click the User icon in the top right-hand corner of the plug-in window and select Sign
Out. The Trend Micro Start Now window appears.
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(') ﬁvsys‘v;ord Manager

Figure 72. Secure Your Passwords and Enjoy Peace of Mind

5. Click Start Now. A window appears over this one for you to Sign Into Your Trend Micro
Account.

Sign Into Your Trend Micro Account

-

Figure 73. Sign Into Your Trend Micro Account

6. If the user already has a Trend Micro Account for Password Manager, provide the Email
Address and Password and click Next; then type in the Master Password to complete
signing into Password Manager with another account.

7. If the user does not yet have a Trend Micro Account, click Create an account. The
Account Creation window appears.
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Create a Trend Micro Account

s

[ Receive the latest news and offers from Trend Micro
Already have a Trend Micro Account? Sign in now

Figure 74. Create a Trend Micro Account

8. Fillin the required fields. By default, Receive the latest news and offers from Trend
Micro is checked and you may opt to uncheck this.

9. Click Next and provide the necessary details in the succeeding windows to complete
account creation. As explained previously, the alternate user will then create their own
Master Password and sign into their account.

Folders

The Password Manager browser plug-in provides a Folder feature to help organize your
accounts. Your list of Folders can be anything you like; e.g., Email Accounts, Banks, etc.

To add an account to a Folder:

1. Click the Password Manager icon in your browser to open it, then click the Search icon
to search for an account you wish to add to a Folder; for example, Wells Fargo.

() Password Manager
Q wells Cancel
a wellsfargo

View Details

Rename

Edit Details

Delete

Figure 75. Edit Details

2. Click the Edit icon on the right in the account panel and choose Edit Details. The Edit
Details screen appears.
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Figure 76. Folder Dropdown

3. Click the Folder drop-down menu and select Create a New Folder. A window appears
for you to name the folder.

Create a New Folder

Figure 77. Create a New Folder

4. Type the name of the Folder you wish to add (e.g., Banks) in the field provided, then
click OK.

_

~ u
wellsfargo

4]
............... a

Figure 78. Banks Folder

5.  Wells Fargo is now added to the Banks folder. Click the close X to close the popup
window.
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6. Backin the browser plug-in, choose Banks to filter your list by accounts in that folder.

| () Password Manager
All Passwords = Q [+]

All Passwords 251
T
™ Email Accounts 12

Trend Micro 84
'

0000 (

Figure 79. Banks

Sort

You can sort your accounts to speed access. Recently Used brings those accounts to the top;
and Name sorts your accounts alphabetically.

To sort your accounts:

1 (') Password Manager
Al Passwords ~ = a @

Recently Used

+ Name

00006 QCn

Figure 80. Sort

1. Select the Sort icon and choose between Recently Used or Name sort. Your accounts
are sorted accordingly.

) TREND



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide v1.0

Search

You can do a search in the Password Manager plug-in to find a particular account and then
signin.

To search for a specific account:

() Password Manager

All Passwords ~ = El o

(® Management Consoke &%) @

Ieemunmu

Figure 81. Search

1. Click the Search icon, then type some characters of the name of the account you’re
looking for; e.g., “wells” for Wells Fargo.”

() Password Manager
Q wells Cancel
g wellsiargo.com

Figure 82. Account

2. When the account appears, click the panel for the account. Password Manager
automatically loads the page and signs you into the account. In some cases, you may
need to click the Sign On / Login button on the webpage.
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Manually Add a New Password

50

You can manually add a new account in Password Manager. Though this is not the
recommended method, since Password Manager automatically captures your account ID
and passwords when you first sign into an account, manually adding accounts may be
preferable for certain sign in pages. This example is for your practice.

To manually add a new account:

1. Inyour browser, navigate to a login webpage you wish to add; e.g., your Microsoft email
account at hotmail.com. The login webpage loads.

BB Microsoft
Sign in

Email, phone, or Skype

No account? Create onel!

Forgot username

Figure 83. Microsoft Sign in page

2. Inthe Password Manager plug-in, click the Plus (+) button.

() Password Manager

All Passwords ~ = Q

Innmﬁwww

(® Management Consoe  ax) @

Figure 84. Add Account

3. This loads an Account Details Add popup window, letting you add an account.
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@ Test Hotmail

loginlive comilagin s 7wa=wsignin1, 08rpsmy=138ct=15511286

Figure 85. Account Details

4. Give the account a name, type the account email address; e.g.,
firstname _lastname@hotmail.com, then your password, and click Save. Your account is
added to Password Manager.

i () Password Manager

j Test Holmail @

|

Figure 86. Test Hotmail Added

5. Click the Password Manager icon in your browser, then click the panel for the newly
added account; e.g., Test Hotmail. The page is loaded into your browser and you’re
automatically signed into your account.

6. Inthe future, just navigate to the account webpage and if you’re signed into Password
Manager, a popup appears over your browser.
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Figure 87. Auto-sign-in Popup

v1.0

7. Just click Sign In in the Password Manager popup. Password Manager automatically

signs you into your account.

Tools

The Trend Micro Password Manager plug-in provides Tools for a variety of tasks:

B2 https://wwwmicrosoft.com/en-us/welcomeie
% () Trend Micro Toolbar ~
x @
(') Password Manager

Get for Mobile

All Passwords ~
Import Passwords.

J login My Account

Settings
Q login.micry
Get Help

Q amazon Give Feedback

(® wmanagementcorsoe S (@)

Figure 88. Tools
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Get for Mobile

To get Password Manager for Mobile:

1. Click the Tools icon and select Get for Mobile. The Download page appears.

{ Download

Mobile Computer

Figure 89. Download Password Manager

2. Inthe Mobile panel, either scan the QR Code or click the relevant button to download
Password Manager for Mobile to the specific device. The iTunes Preview or Google Play
page appears.

3. Follow the instructions to download Password Manager for your mobile device.

4. Inthe Computer panel, you may also click the Windows or Mac button to download the
installer for those platforms directly to your computer.

5. Use a USB device to transfer the installer to the computer where you wish to install
Password Manager.
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Import Passwords from Your Browser

To import browser passwords into Password Manager:

1. Click the Tools icon and select Import Passwords. A Protect Now popup window
appears, showing the number of passwords saved in your browser(s).

- x

| (')F;gs's'v;ord Manager

e ¢ e
15 151 28
o v o

Figure 90. Protect Now

2. Click View All below the Password Count wheel to view the passwords stored in your
browser(s).

Passwords Found in IE

Figure 91. Passwords Found in IE

3. Scroll down the window to view the passwords, then click OK to close the window.

4. Uncheck “Keep a copy of my passwords in my browser” to remove the passwords once
the import is complete. Trend Micro recommends this. Passwords stored in your
browser open you up to theft of your account data.

5. Click Protect Now to import your passwords into Password Manager and to delete them
from your browser(s).
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My Account

To access your Trend Micro Account:

1. Select My Account in the Tools menu. The Trend Micro Account webpage appears.

% Account

SIGNINTO YOUR

TREND MICRO
ACCOUNT

Figure 92, Trend Micro Account

2. Signin to your account. Password Manager offers to save your password to
automatically sign in next time.

% Account ) Rtimea sy

Hi =1

pRODUCT accounT NOTIFICATIONS suPposT

B (1) Trend Micro Password Manager 2=
ot Encugh Passors? rr=—
s

Figure 93. Trend Micro Account > Password Manager

Click Save Now to save the password.

4. The status of your Password Manager edition is displayed in your Trend Micro Account.
Free users can upgrade. Paid users will see the days left and expiry date of their
subscription, as well as any other Trend Micro software the user subscribes to.

% Account

Hi =

PRODUCT ACCOUNT NOTIFICATIONS. SUPPORT

(%) Trend Micro Password Manager % =

Figure 94. Trend Micro Account > Password Manager Expiry

5. Click the Account, Notifications, and Support tabs to edit account details, Trend Micro
notifications for our newsletter and offers, and phone numbers for support.

A9, TREND *
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Settings
To change your Settings:

1. Click the Password Manager icon in your browser and select Tools > Settings. The
Settings window appears, with the Master Password tab selected by default.

Master Password

Figure 95. Master Password

2. Choose how often Password Manager should ask for your Master Password—when your
browser is inactive for X amount of time. Deselect the function if you wish Password
Manager to stay open indefinitely once you’ve signed in.

3. To change your Master Password, click Change Your Master Password. The Change
screen appears.

Change Your Master Password

After you change your Master Password, you need to manually update Password Manager everywhere
you have instalied it None of your saved data willbe lost.

Provide your current Master Passwerd to continue.

Please prowde this information.

Figure 96. Change Your Master Password

4. Enter your current Master Password and click OK.
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Create a New Master Password

Master Password

Piease provide this nformation
Confirm Master Password

Hint

Figure 97. Create a New Master Password

v1.0

5. Enter your new Master Password and confirm it, then provide yourself a hint and click

OK.

Master Password Changed

#

Figure 98. Master Password Changed
6. Your Master Password is Changed. Click OK to close the window.

7. See Settings in Chapter 5 for details on other settings.
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Get Help
1.
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B2 https://www.microsoft.com/en-us/welcomeie

x (B Trend Micro Toolbar +

Password Manager

Te0H0 WRD

Get for Mobile

Import Passwords

a login My Account
Settings
J login.micri
Get Help

g amazon Give Feedback

() Management consoe ) @

Figure 99. Get Help

0) Password Manager Support Menu ¥

Support Topics v Relaled Product Support v

L&

Frequently Asked Questions (FAQs) about Password Manager

IS article answers your questions about Password Manager.

Click any of the questions below

Wnat Is Password Manager And Its Key Features?
Is Password Manager Compatible With Windows 107

Is Password Manager Compatible With Microsoft Edge?

Wil The Free Version Expire?

How Much Does The Paid Version Cost And How Long Does The Subscription Last?

Wnat is The Difference Between The Free And Pald Version?

| Have A Paid Version. If | Do Not Renew, Will My Passwords And Secure Notes Be Deleted?
How Many Devices Can | Install Password Manager On?

Does Password Manager Support The 64-Bit Version Of interet Explorer? What Are The Password Manager Supported Browsers
(Desktop/Mobile)?

Does Password Manager Conflict With Other Antivirus Products? What Programs Do | Need To Remove Before Installing it?
Why Do | Have To Separately Download Password Manager in Google Chrome Web Store?

How Often Does Password Manager Sync?

Figure 100. Password Manager Support

Sign n your

Trend Micro Account

Search Q

3 |

1

O 00 00000O0CO0OCOO0

v1.0

Click the Help menu in the top right-hand corner of the Password Manager window,
then click Get Help.

This opens the Password Manager Support page, where you can read various Support
Topics, Related Product Support, view Video Guides, get answers to Frequently Asked
Question (FAQs) and even download this Product Guide.
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Give Feedback
To give feedback:

1. Select Give Feedback from the Tools menu. The Give Feedback window appears.

Trend Micro Password Manager
Share Your Thoughts

Email address*

click to see your

oK

Figure 101. Choose your feedback type

Trend Micro Password Manager

Share Your Thoughts

Figure 102. Enter Your Comments

2. Confirm your email address, choose your feedback type, enter your comments, and
check “Yes, Trend Micro may contact me” if you wish, then click OK. Your feedback is
sent to Trend Micro.
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Chapter 4: Using the Secure Browser

This chapter shows you how to use the Secure Browser—your hardened browser for online

financial transactions.

Note:
now replaced by the Pay Guard brows
alone edition of Password Manager.

When any edition of Trend Micro Security 2019 is installed, the Secure Browser is

er. These instructions pertain to the stand-

The Secure Browser

Password Manager provides a Secure Browser t
transactions conducted on financial websites.

To use Secure Browser:

hat provides greater security for all

1. Open your browser and enter the URL of a financial institution. For example, type
www.wellsfargo.com. A dialog appears, asking if you’d like to open this website in
Secure Browser.

B Googe Q) Trend Micro Password N | [ Wels Fargo - Personal & x \_} o--Ex
« C @ https//www.wellsfargo.com O =
snte, Coomersenice, Altecwent =1 (§) Password Manager
Personal Small Business Commercial
Safeguard Your Web Banking
jsername / Password Hels eep all your banking
<ot @?{ﬁmmn Gmnmﬂz\w x mm \ﬂ?ﬂ\mm % >
3ank wherever life takes you Eveinxlay Cliscidug
5 Go To Banking Made Easy
el e Il | o] * Suatimote, x
Figure 103. Open in Secure Browser
2. You have the option to click Not Now, or Never for this site. In this example, we click

Open in Secure Browser. The financial website opens in Secure Browser.
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() Trend Micro Password Manager

< >0 @ (S -]

SignUp Customer Service ATMs/Locations Espafiol

WELLS
FARGO - -
Personal Small Business Commercial Financial Education  About Wells

Banking  Loansand Credt Insurance Investing and Retirement  Wealth Management

fi View Your Accounts

Username 3 - ' -
[— S . Actnowto geta

= \ Fow student loan

Username / Password Hels . . No payments while in school

Apply Now

} college Fraud Information Home Lending D Banking Made Easy Retirement Borrowing and Q
< Center EED Credt

ﬁ Bank wherever life takes you Evecyday Checking
€ Open a new checking

Whether vou're choosina a checkina account. banking on the go. or

Figure 104. Sign On from Secure Browser

3. Login to your financial account with your username and password. Your account page
appears, along with a Password Manager dialog that allows you save your password.

(@ Trend Micr Password Manager

< >0 ® mx ©@ @
Sign Off Home | Locations Contact Us | & Online Securi (T
WELLS ?) TNk e
FARGO () Password Manager X
Wells Fargo Online®
Accounts || Bill Pay | Transfers || Brc Account Services | Messages 8 Alerts @ | pra  S@ve the password and

automatically sign into this
website next time?

Last Sign On: July 22, 2015
j s B ~~

Communications Summary Cash Accounts
Account Available Balance | Related Activities

Account Summary ount Actv Map atement

Messages & Alerts: 12 new messages
since you last visited your inbox.

| » Learn More
Featured for You

IWantTo... Estate planning? Get our ree guides o help you Downicad 2
prepare
Pay a bill it Bill Pay o oidret
i ) Buying a home? Take the first step. on ! .
z Get complimentary mutual funds investing guidance. o * Find Out More

See vour special offers and all our other products and services

Figure 105. Do you want to save your password?

4. Click Save Now to save your financial credentials in Password Manager, then log out of
your account.

5. For testing purposes, close Secure Browser and launch your normal browser again.

6. Type the financial URL again in the search field. The Password Manager dialog appears
over the webpage.
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~ @] =

() Password Manager

All Passwords ~ = Q [+]
¢ accounls.google.com
a wellsfargo.com

Figure 106. Password Manager with Financial Account

7. Click the financial account button in the dialog to sign in to your financial account.
Password Manager automatically switches to Secure Browser and logs you into your

account.

@) Trend Micro Password Manager
< >0 @ Sl

Sign Off | Home | Locations | Contact Us | @ Online Security Guarantee Procus
FARGO
Wells Fargo Online®

Accounts| Bill Pay | Transfers | Brokerage | Account Services | Messages & Alerts 59 | Products & Offers <
Account Summary ty Money Map | Statements & Docu

Last Sign On: July 23,2015

Account Summary Borrow $10,000 for as litle as $228 per month with a Personal Loan. Le:
Communications Summary Cash Accounts

Hable Bal
SN AN 2 e aeH Account Available Balance Related Activities

since you last visited your inbox

= rowar

" > Leam More

Featured for You

Estate planning? Get our free guides to help you
prepare.

Buying a home? Take the first step

an
» Find Out More

Get complimentary mutual funds investing guidance.
‘See your special offers and all our other products and services

AT P
Figure 107. Banking Account Page in Secure Workspace

8. You may now safely conduct your financial transactions knowing they are completely
secure.
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Chapter 5: Using the Password Manager Web
Management Console

v1.0

Trend Micro™ Password Manager Web Management Console helps you manage all your

credentials and settings. It allows you to access and manage your Password Manager
passwords from any computer, even if Password Manager is not installed on it. Topics

discussed in this chapter include:

e Signing in to the Password Manager Web Management Console
e Creating Folders

e  Editing Passwords

e  Password Doctor

e  Creating a Profile to Auto-Fill Online Forms
e  Creating Secure Notes

e  Editing Settings

e Downloading for Other Devices

e Give Feedback

e Get Help

e  Signing Out of Your Trend Micro Account
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Signing in to the Password Manager Web Management
Console

You have two options for signing into the Web Management Console:

1. If you’re on a public computer where the Password Manager extension is not installed,
you can sign into the Web Management Console directly from your browser.

2. Ifyou’re on a private computer where the Password Manager extension is installed, you
can access the Web Management Consoler directly from the popup.

OPTION 1: To Sign In From the Browser on a Public PC

1. Launch the web browser installed on the PC (e.g., Internet Explorer, Firefox, or Google
Chrome), type pwm.trendmicro.com and hit Enter. The Password Manager Web
Management Console appears.

() Password Manager =

The Only Password
You'll Ever Need *

Manages website passwords and login
IDs in one secure location.

oo @ - .

.

Figure 108. Password Manager Web Page

2. Click the Sign In button located in the upper-right corner of the page. The Sign In page
appears.

() Password Manager

Why Password Manager is Better Signln

with your Trend Micro account
= D Always Available
)

Y Cloud-Based Safety

[ieepmaoraien ]

E Automatic Protection

Figure 109. Sign In with Your Trend Micro Account

3. Type your Trend Micro Account username and password and click Sign In. Password
Manager presents the Master Password unlock page.

M
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TRENO MCRO

o

Provide Your Master Password

[©]

Figure 110. Provide Your Master Password

4. Enter your Master Password and click Unlock (the Padlock Icon). The Password Manag
Web Management Console opens.

(') Password Manager Lguamnen | B D @

-k

Figure 111. Password Manager Web Management Console
OPTION 2: To Sign In Using the Password Manager Extension:

1. Click the Password Manager icon in your browser. If you're not signed into your Trend
Micro Account, the Password Manager popup will indicate “Unable to Help with Your
Passwords” and provide a link to Sign In Now.

er
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% G

() Password Manager @ |

Unable to Help with Your ‘
Passwords
Trend Micro cannot help you save ‘
passwords and automatically sign into
websites until you take a moment to sign !
into your Trend Micro Account.

—Signin Now

J

Figure 112. Sign In Now

2. Click Sign In Now. A window appears for you to Sign Into Your Trend Micro Account.

ount X

Figure 113. Sign Into Your Trend Micro Account

3. Enter the email address and password you used to create your Trend Micro Account,
and click Next. A window appears for you to Open Password Manager.
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‘ (') Fga‘sgveord Manager

+ 9.

|
|
i 3 meve

Figure 114. Open Password Manager

4. Since you’re now signed into your Trend Micro Account, you have two options:

Option A:

v1.0

5. Click Open Password Manager in the window displayed above. A webpage opens for

you to sign into Password Manager with your Master Password.

Password Manager

Provide your Master Password

Master Password

Figure 115. Web Sign-in Page

6. Enter your Master Password and click the Unlock icon. This signs you into the Web

Management Console.
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(‘) Password Manager lyuamnen | @ O B

)6 © O |

Figure 116. Web Management Console
Option B:

7. Click the Password Manager Extension icon in your browser. The Password Manager
Extension Popup appears.

i O
|

i o ™

“

Password Manager

Provide your Master Password

[
Figure 117. Popup to Provide Your Master Password

8. Enter your Master Password in the Extension popup and click the Unlock icon. This signs
you into the Password Manager Extension.
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aaaaaaaa

CeOOeew

® wanagementConsole B (@)

| |

Figure 118. Management Console Link

9. Click the Management Console link in the popup menu. The Web Management Console
appears.

(‘) Password Manager lyuamnen | @ O B

) @ © @ |

Figure 119. Web Management Console

Note: Once you've signed into Password Manager with your Master Password, either
directly from its webpage or the popup, you have instant access to the Web
Management Console via the Single Sign-On Management Console link in the
popup.

10. The Management Console provides direct Web access to manage all your online
accounts login credentials. The page includes a Password Strength Indicator, a Form
Filler, Secure Notes, and general Settings.

11. The Password Strength Indicator indicates the percentage of your passwords that are
considered unsafe, along with the exact number of passwords involved.
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Creating Folders

The Password Manager Web Management Portal lets you create folders to help organize
your passwords.

To create a Folder:

() Password Manage

Figure 120. All Passwords > Organize Folders

1. Select Organize Folders in the All Passwords drop-down menu. A window appears for
you to Create a New Folder.

Organize Folders

@ crese s racer

Figure 121. Organize Folders > Create a New Folder

2. Click the Plus (+) icon to Create a New Folder. A window appears for you to give the
folder a name.

Organize Folders

@ croseaow Folger

Figure 122. New Folder: Email Accounts

3. Type the name of the new folder; e.g., “Email Accounts”; then click the X button to close
the Organize Folders window. This returns you to the main page.

4. Click an account you wish to add to the new folder. The account screen appears.
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yahoo.com

I =

............... o]

Figure 123. Folder > Email Accounts

v1.0

5. Inthe Folder drop-down menu, select the folder where you'll place the account, e.g.,

“Email Accounts”; then click the X button to close the account window.

() Password Manages By

Figure 124. All Passwords > Email Accounts
6. Select Email Accounts from the All Passwords drop-down menu.

() Password Manager B

Figure 125. Email Accounts

7. Password Manager shows only the accounts that have been added to the folder.

8. Repeat the process for additional accounts you wish to add to the folder, or to create

new folders.
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Editing Passwords

Password Manager lets you edit your passwords using both automatic and manual methods.
Since you first have to change your password in your online account before it’s changed in
Password Manager, Trend Micro recommends that you generally use the automatic method
to edit your passwords, because Password Manager responds to the change in your online

account.
To automatically edit a Password:

1. Using Password Manager Web Management Portal, sign in to the chosen online
account.

2. Using the password editor of the online account, modify the password.

3. Sign out of the online account, then sign-in again manually with the new credentials.
This updates the password within the Password Manager for the specific online account.

Q

s
() Paceword Manager X

Password Updated

Keep me signed in

Figure 126. Password Updated

4. Test the changed password by signing out and then using Password Manager to sign
back into the account.

To manually edit a Password:

Warning: Manually editing a Password Manager password without first changing it in the
actual online account will make it unusable for signing into your account. That
said, one reason you might want to manually edit a password beforehand would
be to allow Password Manager to examine the new password’s strength before
you actually change it in your online account.

1. If you wish to manually edit a password, click the account in the list that you want to
modify.
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Passwords Form Filing Secure Notes
N

g 0V
. - N
passwords unsafe password
B
Al Passwords ~ =Qa®
0 accounts goo testuserpwm@gmail com 84—
“ yahoo.com testuserpwm 84—
gnyancocam

Figure 127. Select Password for Editing
2. The edit page for that account appears.

yahoo.com

o

yahoo.com £
testuserpwm GJ
[passwors E— g
Open Website and Sign In

Figure 128. Edit Password
3. Change the value in the Password field to update your password. Click X [Exit].

4. Go to the website you wish, manually log in with the old password and change it to the
new one. Log out, then log in again using Password Manager.
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Password Doctor

Trend Micro Password Manager provides a Password Doctor to help you determine which of
your passwords are weak. It also helps you to change them.

To use Password Doctor:

() Password Manager

216

Figure 129. Open Password Doctor

1. Click Open Password Doctor below the icon for Unsafe Passwords. Password Doctor
opens, presenting two summary panels: Improve your weak passwords and Use
different passwords. After a few seconds, both panels open, listing the specific
passwords that need changing.

NOTE: Weak passwords don’t fit the criteria of having at least 8 characters and a mix of
letters, numbers, and symbols. Passwords used for more than one account trigger
the message to use different passwords.

{ Password Doctor

Figure 130. Passwords That Need Improvement

2. Scroll down to a password that needs changing, then click View Details. In this case,
Password Doctor shows the same password is being used for two different sites,
providing an easy key for a hacker to get into both accounts.
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{ Password Doctor

fed |

O -

Q) owioncom

o —
Q oo —

Figure 131. The Same Password Used for Two Accounts

v1.0

3. Click Improve Now to log you into the account, so you can change your password. The

log in page appears.

TvONCHD
(') Password Manager bt
Signiin win

Welcome back, please log in
(3

»

Single Sign On ResetPassword | Create Account

Boi Notes is nere!
= Create o take notes and share idess in
reaktime

Figure 132. Sign In to Account to Change Password

4. Click Sign In to sign into your account.

5. Onceyou're in your account, find the Settings page where you can change your

password, change it, then sign out.

6. Sign in again manually with the new password. Password Manager updates your

password for that account.
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Adding Personal Details to Auto-Fill Online Forms

Trend Micro™ Password Manager lets you add Personal Details to help you automatically fill
online Forms.

To add Personal Details:

1. Click the Form Filling icon in the Password Manager Web Management Portal. The
Personal Details Forms appear below the Form Filling title.

? L .

Passwords Form Filling Secure Notes

Figure 133. Form Filling

2. Click the Basic Information link to begin entering your personal details. A pop-up
window appears.

. O

Basic Information

Gender Male
Birthday 10 24
Company

Job title

Figure 134. Basic Information

3. Enter your Title, Name, Gender, Birthday, Company, and Job Title, then click X [Exit].

M
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4. Click the Phone and Email link to begin entering your details, a pop-up window appears.
Phone and Email :
i o,
Work phone
Mobile phone
Fax
Email address

Website

Figure 135. Phone and Email
5. Enter your various phone numbers, Fax, Email Address, and Website, then click X [Exit].

6. Click the Mailing Address link to begin entering your details, a pop-up window appears.

L. O

Mailing Address

Location United States

Figure 136. Mailing Address

7. Enter your Addresses, City/Town, State/Province, Zip/Postal Code, and country
Location, then click X [Exit].

8. Click the Credit Card link to begin entering your details. A pop-up window appears.
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Credit Card

Master

Figure 137. Credit Card

9. Enter your Credit Card Type, Name on card, Credit Card Number, Expiration Date, and
Security Code, then click X [Exit]. Password Manager automatically saves your entries.

() Password Manager %
|t —]

Figure 138. Settings Menu

10. Select Settings from the ID drop-down menu. The Settings screen appears.

Subscription Information  Master Password  Data  Exception List ~ Other

Other

Autome

Tum on Form Filling

Install the Password Manager browser extension Lo sign into websites autormalically

Feedback

Help make Password Manager better

Figure 139. Settings

11. In the Settings screen, select Other, check Turn on Form Filling, then click the Settings
back-arrow to exit the screen.

12. Test the auto fill function by signing up for a new online account.

M
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' PayPal

Enter your information secure @

Please fill in all fields

Email address

testuserpwm@gmail.com

Choose a password
Re-enter password

Firstname

Testuser

(') Click here to automatically fill in

Lastname
Pwm

Figure 140. Auto-Fill in PayPal

13. When you enter data into form fields corresponding to the data in your Profile, a drop-
down will appear saying, Click here to automatically fill in. Click the message to auto fill
the field with the data stored in your Profile.

Creating Secure Notes

Trend Micro™ Password Manager lets you store information securely in the form of Secure
Notes.

To create Secure Notes:

1. Loginto the Password Manager Web Management Portal and click the Secure Notes

icon.
¢ / &
Passwords Form Filling Secure Notes
N

Safequard Your Important Information

= o
Newrcts
Testing Secure Note

2nd Secure Note

e Note

Figure 141. Secure Notes
2. Click + Add to Create a New Note. The New Note page appears.
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Name your note

Type your important information here

=

Figure 142. Name Your Note

3. Inthe Name your note Title field, type the title of your Secure Note. Select the Type
your important information here... field and begin entering your notes.

4. Click the Done button to save the new note.

5. To delete Secure Notes, position your mouse over a Secure Note in the list of Secure
Notes and when the checkbox appears, check it for all notes you wish to delete. Once
you do, you can check the upper checkbox to select all notes.

() Password Manager

Figure 143. Delete Secure Notes

6. Click the Trashcan above the list to delete the Secure Note(s).
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Editing Settings
Trend Micro™ Password Manager provides a variety of settings to control how Password
Manager operates.

Subscription Information
To view and edit your Subscription Information:

(D Password Manager [oumuss | @ G
oons |
t L S
Passwords Form Filling Secur
~

Figure 144. Settings

1. Select Settings in the Password Manager Web Management Portal menu. The Master
Password page appears by default.

2. Click Subscription Information to view it.

v

{ Settings
Subscript

Subscription Information

Figure 145. Subscription Information

3. The Subscription Information section shows the Days Remaining in your subscription,
the Account Email Address, the date when the subscription Expires, and a Renew Now
button for you to purchase a renewal of your subscription. The Activation Code section
lets you enter a new activation code to renew your subscription. The Version provides
the current version number of Password Manager.
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Change Your Master Password
To change your Master Password:

{ Settings

Master Password

For your securty. you must provide your Master Password each time you open your browser

Figure 146. Master Password
1. Click the Master Password tab. The Master Password window appears.

2. Click the Change your Master Password button to modify the Master Password. A
dialog appears, asking you to Provide your current Master Password to Continue.

Change Your Master Password

After you change your Master Password, you need to manually update Password Manager everywhere
you have installed it. None of your saved data will be lost.

I Provide your current Master Password to continue. I

.
Cance

Figure 147. Change Your Master Password

3. Enter the current Master Password and click Ok. The page to Create a New Master
Password appears.

Create a New Master Password

Master Password

‘I]—‘s—a« ise at least 8 characters I

Confirm Master Password

Hint

Bl o
Figure 148. Create a New Master Password

4. Enter the new preferred Master Password, Confirm Master Password, provide a Hint to
help you to remember it when logging in, and click Ok. This resets the Master Password.
(NOTE: The password must be at least 8 characters).
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5. Increase your security by checking Ask for my Master Password when my browser is
inactive for [xx] minutes/hours. Use the drop-down menu to change the length of time
the browser is inactive before you’ll be asked to reenter your Master Password.

Data

Trend Micro™ Password Manager provides Data tools to automatically synchronize and back
up your data to the cloud, to export your credentials to a CSV file, import credentials from
another password manager (LastPass), and import passwords from your web browser.

To manage Data:

1. Select Settings in the Password Manager Web Management Portal menu, then click the

Data tab from the menu. The Data screen appears.

{ Settings

Data

Figure 149. Data
To export data from Password Manager:

1. First, Data lets you export your Password Manager data which includes passwords, sign-

in credentials, and secure notes to a CSV file. The CSV file is stored in a compressed ZIP
file when it’s exported.

{ Settings

Data

=3

Figure 150. Export

2. To begin the export, click the Export button. A popup appears for you to provide your
Master Password.
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| (' TRENDMICRO - X
Password Manager

o

Export Password Manager Data

Provide your Master Password to continue:

Figure 151. Provide Your Master Password

3. Typein your Master Password and hit Enter. An Export Password Manager Data popup
window appears.

| TREND MICRO - X
(') Password Manager

Export Password Manager Data

You can export all of your passwords, form filling data, and secure notes.

(® Backup for Password Manager use

K

A Use a mixtur

different letters, numbers, or symbols and try not to use common

Backup for your own use

Which backup should I choose?

Figure 152. Backup for Password Manager Use
4. You have two options to export your data:

e Backup for Password Manager Use. Use this backup when you have plans to import
the data back to Password Manager. This backup requires creating a password to
encrypt exported data.

e Backup for Your Own Use. The exported data for this backup cannot be imported
back to Password Manager. This backup is for your own use. Data is not encrypted
and is shown in plain text.

M
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5. For the first option, enter a password to encrypt the file. Use a mixture of at least 8
different letters, numbers, or symbols and try not to use common words that are easy
to guess; then click Next. A Browse For Folder dialog appears, so you can put the file
where you want it.

Browse For Folder X

Nexpresso ~
Old SafeSync Docs

OneNote Notebooks

Outlook Files

OxygenXMLEditor

Parkpoint Statements

Password Manager Export

PC Mover

Pro Tools

Folder: | Password Manager Export

Make New Folder Cancel

Figure 153. Browse For Folder

6. Navigate into the folder you wish, or click Make New Folder to create a new folder to
put your export in, e.g., “Password Manager Export,” then click OK.

7. Your data is exported and a page appears showing Export Complete.

| TREND MICRO - X
(') Password Manager

Export Complete

Your data is in the following file

File name: Passw

Manager_ForPwM,

Location: C:\Users\Mic|

I #%) TREND |
mmmmm

Figure 154. Export Complete
8. Click Done to complete the process.

9. For the second option, select Backup for your own use.

Caution: Encryption is not available for this type of backup, so please guard your exported
file.
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| (' TREND MICRO. - X
Password Manager

Export Password Manager Data

You can export all of your passwords, form filling data, and secure notes.

Backup for Password Manager use

@ Backup for your own use
) Caution: Encryption is not available for this type of backup, please guard your exported file

‘Which backup should I choose?

[ ) TREND

Figure 155. Export Password Manager Data

10. Click Next. A Browse For Folder dialog appears.

Browse For Folder X

Nexpresso ~
> || Old SafeSync Docs
> || OneNote Notebooks

Outlook Files
5 || OxygenXMLEditor

Parkpoint Statements

Password Manager Export

PC Mover

> Pro Tools

Folder: | Password Manager Export

Make New Folder Cancel

Figure 156. Browse For Folder

v1.0

11. Navigate to the folder where you wish to put the file, or click Make New Folder to
create a new one, and click OK. Your data is exported to a CSV file. You should guard

your exported file because it contains your unencrypted passwords.
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| EEOMICRD — x|
(’) Password Manager

@

Export Complete

Your data is in the following file

File name: Passwords.csv
File name: FormFilling.csv
File name: SecureNotes.csv

Location: C:\Users\Michael\Documents\Password Manager
Export\PasswordManager_ForUser_20160915102701

) Guard your exported file. It contains your unencrypted passwords.

Done

Figure 157. Export Complete

12. Click Done to complete the process.

To import data into Password Manager:

{ Settings
Subscription Information Master Password Data Exception List Other

Data

Export
You
protoct

Import

1f you have aiready saved passwords in another program, import

Imgort

Figure 158. Settings > Data

v1.0

1. Click the Data link in the menu tab, then click Import. A popup appears for you to enter

your Master Password.

87



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide v1.0

(, TRENOMICRO - X
Password Manager

o

Import Password Manager Data

Figure 159. Provide Your Master Password

2. Type in your Master Password and hit Enter. A page appears to Import Data into
Password Manager.

TREND MICRO - X
(') Password Manager

Import Data into Password Manager

Select from the follewing:

® Import from Password Manager

Import from LastPass

%) 1REND
Figure 160. Import Password Manager Data
3.  You have two options:
e Import from Password Manager
e Import from LastPass

4. For the first option, click Next. A window appears for you to choose your Password
Manager data file.
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| c' TREND MICRO
Password Manager

Import from Password Manager

Choose your Password Manager data file:

Select File

Need help creating a Password Manager data file?

Back

Figure 161. Choose Password Manager data file

5. Click Select File to navigate to the location where the exported Password Manager file is
stored.
. Open X
« ~ 4 || « Documents > Password Manager Export v @ | Search Passwerd Manager Ex.. P
Organize v New folder
0 This PC ~ "
I Desktop

|5 Documents

WM _20160515101001.pwm
& Downloads
D Music
&) Pictures
B video:
i 05(C) v < >
File name: | PasswordManager_ForPul_20160915101001.pwr ~ | | Custom Files

Figure 162. CSV File
6. Select the PWM file and click Open. The file is added to the Import window page.
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| (, TREND MICRO — X
)Password Manager

Import from Password Manager

Choose your Password Manager data file:

Select File

C\Users\Michael\Documents\Password Manager Export\PasswordManager_ForPwM_20160915101001 pwm

Need help creating a Password Manager data file?

e

Figure 163. PWM File Added

v1.0

7. Click Import Now button to begin the import process. A popup window appears, asking

you to Type the Password to Continue.

Type the Password to Continue

This file is encrypted, please provide the password:

Figure 164. Type the Password to Continue

8. Since the encrypted file is secured with a password, enter the password and click Next.
Your passwords are imported and an Import Complete window appears.
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| (' TRENDMICRO - X
Password Manager

Import Complete

Your files have been imported into Password Manager.

Figure 165. Import Complete

9. Click Done to complete the process.

To import data from LastPass:

NOTE: To complete this option, you must have previously exported your credentials from
LastPass to a CSV file and transferred it to the device where you’ll conduct the
import.

1. As before, in the Data tab, click Import, and enter your Master Password. The Import
Data into Password Manager windows appears. Select Import from LastPass.

7 () Bassword Manager -
Import Data into Password Manager
Select from the following

Import from Password Manager

® Import from LastPass

Figure 166. Import from LastPass

2. Click Next. The Import from LassPass window appears.
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| TREND MICRO - X
(') Password Manager

Import from LastPass

Choose your LastPass data file
Select File

Meed help creating a LastPass data file?

Back

Figure 167. Import from LastPass

3. Click Select File. A Folder Browser dialog appears.

Micicsat Exce Cormna Sepin

Figure 168. LastPass CSV File

4. Navigate the folder where you put your LastPass CSV file, select it and click Open. The

Import from LastPass > Import Now window appears.
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TREND MICRO - X
(') Password Manager

Import from LastPass
Choose your LastPass data file:

Select File  C:\Users\Michael\DocumentsLastPass Export\LastPass Export.csv

Need help creating a LastPass data file?

Import Now Back

Figure 169. Import from LastPass

v1.0

5. Click Import Now. Password Manager imports your LastPass CSV file and shows Import

Complete.
- X
(') S;";Z‘&?.Em Manager
Import Complete

Your files have been imported into Password Manager.

Done

Figure 170. Import Complete

6. Click Done to complete the process.
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Exception List

Password Manager allows you to add URLs to an Exception List, for two exceptions to its
normal behavior:

e  Website. If you do not want Password Manager to save passwords for a specific site,
add the site to the Password Exceptions list.

e Secure Browser Exceptions. If you do not want Password Manager to open a specific
website in the secure browser, add the site to the Secure Browser Exceptions list.

To add or edit the Exception List:

1. Select Settings > Exception List in the Password Manager Web Management Portal
menu. The Exceptions List page appears.

Subscription Information Master Password Data Exception List Other

Exception List

Password Exceptions
If you do not want Password Manager to save passwords for a specific website, add the site to the Password
Exceptions List

Website ©

Figure 171. Exception List

2. For the Password Exception list click + Add and a pop-up page Add Website appear.
Type in a website that you wish to exclude from password capturing, and click Ok.

X
Add Website

vw facebook. com

Figure 172. Add Website

3. For the Secure Browser Exceptions, open a web browser; go to a site that is recognized
by the Secure Browser. A prompt appears to let you choose if you want the site to Open
in Secure Browser or to add it to the exception list (Click Never for this site). You also
have the option to click Not Now.
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Bank of America — Bank. X |

arsonal Small Business Wealth

= --c1

s & Institut
Locations | ContactUs

Help | En espafiol

Credit Cards Loans Investments

%

e Banking e

ts « Pay bills anytime

|I b

—

Figure 173. Open in Secure Browser

List.

(') TRENDMICRO
How can we he

)

Password Manager

{¢}

Safeguard Your Web Banking

Use the Password Manager Secure
Browser to keep all your banking
transactions safe from anyone trying to

Open in Secure Browser

Notnow | Never for this site

To confirm site is added in Secure Browser Exception list, go to Settings > Exception
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Other

96

Trend Micro Password Manager has an Automatic Sign-In function that lets you always sign
into websites without asking. It also provides automatic Form Filling, as well as an option to
provide automatic Feedback to Trend Micro when logins fail because of complicated multi-
layer logins, so Trend Micro can update its login rules. No personal data is shared. You can
opt out of this feedback by changing the setting. Finally, you can Get Help installing the
Password Manager browser extension.

To modify Other settings:

1. Select Settings > Other in the Password Manager Web Management Portal menu, then
configure the settings.

Subscription Information ~ Master Password  Data  Exception List ~ Other

Other

Automatic Sign In

A Always sign into websites without asking

Turnon Form Filling

/] Fill in forms automatically on this device

Install the Password Manager browser extension to sign into websites automatically.
Get Help

Feedback
/| Help make Password Manager beter

Provide anonymous feedback about the features you use

Figure 174. Other

e Automatic Sign In. If it’s not enabled, check Always sign into websites without
asking to enable this feature.

e Turn on Form Filling. If it’s not enabled, check Form Filling to automatically fill in
forms on this device.

e Install the Password Manager browser extension to sign into websites
automatically. Click here to Get Help.

o  Feedback. If it's not checked, check Feedback to provide anonymous feedback
about the features you use.
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Downloading for Other Devices

You can download Password Manager for other devices.

() Password Manager @ @
o
o
? / Trend Micro Account
Passwords Form Filling Secur
~ ign O

Figure 175. Download for Other Devices

To download Password Manager for other devices:

1. Select the Identity dropdown menu and choose Download; or click Get for Mobile in
the main page. The Download page appears.

{ Download

== O

Mobile Computer

Figure 176. Download Password Manager

2.  From your iOS or Android device, use a QR Code scanner to scan the QR code shown, or
click the relevant download button to take you to the App Store or Google Play to
download Password Manager to your mobile device.

3.  From your Windows or Mac, click the relevant Windows or Mac button to download and
install Password Manager for your platform. You can also copy the installation file to a
USB stick for installing to another Windows or Mac.
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Give Feedback

Trend Micro provides an easy way for you to provide feedback to Trend Micro about
Password Manager.

() Password Manager (23 swrcan @ ®
? i a
Passwords Form Filling Secure Notes
~

Figure 177. Feedback Icon
To give feedback:

1. Click the Feedback icon at the top of the Password Manager Web Management Portal
page. A feedback form loads into your browser.

Trend Micro Password Manager
Share Your Thoughts

Email address:

Figure 178. Feedback Form

Choose your feedback type:*

Click to see your choices...

Click to see your choices...
Bug report

Suggestions for improvement
Compatibility issues

Ease of use

Product effectiveness

Figure 179. Feedback Type

Select your Feedback Type from the dropdown menu.

Enter your comments.

Check Yes, Trend Micro may contact me to give permission.

Click OK to send your feedback.

o v M w N

Trend Micro may not be able to respond to you personally, but we do review every
comment and consider your suggestions for future releases.
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Get Help
To get Help:
(') Password Manager [ ot | @ @
T P2 &
Passwords Form Filling Secure Notes
~

Figure 180. ? (Help)

1. If you need help, click the ? icon. The Password Manager Support page appears.

@) B

F Eﬁ&l

quently Asked Questions (FAQs) about Password Manager

This article answers your que

,J Password Manager Support

iestions about Password Manager.

Cack any of the questions below

Wnat Is Password Manager And Its Key Features?

Is Password Manager Compatible With Windows 107

15 Password Manager Compatible With Microsoft Edge?
WIll The Free Version Expire?

How Much Does The Paid Version Cost And How Long Does The Subscription Last?

0 00000

Wnat s The Ditterence Between The Free And Paid Version?

Figure 181. Password Manager Support

2. Scroll down and click the various down arrows to open a FAQ.

Signing Into Your Trend Micro Account

You can sign into your Trend Micro Account from the Password Manager ID Menu

To sign into your Trend Micro Account:

() Password Manager

?

~

252 @ 105"

-

Figure 182. Trend Micro Account ID Menu Item

1. Select Trend Micro Account from the ID Menu. The Trend Micro Account page appears
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& Account

SUNTOVOUR
TREND MICRO
ACCOUNT

e A’ -
Figure 183. Trend Micro Account

2. Enter your Email Address and Password for your Trend Micro Account and click Sign In.
your Trend Micro Account product list screen appears.

) Account

Hi =3

o —p—

B

s
I

;ﬁ i

£3 TeramanGobryater

S €3 TrerdiMao™ Gofieryaberr™

Glc

Figure 184. Trend Micro Account Product List

3. Here you can review and edit Products, your Account data, Notifications you receive
from Trend Micro, and access Support.

4. Inthe Products screen, scroll down to review the products you own and to manage
devices and instances where those products are installed.
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% Account

Hi (oo ]
PRODUCT ACCOUNT NOTIFICATIONS SUPPORT

E-mail address  Use this emsd address to sign in 2 your T

Password and 50 characters. Leters, numbrs, and the special symbols ~T(@#S%+/(*" =
Gurrent password:” New password: Confirm new passwore: *
Changs Passworg
Profile  Frstnama:* Lastname: *
Birthday.
Year v| |montn v| [Day v
Teleshone:
Address 1
Address 2
2P or postal code:
State or province:
Laostian
Upsate Profie
Merge Accounts It Moy san sasiy camting them and senvennty
L o gat siarted

Merge accounts using an email address and password >

Figure 185. Account

v1.0

5. Inthe Account screen, edit your E-mail address, Password, and Profile. You can also

Merge Accounts.
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’J Account

Hill | ==

PRODUCT ACCOUNT NOTIFICATIONS SUPPORT

Send me the following email updates to (change)

/] Trend Micra Newsletter

| Special offers, promotions, and surveys

Changing these settings will have no effect if you did not buy yaur subscripion Grectly from Trend Micro

) Ergish = LsgeiPrices d Pricy + Comtociis = Treedbcm com .?ﬂng._u?

Figure 186. Notifications

6. In the Notifications screen, you can change the email address where you receive the
Trend Micro Newsletter and special offers, promotions and surveys.

% Account

Hi EED

PRODUCT ACCOUNT NOTIFICATIONS SUPPORT

2, Need Help?

@ e« LoguPkcanaPrey © Conatts * Taaaccon 3 rene

Figure 187. Support

7. Inthe Support screen, click the Trend Micro Support link to be taken to Trend Micro
Support, where you can chat with a Support representative and receive other forms of
support.
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Signing Out of Your Trend Micro Account

You can sign out of your Password Manager Trend Micro Account directly from your any
submenu in the Web Management Portal (as well as from the browser plug-in).

To Sign Out of Your Password Manager Trend Micro Account:

1.

[ g.
=—
-A
om
»Z

Click the Account drop-down the menu and select Sign Out. This signs you out of the
account both in the Web Management Portal and in the Password Manager plug-in.

() Password Manager [hoswses ' @ @ @
? / Download
Passwords formFilling Secur
~ Posmor |

Figure 188. Sign Out

To use Password Manager again, you must sign in both in your Trend Micro Account
(using your account credentials) and in the Password Manager plug-in (using your
Master Password).
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Chapter 6: Using Trend Micro™ Password Manager
for Android
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This chapter discusses Password Manager for Android mobile devices. Though the example
uses an Android smartphone, tablet users can use the same instructions. Topics discussed in
this chapter include:

Download and Install Password Manager

Usage Options
Test Website

Adding Passwords with QuickStart

Adding New Passwords
Password Generator
Password Doctor
Managing Passwords
Secure Notes
Password Generator
Password Doctor
Chrome/App Assistant
Seamless Browsing
More Devices
Personal Details

Settings

<
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Download and Install Password Manager

When you download and install Password Manager for Android you can use Local Mode
without a Trend Micro account for free (for up to ten passwords and unlimited notes); Use
an Existing Account you created when you installed other instances of Password Manager,
either by itself or as part of a Trend Micro Maximum Security subscription; or you can Buy a
New Subscription to Password Manager and create a new Trend Micro account.

To Install Password Manager:

@c Al cEBE 7 .4m011:05AM o

1. Tap the Google Play
app on yOUr Android < trend micro password mana & € Q

mobile device, search Password Manager - SAVE & CR. (,) Password Manager -
o Trend Micro SAVE & CREATE
for Trend Micro . N\ COMPLEX PASSWORD
Password Manager, o Pkl
q tap Enter on your :ﬂntﬂsﬁecumeAnuwrus Productivity
an e
" ¥ INSTALL
software keyboard. ” s ey
Trend Micro WiFi Protection
Trend Micra
2. Tap the Password sk Tooks €

L 4K reviews Downloads Everyone ®

Manager listing. The
Install screen appears.

Dr. Safety: Free Antivirus, Booste..

Trend Micro Incorporated 2.

e

Kaspersky Password Manager &.
Kaspersky Lab

e

3. Tap Install to begin
the installation. The
Access Privileges
screen appears.

Password hricier

Enterprise Mabile Security
Trend Micra

QoA PEE

Figure 189. Google Play  Figure 190. Password

Search Manager
4. If you accept the B o5 AM
Access Privileges « 2
required, tap Accept. (') Password Manager -
H | SAVE & CREATE
Trend Micro Password (@), Password Manager - ¥ COMPLEX PASSWORD
Manager downloads = SAVE & CREATE frendiero
. COMPLEX PASSWORD Praductivity
and |nSta”S. needs access to
5. When installation is In-app purchases Wrapp e
complete, tap Open. Voumight also lie ok

Device & app history

Photos/Media/Files @ ‘
Wi-Fi connection v

information
QR Scanner n
Fres, Safe QR =

GooglePlay & Pay ACCEPT 26+

43 % 100K+ L
4K reviews Downloads Everyone (O
What's new ®
Figure 191. Access Figure 192. Open

Privileges

¢®) TREND



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

106

eez il 10:02 AM

The Privacy and
Personal Data
Collection Disclosure

appears.
PP Privacy and Personal Data Z!"m P S

. Collection Disclosure 6,
Read the disclosure 3l o

Certain features available in Trend Micro

a bOUt th e types of products collect and send feedback regarding

product usage and detection information to

Trend Micro. Same of this data is considered

d ata Tre n d M ICro personal in certain jurisdictions and under
certain regulations. If you da not want Trend Welcome to Password Manager

Micro to collect personal data, you must
collects. If you agree ensure that you disasle the reated features. Passward Manager helps you keep your passwords
. and information safe
with the data The following link outlines the types of data
collection scope, tap Plesserevio o PrvacyPoloyand ata

Continue‘ Collection Natice.

Start Trial Now

Have a Trend Micro Account?

The Welcome to
Password Manager
screen appears.

Sign In

YoucanStartaTrial, 0 193 privacyand  Figure 194. Welcome to
Sign In to an existing Personal Data Collection Password Manager
Trend Micro Account,  Disclosure

or purchase the
product.

v1.0
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Usage Options

Option 1: Start Trial Now | Use Local Mode
Option 1: To Start Trial Now — Use Local Mode

If you install a Trial,
you can use it locally
on the device where
it’s installed for up to
10 passwords without
having to create a
Trend Micro Account.

In the Welcome
screen, tap Start Trial
Now. A License
Agreement screen
appears.

Tap Trend Micro
License Agreement to
read the terms of the
license agreement.

If you agree to the
terms, tap Accept.

A screen appears for
you to Create Master
Password. Use
random letters,
numbers, and symbols
to make your
password stronger.

Type a strong Master
Password into the first
field, type it again to
verify it, give yourself
a hint to help
remember it, and tap
Create Now.

SowEI3S = 850 T 4B0%MI59PM

4

UTY T[] e —
- i

3 ]

Well to P: dM

Password Manager helps you keep your passwords
and information safe.

Start Trial Now

Have a Trend Micro Account?

Sign In

= (=] <

Figure 195. Start Trial
Now

aflol =E8

Create Master Password

Create a strong Master Password below. Make
sure that you remember your Master Password
because you cannot retrieve your data without it

@® show Passwords

Figure 197. Create
Master Password

A M o5%ld 4:46 PM

SomEI3F4m a8 T4

BO% M 3:59 PM

License Agreement

Important Notice

To use Password Manager, you will need to allow
Retrieve Running Apps permission on your device. Your
installed application list will not be sent to Trend Micro.

By using this app, you accept the terms of the Trend
Micro License Agreement and Privacy Policy.

= = (] =

Figure 196. License
Agreement

@EctE=0 7
<

because you cannot retrieve your data without it

@ show Passwords

ers, and symbols

Figure 198. Create Now

o6xd 4:47 PM

v1.0
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Password Manager
creates a local
instance of Password
Manager and presents
demo screens to help
you get started.

You’re then presented
with a Test Website
for practice signing
into an account. See
the following sections
for details.

Local Mode can be
converted to an
existing or new
account.

@ECLEE 6 7 dexl4d47PM

Tap the more icon to quickly access and
copy your password.

Next

Figure 199. Demo 1

[&] Saving screenshot...

Test Website (Tap to see..
test_user

Tap the password to see details and to make
changes.

Figure 200. Demo 2

=—
-A
om
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Option 2: Buy Password Manager | Create a New Account

Option 2: To Buy a Subscription

v1.0

After you’ve used Password Manager in Trial Mode, perhaps nearing your 10-password limit,
you may choose to buy Password Manager. When you do, you’ll create a new Trend Micro
Account, if you don’t already have one.

1. These instructions
assume you’ve already
set up your Google
account to purchase
items on Google Play.

2. To buy Trend Micro
Password Manager, in
the All Passwords
screen, tap the Buy
Now link. The Buy Now
screen appears.

3. Tap Buy Now. The
Google Play purchase

popup appears.

4. Read the Terms of
Service and tap Buy.
Your purchase
completes and a screen
appears for you to
Create An Account.

5. Enter an Email Address,
First Name, Last Name,
select your Country
from the dropdown
menu, and click Next.

9%l 4:47 PM QRO L GEA™ 7T 4okl 1029 AM

aRotEz88 7

All Passwords

O Search Passwords

) Test Website (Tap to see...

B test_user

9.
\.A()
Q.

Safe Everywhere

Even if a device is lost, you can still
access your passwords by logging into
Password Manager with a different
device

.

Want to automatically sync across all Remind me later

of your devices?

=4

Buy Now

A

Tools

Ey

Secure Notes

QD

Settings

Figure 201. Buy Now
Link

Figure 202. Buy Now

v #1:27

Create an Account

Thank you for purchasing Passward Manager. To start
protecting more passwords, please fill aut the farm
below.

name2017 @email com

FirstName
1 Year $14.99

Subscription
Visa v

LastName

QO
Nt
United States
By tapping “Buy’, you agree to the Terms of Service
o Next

Google Play

< o O

Figure 203. 1 Year
Subscription.

Figure 204. Create an
Account 1
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Confirm your email
address, enter a
password for the
account, confirm it,
retain or uncheck
Receive the latest news
and offers from Trend
Micro and click Create
Account.

Congratulations! You're
now ready to add new
passwords and sync
them across all of your
devices.

W E 127

Create an Account
Confitm your email addlees
name2017@email.com #

Creste & password

Flaase use al least & characters,

[ Receive the ltest ews and cfers from Trend Micro

Create Account

Figure 205. Create An
Account 2

v1.0

aBotaEa 7T

100% M 11:20 AM

S

All Passwords

) Test Website (Tap to see...
¥ test_user
=a = -~ o
Secure Notes. Tools. Settings.
Figure 206. All
Passwords

\
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Option 3: Use an Existing Account
Option 3: To Use an Existing Trend Micro Account:

1. Continuing from the afolum = d 96+ 4:30 PM @EOC LD S T sl 1043AM
Welcome screen, tap License Agreement
Sign In. Again, the
. " Important Notice
License Agreement T To use Password Manager, you will need ta allow
Z — Retrieve Running Apps permission an your device.
appears. 6 4 Your installed application list will not be sent to Trend
E | o Micro.
2_ Read the License By using this app, you accept the terms of the Trend

Micro License Agreement and Privacy Policy.

Agreement. If you

agree to It' ta P Password Manager helps you keep your passwords
Accept, and information safe.

Welcome to Password Manager

Start Trial Now
Have a Trend Micro Account?
Decline
Sign In

Figure 207. Sign In Figure 208. License
Agreement
3. Ascreen appears for QECLEMS 7 idon@d1044AM @EOLEE8 T donN1202PM
you to Sign In < Sign In Sign In
’
ShOWIng 3 OptiOnS: Sign inte your Trend Micro Account to start using
Password Manager with all of your saved passwords H

Option A: If you've \tmﬂ” \
never signed in Password
before, enter the ,

Fargot your password?
emat aacressand  HNNGIEEIEER i

Select an account to sign in:
password you used to
I | |

create your Trend = —
Micro Account and "

tap Sign In.

Option B: If you’ve

signed in before,

select an account to Sign in with 2 different account
sign in. pwmas-chetatrandmicro.com pwmas-cbeta.trendmicro.com

Option C: Tap the link Figure 209. Option A Figure 210. Options B

Sign in with a and C

different account, to
obtain the screen
shown in Option A
again. Perform the
manual sign in.

) IREND
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10.

The Master Password
screen appears.

Enter your Master
Password for that
account and tap the
Signinicon.

A What’s New popup
appears.

Tap OK to continue.

If this is a new
instance of Password
Manager, the All
Passwords screen
appears, with the Test
Website account
shown in the list.

If this an existing
account for Password
Manager, you’ll see all
your existing
passwords.

Congratulations!
You’re now ready to
add new passwords.

E ]

Password Manager

Provide your Master Password (2)

il 24 31 /47 |5
- I

Figure 211. Provide your

Master Password
Q@aECtRAE6 T

All Passwords

) Test Website (Tap to see...

¥ test_user

=) Ey - o

Secure Notes Tools

Figure 213. All
Passwords

6 [ B K9] [0

100% M 11:20 AM

ek

Settings

What's New

With Password Manager's new design,
you can switch between features with a

single tap.

Figure 212. What's New

v1.0
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Test Website

Trend Micro provides a test website for you to practice signing into an account already saved
in Password Manager.

To try the Test Website:

@EO R EHME T dooxll1135AM

1. In the All Passwords @EOCLQRAEE T 40l 1120AM
screen, tap Test All Passwords e < Password Details Edit
’
Website. The '
Password Details
screen appears.

Test Website (Tap to see details)
= g [Ey—— -

"
(O]
ng Password -

Test Website (Tap to see...

test_user

Account Name

2. Tap the Sign In link to test_user a
sign into the test
website. ® 0
Website Address
Sign In
trendmicro.com
=8 5] P o =i By A o
‘Secure Notes Tools Settings. Secure Notes Tools Settings.
Figure 214. Test Website Figure 215. Password
Details
3. The Test Website loads ENE—=  CICEY TR N
and automatically signs @) https://demosite.ids-fe C Close @) https://demosite.ids-fi C Close
yOU in. i) This is the Password Manager test website i This is the Password Manager test website

4. When it does, a screen

. “ (' TREND MICRO (‘, TREND MICRO
appears saying “Thank )Password Manager )Password Manager
you for trying the
PaSSWOrd Manager test Account Name
Website ” test_user

Password

5. Tap Close in the upper

right to return to the Thank you for trying the
Password Maﬂnager test

All Passwords screen website

and begin to add new

paSSWOFdS. Tap Close to return to Password
Manager, and add your passwords to

easily sign into your favorite
websites.

Figure 216. Test Account Figure 217. Thank You

¢®) TREND
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Adding Passwords with Quick Start

Password Manager provides some Quick Start websites to help you get started.

To add a password using Quick Start:

In the All Passwords
screen, tap + (Add). The
Add Password screen
appears, with the Quick
Start menu displayed.

Tap a Quick Start
website to add it to
your list; e.g., Trend
Micro. The Add New
Password screen
appears.

Enter your Account
Name (e.g., email
address) and Password
into the fields provided,
then tap Save. The
Password Details
screen appears.

In the Password Details
screen, tap the Sign In
link to sign in.

The Trend Micro
Account page appears
and Password Manager
automatically feeds in
your Account Name
(email) and Password
into the sign-in fields
and signs you in.

Click Close to close the
account.

apofEEa T

Add Password

o

+

Add Password

Gmail

Facebook

Amazon

Outlook

Yahoo

PayPal

Qe H" > :

Trend Micra

u Twitter
Figure 218. Quick Start

100% Ml 11:51 AM

£ Password Details Edit

| Trend Micro
V' -

Account Name

]

® 0

Website Address

trendmicro.com

=8 =) A o

Secure Nates Tools Settings

Figure 220. Open
Website and Sign In

100l 11:48 AM

Close

@BEC R = i T ool 11:50 AM

Cancel  Add New Password Save

‘ Trend Micro

Account Name

PassWord e - —

67 89

12 3 435

Figure 219. Yahoo Quick
Start

o &2 T Aol 11:51 AM

@) https://account.trendr Close

@ Product = o

© Trend Micro Backup and Restore ) 10

Trend Micro Password Manager

12

more days & May 14,2019

Renaw Now

Legal Folicies & Frivacy * ContactUs * TrendMicro.com

Gopyright ® 2012 Trend Micr

corporated. Allrights reserved

Figure 221. Trend Micro

Account




Back in the All
Passwords screen,
Trend Micro has been
added to your list of
accounts.

Tap the Options menu
icon (three vertical
dots) in the panel for
the account and tap
Open Website and Sign
In to sign into your
account in a single
action.

Other options include
Copy Account, Copy
Password, View
Details, or Add
Shortcut to Home
Screen.

In the All Passwords
screen, tap the + (Plus)
sign to add a Password.
The Add Password
screen appears.

Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

@EROLEGEG@ T 400:01.03PM

All Passwords Sk

O search Passwords

) Test Website (Tap to see...

est_user

Trend Micro

mmiley@hotmail.com

Open Website and Sign In

Copy Account
Copy Password
View Details

Add Shortcut to Home Screen

o) = A o

Secure Notes Tools Sattings

Figure 222. Open
Website and Sign In

Adding Passwords from Scratch
To add a new password from scratch:

1wox M 1:15 PM

aEotREa T4

All Passwords

@ Search Passwords

Test Website (Tap to see...

test_user

Trend Micro
mmiley@hotmail.com

Figure 225. All
Passwords

100% M 1:04 PK

Add Shartcut to Home Screen

Greate a shertout 1o seowraly open a
wabsite without staring Fassward
Manager

Edit shotout namra

Trend Micro Account

Figure 223. Add Shortcut

Trend Micro
Account

Figure 224. Shortcut

100zl 11:48 AM

aEotaza 7

Add Passwerd Close

+  Add Password
Gmail
Facebook
Amazon
Outlook
Yahoo

PayPal

Trend Micro

ﬂ Twitter

Figure 226. Search for a
Website

OwHS N =

v1.0
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In the Search field,
enter the website URL
you wish to access; for
example, type
xfinity.com, then tap
Add Password for
xfinity.com. The Add
New Password screen
appears.

Type the Account
Name (e.g., your email
address) and the
Password in the fields
provided.

Type the Website
Address in the field
provided.

If you’re not sure it’s
correct, tap the link Not
sure of the website
address? Your browser
loads and should
display the sign in
listing among its
options.

Tap the listing to load
the sign in page into
Password Manager;
e.g., Sign in to Xfinity.

T 4 0ol 1:05 PM

Add Password Close
(@] xfinity. com X

+  Add Password for xfinity. com

t com Com come

AN B2 [38 BN RS9 RGN B78 R8N RS R0

Figure 227. Add
Password

T d ol 1:07 PM

Cancel Add New Password Save
© Add new password
Website Address

Not sure of the website address?

Folder
Move to folder

Note

1

Figure 229. Add New
Password 2

T 10osll 1:05PM

Cancel Add New Password Save

B

& xfinity. com

Account Name

Passward

Generate new password

© Add new password
Website Address

Not sure of the website address?
Folder

Move to folder

Note

Figure 228. Add New
Password 1

T i oox Ml 1:07 PM

Add New Password Close

e, goto the sign in page of xfinity.

= Google

D

ALL  NEWS  SHOPPING MAPS IMAGES

xfinity. com legin

Sign in to Xfinity
Xfinity » login »

Get the mosl aut of Xfinity from Gameast by
signing in 1o your account. Enjoy and manage TV,
high-speed Internet, phene, and home

Ways to Sign In to Xfinity My Account - My
Account Help
Xfinity » sign-in-to-customer-central

Learn how to sign inte your Xfinity account to pay
your bill, manage your features and more.

O

Figure 230. Sign In to
Xfinity




Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

10.

11.

12.

13.
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When the Sign In page
appears, tap Use This
Sign in Page to add the
proper sign in URL to
Password Manager.

Note the proper
Website Address has
now been filled in with
the Xfinity login page.

Tap Save to save the
credentials.

Now, in the Password
Details screen, tap the
Sign In link to sign into
the account.

The Sign In page for the
account loads and
Password Manager
automatically signs you
in.

Tap Close when you're
done with your
account.

Other websites may
work a bit differently,
using a two-step login,
for example. Password
Manager can
accommodate the
variations.

O

7 . 10oxl 1:08 PM

Add New Password Close

in page y. com
Use This Sign in Page

xfinity

Usermname, email, or mobile

Password

\:‘ Stay signed in (@)

< O

Figure 231. Xfinity Sign
In Page

=N ] T 100% M 1:08 PM

4 Password Details Edit

xfinity. com

Account Name

]

® J

Website Address
Sign Ir
xfinity.com

=h Ew A o

Secure Nates Toals Settings

Figure 233. Password
Details

T d 100: 1 1:08 PM

Cancel  Add New Password Save

-

Account Name

| | n
PasSWOrd e
Generate new password
© Add new password
Website Address

https://lo

Not sure

xfinity.com/login |

site address?

Folder

Move to folder

Note

Figure 232. Add New

Password
=) ] R . 100%M 1:08 PM
@ https://login.xfinity.cor C Close

xfinity

Devastating FamilySecret
Co to Lightiin the Latest
Episode of 'This Is Us'

< z View Saved Passwords

Figure 234. Signed In to
Xfinity

v1.0

117



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

T 4 00xl 1.09 PM

14. Backin the All
Passwords list, note
that your new

All Passwords =Sk

@ search Passwords

v1.0

T 4 00%80 1:35 PM

All Passwords = %

@ search Passwords

password is now listed. =

) Test Website (Tap to see...
15. In the future, just tap =2
the account panel and
then the Sign In link in
the Password Details
screen to automatically

sign into that account.

Trend Micro

xfinity. com

16. Alternately, just tap the
Options menu for the
account menu, then tap
Open Website and Sign =4 By ¥ &
In to automatically sign el e
you in.

Figure 235. Tap Account

Managing Passwords

) Test Website (Tap to see...

B test_user

Trend Micro

xfinity. com
mEE =
Open Website and Sign In

Copy Account
Copy Password
View Details

Add Shortcut to Home Screen

=8 Ev A o

Secure Notes Tools Settings.

Figure 236. Open Website
and Sign In

Password Manager lets you sort your list of passwords and create folders to organize them.

To manage your Passwords:

ad=E28 48

1. TaptheSorticonto

sort your list of All Passwords

passwords by Name or . name t
Recently Used. Racently Used
2. Usethe Searchfieldto ™
find specific Hetfiix
passwords.

Test Website (Tap to see...
test_user

Trend Micro
Wells Fargo
xfinity. com
£/ Yahoo
=a Eb A o
d Secure Notex Tools Settings

Figure 237. Name and
Recently Used Sorts

118

taboo yahoo's

il 24 131 #4471 P51 (64 |#7d |81 A9 O
. g 2

yahoo

Figure 238. Search for a
Password



The Password Details
screen provides data
on the Strength of the
Password, the
Account Name, the
Password, and the
Website Address.

Use the Copy icons in
each panel to copy
these; or tap the
Password “eye” icon
to make it visible.

Tap Edit to edit the
Password Details, or
to Delete Password.

Tap Move to Folder to
put the accountin a
Folder, then either
Choose a Folder in
which to put it, or tap
Create a New Folder
to create one.

Give the new folder a
name; e.g., Books, and
tap Create Folder. The
new folder is added to
the Folder list.

Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

aHel=E T d 8axld 1225 PM
< Password Details Edit
Abe Books
p— o}
Good Password -
Account Name
T PE BN BN g
Password
........ @ d
Website Address
SignIn
abebooks.com

Figure 239. Password
Details

T d ekl 12:06 PM

< Choose a Folder

@ Create a New Folder

=i = A o

‘Secure Notes. Tools Settings

Figure 241. Create a New
Folder

a=Zeld=a T el 12:26 PM
Cancel Edit Password Save
PassWord s =

........ ®

Generate new password
© Add new password
Website Address

https://www.abebooks.com/servlet/SignO

Not sure of the website address?

Folder
Move to folder

Note

Delete Password

=8 5] e o

Secure Notes Toals Settings

Figure 240. Delete
Password

3bkd 12:06 PM

Type New Folder Name

Books|

Create Folder

Books

Booms

+ Book's

12 3 456 7 890
111

dwertyu

Figure 242. Create Folder

v1.0
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8. Because you created

@ZO0QdwELA T

84xH 12:26 PM

v1.0

82%1 12:09 PM

the folder within the < Choose a Folder o
specific password, + [ Books P « All Passwords 8
Books is automatically
. 1 Email Vd ﬁ 01 Books !
checked. Leave it -
Email 1
checked to put the @ Create a New Folder a Cha::
password in that
folder, or uncheck it if Nelflix.
you wish.
Test Website (Tap to see...
9. Here, we've also e
created an Email P e Miero
folder. Wells Fargo
¥
10. Tap the All Passwords -
A xfinity. com :
down-arrow, then Eb * oF = = *® &
select the folder you e @ o Pt s o satigs

put the password in.

11. Here, All Passwords is
filtered by Books.

Figure 243. New Books

and Email Folders

aue=mEA 7

Books

@ Search Passwords

Figure 244. Tap Books to
Show Passwords in that
Folder

w0l 1:30 PM

=

/ a Abe Books

=8 Ey A

Secure Notes. Tools

QO
Settings.

Figure 245. Books Folder
with Abe Books Showing
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Secure Notes

To create and edit Secure Notes:

1. Tap the Secure Notes
icon in the main
window. The first of
three Secure Notes
demo screens appear.
Tap Next through the
remaining two.

2. The Secure Notes
page appears, with
forms for Bank
Accounts,
Membership Cards,
Contacts, Credit
Cards, Passports, and
Other Notes.

3. For example, tap Bank
Accounts to begin
entering a bank
account. The Bank
Accounts entry screen
appears.

4. Tapthe + (Add) icon in
the upper right-hand
side of the window.
The Add New Note
page appears.

5. Create aTitle (enter a
short first line), choose
a color if you wish,
enter your details into
the form, scroll down
to access more fields,
and tap Save. The
Secure Note is saved
and added to the Bank
Accounts list.

6. Repeat for the various
types of Secure Notes.

¢®) TREND

= d10oxl 417 PM

Secure Notes

Protects and encrypts your confidential
information, while keeping it safe.

skip “

=8 Ev A o

Password N Tools Settings

Figure 246. Secure Notes
Demo

v1.0

al BEHew =

100% M 4:17 PM

Secure Notes +

@) Search Sec

re Notes

[Z& Bank Accounts 0
«3 Membership Cards

> ) Contacts

i Credit Cards

E Passports

E ﬂ“ Other Notes

=8 Ev A o

Password N Tools Settings

Figure 247. Secure Note
Types

al EEHew 7

00x il 418 PM

aE BEEew T 4dwoxll417PM
< Bank Accounts +
£ % %

£
A g

No bank accounts saved.
Please tap + o save a new bank account.

=d E] -~ o

Password Tools Satiings

Figure 248. Bank
Accounts

Cancel Add New Note Save

Eg Name Your Bank Account

Choose a Color >
Account Number
Account Name

Account Type

PIN Code
SWIFT Code

IBAN Code

Figure 249. Add New Bank
Account
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As with Passwords,
when you’re in a list of
Secure Notes, you can
Search for items, as
well as Sort lists by
Name and Last
Modified.

Tap Edit to edit it, or
tap Delete Note at the
bottom of the Edit
screen to delete it.

Other Notes are
unstructured and you
can edit them when
you’re viewing the
note, or delete them
using the Trash Can.

100% Ml 4:36 PM

Q wells x

— - g
Bank Accounts

g Wells Fargo

Wells Wells Fargo

44 51 161 71 181 191 |6

Figure 250. Search

96% [ 4:43 PM

a: EEewHs T

< Note Details Edit

Eg Wells Fargo

Account Number

S a]
A:counl.Name. GJ
a
PIN Code ® GJ
IBAN Code GJ

=d E] -~ o

Password Tools Satiings

Figure 252. Edit a Secure
Note

@ BEBLEOew 7 idwxll432PM
< Bank Accounts = +
~ Name

Last Modified
w7

g Wells Fargo

=8 ] A o

Password Tools Sattings

Figure 251. Sort by Name
or Last Modified
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@ EEdewH T

Cancel Edit Note Save

Branch Address

Branch Code

Branch Telephone Number

Website Address

Notes

Delete Note

=d E] -~ o

Password Tools Satiings

Figure 253. Delete Note
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Tools

Password Generator

To generate a strong password:

1.

N4

The Password
Generator is available
inside any password
edit screen, but it’s also
available from the
Tools menu. Use it to
create a new password
or change an old one.

Tap the Tools icon in
the main window. The
More Tools menu
appears.

Tap Password
Generator in the menu.
The Password
Generator appears.

Using the Slider, select
your preferred settings:
Length of Password
(Between 4-20
characters) and the
Characters to be used
(Upper and Lower-case
Letters, Numbers, and
Symbols).

Tap Copy to copy the
strong password to the
Clipboard.

Paste strong passwords
in Secure Notes to save
for later when creating

or changing passwords

in your accounts.
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2
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96% [ 4:55 PM

More Tools

/{; Password Generator
Create strong passwords in seconds

S, Password Doctor
™ Look for weak or duplicate passwards

\* Chrome/App Assistant

#24 sign in instantly with Chrome and apps

Seamless Browsing
Easily sign into accounts saved in Password
Manager

E More Devices

Use Password Manager on multiple platforms

Personal Details
2 Store your infermation securely

=) Ey A o

Password Secure Notes Setiings

Figure 254. Password
Generator

97%H 1:34 PM

audbwms 7

£ Note Details inj

Title
E_ﬂﬂ Strong Passwords

Xe911%Eus$L%m
03#Nmey3$X#Q
03Z0a@!2Ro@P
3e9P5#oJIpsthd

= 5] A o

Password Taols Settings

Figure 256. Saving
Strong Passwords for
Future Use

Password Generator

mS#@3zQ2

Figure 255. Password
Generator Settings

v1.0
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Password Doctor

Password Manager provides a Password Doctor to help you detect and fix Weak (easily
cracked) or Reused passwords (the same password used across multiple accounts). You can
use this in conjunction with Password Generator. Generate a number of strong passwords
and save them in Secure Notes (see section above). Then as you use Password Doctor to
diagnose and change weak or reused passwords, copy/paste the strong passwords to make
the changes.

To use Password Doctor to change weak or reused passwords:

96% [ 4:55 PM

al EEe=H T

A 90% 0 12:28 PM

< # X |0|o

1. To prepare fora
password change, first

More Tools

copy a strong password < Note Details imj /< Password Generator
you’ve saved in Secure e reate shiong pasonercs i seconds
Notes / Strong 4 strong Passwords .. Password Doctor
Passwords to the sedpesodipsind T Loortereor e peeenors
Clipboard. §i¢ Chrome/App Assistant

ok Sign in instantly with Chrome and apps

2. Do it by double-tapping
and selecting the +
password with the 12345678290
Selection tool, then tap AEME 200 E
the Copy icon to copy it
to the Clipboard.

Seamless Browsing

Easily sign into accounts saved in Password

3
3e9P5# Manager

3e9P5# oJip |

E More Devices

Use Password Manager on multiple platforms

Personal Details
: Store your information securely

3. Tap Tools > Password
Doctor.

= 5] e o

Password Sacurs Nates Sattings

Figure 257. Copy
Password to Clipboard

Figure 258. Password
Doctor

e BE=@E 1004l 2:15 PM

4. Password Doctor scans
your passwords and
returns the result,
divided into Weak and

Password Doctor Close

Reused lists.
Password is Too Short
5. Tap a password you Weak @ Reused
wish to change in the A L e e
Weak paSSWOI’dS “St. A ’ Login = My VMware -.. mix of letters, nurr{bers, and symbols.
¥ After you update your password at the

website, sign into Password Manager to
save your new information.

Improve Now

popup appears, -
describing the problem ptnlesstest
with the password.

6. Tap Improve Now.
Password Manager
automatically signs you
into your account.

Figure 259. Weak
Passwords

Figure 260. Password is
Too Short
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10.

11.

)
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In this demo account,
the Change Password
link is clearly given. In
most accounts, you'll
need to locate the page
where you can change
your password, then
tap Change Password.

When the password
change screen appears,
insert the cursor in the
Old Password field, tap
View Saved Passwords,
then tap Paste
Password to paste the
old password into the
field.

Now tap and hold down
your finger in the New
Password Field, then
tap the Paste bubble to
paste the strong new
password you copied to
the Clipboard into the
field.

Repeat the Paste
bubble action in the
Confirm Password
field, then tap
Submit/Save to save
the change.

Sign out of the account
and Close the Password
Doctor screen.

O

T A oesl 12:49 PM

QOHEdE-
@) http://ptnlesstest.herc C

Account: i =%
Password:
Change Password

View Saved Passwords

< x4

Figure 261. Change
Password

@E=OEE ¥ 4901251 PM

0] x

Paste

Figure 263. Paste New
Password

123 4567 89
TTTT

Figure 262. Paste Old
Password

Figure 264. Submit
Changed Password

v1.0

125



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

126

12.

13.

14.

15.

16.

Search for the account
in the All Passwords
screen, then tap View
Details in the Action
Menu.

Tap Edit in Password
Details to edit the
password.

In the Password field,
backspace through the
old password to delete
it, then again Paste the
strong new password
into the field from the

Clipboard and tap Save.

Tap the Sign In link to
test the new sign in
credentials. You’ll be
signed into your
account with the new
strong password.

Perform the same
process for Reused
Passwords, changing
any passwords used
across multiple
accounts to a unique
strong password for
each account.

O theissue

All Passwords

‘Onm

T N
ptnlesstest
account
Open Website and Sign In

Copy Account

se Copy Password

View Details

Figure 265. View Details

Add Shortcut to Home Screen

4 Password Details Edit

ptnlesstest

Password Too Short
Account Name

Password

Website Address
Sign Ir

M B A o

Secure Nates. Taols Sattings

Figure 266. Password
Details.

@i = GBEE T 40 1258PM

Cancel Edit Password Save
ptnlesstest

Account Name

Password s e e

3e9P5#0JIp$thd @

@ B A P
12 3 456 7 890
. —1-

Figure 267. Paste
Password

4 s3:0 12:58 PM

< Password Details Edit

ptnlesstest

Account Name

a

Password

P
3e9P5#oJIpsthd «@ 2 ad

Website Address
Sign In

) Eu A o

Secure Hotes Taols Settings

Figure 268. Sign In
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Chrome/App Assistant
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The Chrome/App Assistant provides a floating overlay Password Manager icon for easier
signing into accounts using the Chrome browser, or with Android apps, such as Facebook.

To use the Chrome/App Assistant:

1. Tap Chrome/App
Assistant in the More
Tools menu. The
Allow Permissions
screen appears.

2. Tap Allow
Permissions.

3. A Permissions demo
screen appears. Tap it
to proceed.

4. The Android
Accessibility screen
appears.

5. Scroll down to the
Password Manager
panel and tap it to
begin toggling the
permission on.

7 " al 73%# 3:06 PM

More Tools

.= Password Generator
Create strong passwords in seconds

.. Password Doctor
N Look for weak or duplicate passwords

©* Chrome/App Assistant

#%«_ Signin instantly with Chrome and apps

Seamless Browsing

==+ FEasily signinto accounts saved in Password
Manager

E More Devices

Use Password Manager on multiple platforms

Personal Details
z Store your information securely

&8 Es A o

Password Secure Notes Settings

Figure 269. Chrome App
Assistant

assword Manager’ to allow

Figure 271. Permissions
Demo

F al 758 319 PM

Chrome/App Assistant ~ Close

Automatic Sign In Extension needs the following
permissions to work. Please tap Allow Permissions
to begin.

Allow Accessibility

Allows automatic sign in

Allow Draw over other apps

Displays the Password Manager icon in

other apps

Allow Permissions

Figure 270. Allow
Permissions

ADEBR®

Accessibility

Services

Security & Privacy

On

My Verizon Guided Navigation
off

LastPass
off

ApowerMirror

off

Trend Micro Mobile Security
On

Password Manager
off

Figure 272. Accessibility -
Password Manager
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10.

11.

12.

128

The Password
Manager App
Permissions screen
appears.

Tap the toggle from
Off to On. The
Permissions Manifest
appears, showing
what permissions
you’re granting to
Password Manager.

If you agree, tap OK.
The toggle is turned
from Off to On.

The Automatic Sign
In Extension screen
appears, with its
toggle turned On.

Tap Close to close the
extension screen.

Open Chrome on
your smartphone and
type the login URL for

your account; e.g.,
https://login.xfinity.com

Tap the overlay
Chrome/App
Assistant icon, then
tap your chosen
account in the drop-
down to sign in.

v1.0

AEE T al %M 319 PM AEE Tl Tl 319 PM

€ Password Manager &

& Password Manager oFr)

Turn on to let Password Manager sign into T

?
Chrome and other apps automatically. Cl Use Password Manager?

X Password Manager wants
Password Manager will only use the permission to:
information that you save for signing into
apps, and can only transmit that information a « Monitor your actions n
lfyou enable this feature If Allows TalkBack to know when you
are using an app.

Trend Micro never stores ar shares your T . X
information elsewhere, and does not in ¢ Retrieve window content
associate it with your account or devices. a Inspect the content of a window

you're interacting with

¢ Turn on enhanced web
accessibility
Scripts may be installed to make
app content more accessible

* Observe text you type
Includes personal data such as
credit card numbers and
passwords.

CANCEL  OK

Figure 273. App
Permissions

Figure 274. Use Password
Manager?

=

7 .l 1% m 3:20 PM

Chrome/App Assistant  Close 3 & attps//login.xfinity.com ([0
xfinity
+
4
freees Username, email, or mobile
+ Prew—— ;
-
s
Password (')
Automatic Sign In Extension .
Ready to Start | | Stay signe

xfinity
u
“ xfinity

Tap the Password Manager Extension icon and
select your saved password to signin. You may
need to provide your Master Password for security.

Learn more
Protection from Dangerous Apps xfinity
Forgot userna
= + Add New Password
.. ‘
- Don't havea u
*® 'y
& By signing in, you agree to our Terms of Service ar
at Privacy Policy.

Figure 275. Automatic Sign
In Extension

Figure 276. Chrome/App
Assistant over Chrome
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13. Password Manager
feeds your username
and password into
the respective fields
and signs you in. In
this example, tap Sign
In to complete the
sign in.

14. Use the Chrome/App
Assistant icon in the
same way with

supported Android
apps; e.g., Facebook.

Seamless Browsing

Figure 277. Auto-Sign-In

v1.0

Y @ atips//loginxfinitycom (@)

xfinity

USERNAME

PASSWORD

sesssesass

o -
@ Mike - Facebook

| ]
\ﬁ TM - Facebook

+ Add New Password

Stay signed in (@)

Forgot username or password?

Forgot Password?
Don't have a username? Create one

By signing in, you agree to our Terms of Service and
Privacy Policy.

Figure 278. Chrome/App
Assistant over App

Password Manager’s Seamless Browsing lets you easily and seamlessly apply your stored
passwords to sign into your accounts.

To browse and sign in with Password Manager:

1. Inthe More Tools
menu, tap Seamless
Browsing.

2.  When the Seamless
Browser loads,
search for a website
account to sign in.

For example,
https://login.yahoo.com.

doek Sign in instantly with Chrome and apps

B 7 4000331 PM B T .l 00xM 3:35PM
More Taols @) https://login.yahoo.co C Close
S Password Generator YAHOO’
L Create strong passwords in seconds
Sign in

.« Password Doctor
™ Look for weak or duplicate passwords

Chrome/App Assistant

[Ezsf Easlly signinto accounts saved in Password

Trouble signing in?

Seamless Browsing

Manager

Figure 279. Seamless
Browsing

E More Devices Don't have an account? Sign up

Use Password Manager on multiple platforms

Personal Details

x Store your information securely

Ed Ey A ol

Password Secure Notes Toc Settings 4

Figure 280. View Saved
Passwords
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3. When the page
appears, tap View
Saved Passwords.

4. Your Passwords for
My Yahoo appears in
a left-right scrolling
dialog box at the top.

5. Scroll to the right or
left to find the right
account, then enter
your cursor in the
username field (i.e.,
enter your email)
and tap Paste
Account Name.

6. When the username
is pasted into the
field, tap Next.

7. Place your cursor
into the Password
field, then tap Paste
Password.

8. Now tap Sign In.
Password Manager
signs you into your
Yahoo account.

9. Note that for some
accounts, depending
on the site behavior,
both username and
password are fed in
simultaneously when
signing you in.
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a=HmE8

7 . 00xll 3:35PM

4 ZXxcvBBnNM €
123 * 1

Figure 281. Paste Account
Name

a=EHmE5 F . 00% 1l 3:49 PM

[0} X

Inbox (111856)

Q, search Mail

Mark Schiosb...

Figure 282. Paste Password
Account

aE=aE

v1.0

F .4 100wl 3:49 PM

Eternally Sunny
ﬂ More Peaple Are Now Doing This Befor.. 2§

Man reveals a simple trick that is chal

1147 PM

PGEE files for bankruptcy
We demand no mare bailouts and
Kos Liberation... 11:39PM
Denver Public Schools sends letter t..
Daily Kos Liberation League The D
BREAKING Alert 11:30 PM
New York Times' Paul Krugman says:
Did you see Paul Krugman's New
11:28PM
[ °R ]
< 3 View Saved Passwords

Figure 283. Signed In to



Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

More Devices

To get Password Manager on More Devices:

1. Tap More Devices in
the More Tools
menu. A popup
appears for you to
get Password
Manager.

2. Tap Share the
Download Link.

3. A popup appears for
you to Share Via —
then take your pick.
In this example, we
tap Gmail.

4. Thelink loads in an
email for you to send
to the recipient.

5. Tap the Send button
to send the link.
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More Tools

Password Generator
Create strong passwords in seconds

Password Doctor
Look for weak or duplicate passwords

Chrome/App Assistant
Sign in instantly with Chrome and apps

Seamless Browsing

Easily sign into accounts saved in Password
Manager

More Devices

Use Password Manager on multiple platforms

Ed

Password

Personal Details

Store your information securely

= 5 o

Secure Notes Settings.

Figure 284. More Devices

Share via

Facebook Gmail Email

ag

Add to .
Evernote Android Beam Bluetooth
= 0O =
=7 D [
Copyta Create
ColorNote clipboard g

Figure 286. Share Via

v1.0

= 4l 1004 M 4:02 PM

QERE8C @

To download and install Password
Manager, visit the following on your PC or
Mac:

https://goo.gl/06Ch5G

SHARE THE DOWNLOAD
LINK

Figure 285. Share the
Download Link

To download and install Password
Manager, visit the following on your PC
or Mac:

https://goo.gl/06Ch5G
+

4 5 6 7

12 3 8 90

Figure 287. Sending Link
Via Email
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When you receive
the email on the
device where you
wish to install
Password Manager,
tap the link to go to
the download page.

On the Password
Manager Download
page, click or tap the
appropriate button:
iPhone or iPad,
Android, Windows,
or Mac.

Follow the
instructions to
download and install.

Personal Details

When you add Personal Details to Password Manager, these details are used to help you
automatically fill-in online forms when creating new accounts. See Adding Personal Details
to Auto-Fill Online Forms for more information on auto-form-filling.

To enter Personal Details:

1.

132

In the More Tools
menu, click Personal
Details. A screen
appears for you to
enter data in four
separate categories:

Basic Information
Phone and Email
Mailing Address
Credit Card

Get Password Manager for Your
PCorMac  inbex

H am -

4:05 PM View details

To download and install Password Manager, visit the
following on your PC or Mac:

https://goo.gl/o6ChSG

- - »

Reply Reply all Forward

Figure 288. Receiving Link
Via Email

@ o B B T a0l 402 PM

More Tools

S Password Generator
Create strong passwords in seconds

[ Password Doctor
b Look for weak or duplicate passwords

Chrome/App Assistant

e Sign in instantly with Chrome and apps

Seamless Browsing
Easily sign into accounts saved in Password
Manager

More Devices
Use Password Manager on multiple platforms

=

Personal Details
x Store your information securely

=) = = o

Password Secure Notes Settings

Figure 290. Personal Details

v1.0

) Password Manager

Password Manager Download

b

Figure 289. Password
Manager Download Page

ax & 3 al 99%H 4:28 PM

Personal Details

Close

., Basic Information
Save simple personal details like your name
and birthday, plus much more

Phone and Email

-/ Save your telephone numbers and email
addresses

Mailing Address
Save your complete address to make shipping
online purchases easier

Credit Card
» Save thg details of your credit card to simplify
your online shopping

Figure 291. Personal Details
Categories
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2. Tap Basic
Information to enter
the data in the
screen provided,
including Title, Given
Name, Surname, etc.

3. Backin the Category
screen tap Phone
and Email.

4. Type your phone,
fax, email, and
website details.

5. Repeat the process
for Mailing Address
and Credit Card.

6. Now, when you
access various forms
as you create your
online accounts,
your personal details
will automatically be
fed in to the
respective fields.
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aas l 4:29 PM

apfE Ba 7.

< Basic Information < Phone and Email
Title Default Phone

Mr. M Home Phone
Given Name Home Phone

||
Surname Work Phone

[} -
Gender Cell Phone

Male v
Birthday Fax

N
Company Email Address

an IIEE IEEE .

Job Title Website

Figure 292. Basic

Information
@l B T,
4 Mailing Address
Address 1
m =
Address 2
City/Town

State/Province
Zip/Postal Code

Location

United States v

Figure 294. Mailing Address

Figure 293. Phone and
Email

QEEE B@ T 498 429PM

99% [ 4:29 PM

< Credit Card

Credit Card Type
Visa v

Name On Card

Credit Card Number
OO

Expires

Security Code

Figure 295. Credit Card
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Settings

To edit Settings:

1. Tap the Settings icon
in the main menu of
the All Passwords
screen. The Settings
screen appears.

2. Scroll down to access
the various functions.

Account & Subscription

3. The Account section
shows the Account
Email Address,
Version with
Expiration Date,
Renew Now to extend
your subscription, and
Sign Out to sign out of
one account and sign
into another.

Security

4. Tap Lock Password
Manager Now to lock
the app.

5. Tap Auto-lock
Password Manager to
auto-lock the app from
Always to Never, or in
various time
increments, from 1 to
60 minutes.

6. Tap Change Master
Password to change
the master password
and create a hint.

Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

aE BHEB T .400nl317PM

All Passwords = +

Figure 296. All Passwords
| Settings

@[ BESE 7 .ol 315PM

< Auto-lock Password Manager

Automatically lock Password Manager when it
is inactive:

[ Always

] 1 minute
2 minutes
5 minutes
10 minutes

30 minutes

O
O
O
15 minutes
O
M

60 minutes

=i By A o

Password Secure Notes Tools Settings

Figure 298. Auto-lock
Password Manager

@ BEEAE 7 .40:0314PM
Settings

ACCOUNT & SUBSCRIPTION

Account

Premium Version
Premium Expired:2025-03-27

Renew Now
Renew now to extend your Premium subscription

Sign out
SECURITY

Lock Password Manager Now
You will need to type your Master Password when
you open Password Manager

Auto-lock Password Manager >
15 minutes
=8 E] -~ o
Password ‘Secure Notes. Tools

Figure 297. Settings (1)

. 1000 3:14 PM
Settings
Change Master Password >
INFORMATION
Notifications ON

Change notifications settings on the
system Settings page. Go to settings

Sync Data
Last sync: 2018-01-81 01:22:49

ABOUT & HELP

About >
Help >
Give Feedback >

Qand Tranhlachnantina | nae tn Trand

=4 ] - o

Password Secure Notes Tools Settings

Figure 299. Change Master
Password
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Information

7.

Tap Notifications to
toggle on the system-
level notifications for

Password Manager, to

Block or Set as
priority.

Tap Sync Data to sync

your data to the cloud

and between
instances of Password
Manager on your
other devices.

About and Help

9.

10.

Tap About to display
the application
version.

Tap Help to display
the Help / Password
Manager Support
page.
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Application notifications

@ Password Manager

Block

Block all natifications fram this application.

Set as priority

Show new notifications at the top of the

notification panel even while Interruptions is set

to Only allow priority Interruptions (Priority)

OFFmm

OFFmm

Figure 300. Application

notifications

@y EBEE T

ol 100l 3:16 PM

QL EEOS T

v1.0

Ll 100
Settings

system Settings page. Go to settings

Sync Data
Last sync: 2019-01-31 01:22:49

ABOUT & HELP

About

Help

Give Feedback

Send Troubleshooting Logs to Trend

Micro

Help make Password Manager
better
Share coded data with Trend Micro

A B %

Password Secure Notes Tools

o

Settings

Figure 301. Sync Data

< About

Q

Trend Micro Password Manager

Versiom: 5,00.1047
Copyright & 2019 Trend Micro Inc.
Allights reserved.

Trend Micra License Agreement
Trend Micro Privacy Policy
Data Collection Notice

Third-Party License Information

(9 1rene

Figure 302. About

QD

Sattings

al BEE 7
< Help

lome and Home Office
upport

Search

Welcome to Support

@ B %

Password Secure Notes Tadls

Figure 303. Help

. 1004l 3:16 PM

‘I}O

Settings
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11. Tap Give Feedback to
provide feedback to
the developers.

12. Tap Send
Troubleshooting Logs
to Trend Micro to
send debug logs from
the device to Trend
Micro. Once sent, a
popup will appear,
providing a Support ID
that you'll utilize to
identify your case
when you contact
Support.

13. Help make Password
Manager better is
enabled by default.
Tap the toggle Off/On
according to your
preferred setting. Help
make Password
Manager better
provides anonymous
feedback about the
features you use.

Trend Micro™ Password Manager - PC 3.8 and Android 5.0 - Product Guide

el EEE T

. 100x M 3:51 PM

< Share Your Thoughts
Email address (opticnal)

Choose your feedback type *

Select type v

Please give us your comments about
Password Manager *

‘Yes, Trend Micro may contact me

Trend Micro will review and consider your
suggestions for future release,

Send Feedback

Copyright @ 2019 Trend Micro Incarparated. All rights
reserved.

=8 E] A o

Secure Notes Tools

Cancel

Password

Figure 304. Help |
Password Manager
Support

v1.0

Suppeort ID

1D:324

Please provide this 1D when
contacting Support.

Figure 305. Send
Troubleshooting Logs -
Support ID
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About Trend Micro

Trend Micro, a global leader in security software and solutions, strives to make the world
safe for exchanging digital information. For the past 30 years, its employees have been
inspired to protect individuals, families, businesses and governments as they look to harness
the potential of emerging technologies and new ways of sharing information.

In today’s organizations, information has become the most strategic asset; embodying
competitive advantage and powering operational excellence. With the explosion of mobile,
social and cloud technologies, protecting this information has become more challenging than
ever. Organizations need smart protection of information, with technology that is simple to
deploy and manage, and security that fits an evolving ecosystem. Trend Micro solutions
enable a smart protection strategy for organizations. Smart. Simple. Security that fits.

Trend Micro provides layered content security for mobile devices, endpoints, gateways,
servers and the cloud. Leveraging these solutions, organizations can protect their end users,
their evolving data center and cloud resources, and their information threatened by
sophisticated targeted attacks.

All of our solutions are powered by cloud-based global threat intelligence, the Trend Micro™
Smart Protection Network™, and are supported by over 1,500 threat experts around the
globe. For additional information, visit www.trendmicro.com.
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